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Abstract

Virtualization introduces an abstraction layer on top cfawrces, so that physical characteristics
are hidden from the user. At present CPU, network, and stovatpalization are the most widespread
forms. Academic and/ or commercial data processing ceatready use or are at the verge of adopting
those virtualization technologies - mostly to increasértbreerall system utilization and to offer highly
available services.

In the context of Grid Computing and SOA a broader field of eyaion is possible. This paper
discusses how Grid Computing and SOA can take advantagsafnee virtualization by integrating it at
different levels of the software stack. The study focusetheimpact in the area of resource management
and scheduling by supporting virtualization. To this eritg tneaning of jobs is extended towards a
broader meaning. It is proposed to move in Grid Computingnfsample job submission towards a
(more challenging and complex) submission of virtual maeki Necessary changes, requirements and
problems at the Grid Middleware and the LRMS level are furtliscussed.

In the long run both, user and resource provider, benefit fr@adoption and combination of these
technologies. Users no longer need to modify their apptinatoftware depending on the offered ex-
ecution environment at a resource. They just once createtibimachine and directly include the
necessary execution environment and the application Eaftlvare as well. Subsequently the virtual
machine can be submitted to every capable resource witequtring adjustments. On the other hand
the virtualization layer reliefs the resource providemnirselecting a fixed and limited execution envi-
ronment and therefore increases the flexibility and systaimation as well. Due to strong interlinks
between Grids and SOA results in the field of Grid Computing lba naturally extended to SOA envi-
ronments. Similarly, the deployment and hosting of a serliased application can be managed within
a virtual environment. Typically applications in SOA follanore a transaction-oriented, long running
scenario in comparison to the typical space-shared jobuioecin most Grids. Here, the advantages of
managing virtual environments with dynamic adaptatiorhefriesource allocation is a major advantage
too.

This research work is carried out under the FP6 Network of Excell@weGRID funded by the European Commission
(Contract IST-2002-004265).



1 Introduction

Virtualization became a common technique for IT systems in many application emerds. The idea
dates back to the days of mainframe computing [Stra59] but gained indrpapelarity in recent years.
The availability of powerful virtualization solutions gained special intereshanaging commercial and
academic data centres. Many centres already moved to increased vittoalfaresources, or are in the
process of adopting these techniques. The main goal of these activitiserigea and/or storage consolida-
tion for better system utilization, and lower cost of ownership. Howevdnalization also provides new
and powerful features in light of service-based infrastructuresrimtsG This paper discusses the potential
impact of virtualization technologies, possible usage scenarios and egpegrch challenges or gaps.

Virtualization is often associated with virtual machines and corresponditgjabBtraction. However,
the idea and current trends show a broader meaning that also inclutigerdikinds of resources. The
majority of current applications are in the area of CPU virtualization, stovatygalization and network
virtualization. Generally, virtualization hides the physical characteristiagsdurces from the resource
consumers, which can be end users or applications. It comprisescestmcomposition to multiple smaller
entities (e.g. in running multiple virtual machines on a single physical respar@ggregation of smaller
resources to appear as single entity (e.g. in storage virtualization by menging SANs into a single
virtual storage environment). Virtualization is used in many different castexhich can be grouped into
two main types:

e platform virtualization [Ram04], involving the simulation of whole computers, and
e resource virtualization, involving the simulation of combined, fragmentednuldied resources.

In the area of Grid Computing virtualization gained more and more interest, $siiriderms of service
consolidation and/or increasing server utilization. Instead, virtualizatiowslmdressing multiple prob-
lems in Grid systems, like coping with the heterogeneity of Grid resourcesifteredce in software stacks,
enhanced features in resource management like a more general@héokpor migration models. Adopt-
ing virtualization in smart ways gets us closer to real Grid computing with moriiligxin the type of
applications and the resources to use.

Grid computing as a concept and Grid Middlewares as its implementations skafei@ancy which
virtualization can help to overcome. Both, concept and implementation, assbreggoution on remote
resources which fit the job requirements. Requirements here comprise ondfnand hardware and on the
other hand software. In this paper we do not look further into hardwegeirements. Due to numerous
resources in a Grid the probability to find available resources is relativgly. However, the required
software stack or a particular application environment is not always al&itan resources and as such
limits the number of suitable resources. Virtualization allows easing this situatiysidal Grid resources
do no longer need to fulfil the software requirements of a job. With virtualina¢ig. the on-demand
deployment of pre-configured virtual machines containing all the softwequired by a job is possible.

Similarly, there is an added flexibility to resource management and applicat@ut@n. Running
virtual machines can be manipulated by freezing them similar to checkpointiog wsing live-migration
features to move them from one set of physical resources to anotlierkebping the whole virtual execu-
tion environment. This does not only apply to virtual machines and compuwerees but also the dynamic
customization of network and storage environments.

SOA is besides Grid Computing another key technology in distributed systegmsiderable overlap
between the goals of Grid Computing and the benefits of SOA based on Wadesavas pointed out in the
recent year. Thus prospects of virtualization in context of SOA arlyzedas well to elaborate similarities
and differences compared to the use with Grid Computing. This also links tathent trend of consid-
ering Cloud Computing which has many links to Grid computing but limits the scopepedifis service
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provisioning. Most cloud solutions are already based on virtual machidevigtual storage management.
Therefore, it is natural to provide a general view on the challengepassibilities of resource management
for virtualized environments.

In the following we will look further into the available features by virtualizatiordats benefit for
Grids and SOA. To this end, we will first discuss the different types aatlifes of virtualization in Section
2. Next, in Section 3 we briefly analyze the situation in Grid environments folldwea presentation of
selected existing work in using virtualization in Grids. Section 5 discussestfaiteelevant use cases for
applying virtualization techniques in Grids including models which are notwadtadle. In Section 6 we
extract open research issues and technology gaps that need tarbenoedor a successful exploitation of
virtualization. Section 7 addresses the commonalities as well as the diffsreingetualization in service-
oriented architectures vs. Grids. We conclude with a brief summary and&utlo
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2 Virtualization

Virtualization introduces an abstraction layer in the hard- and softwark. si&@hin this layer resource
decomposition to multiple smaller entities or aggregation of smaller resources tgl@ asimity may hap-
pen. For the user who is situated above the virtualization layer the decompasitagggregation is fully
transparent. Examples for resource decomposition are VLANS [VIaB&Jhallow running several subnets
over one network port. A SAN on the other hand is considered as apgag@n of several hard disks and
looks like a single entity to the user. As seen in these examples virtualizationddyalised for storage and
network, but also complete compute platforms can be virtualized.

2.1 Network virtualization

At network layer level virtualization is categorized in internal and extevirelalization. External virtual-
ization joins network partitions to a single virtual unit. Examples for this type ¢daiization are VPNs and
VLANSs. A VPN needs for each participating network partition a gateway lilest@n its head node. Com-
munication between nodes in different network partitions is tunnelled: aadhes the outgoing gateway,
it is encapsulated, routed by a virtual router to the destination gatewag, é¢khgacted and then forwarded
to its destination node. For users inside a VPN the various network partitienslge one large internal
network.

Internal virtualization offers network-like functionality to software conéion a resource. This type of
virtualization is often used in combination with virtual machines. E.g. in domO ofrahést system besides
physical network interface cards also virtual ones are presenteMirtisal Ethernet cards are connected to
virtual interfaces (VIF) located inside the virtual machines. Configuraifdhe virtual devices allows the
virtual machines to run in a bridged, routed or NATed network [Xen08a].

2.2 Storagevirtualization

In storage, virtualization is a means by which multiple physical storage demieagewed as a single logical

unit. Virtualization can be accomplished at server level, fabric level, stalgsystem level, and file system
level and in two ways: in-band and out-of-band [Tat03]. In this contektand virtualization implies data

and control flow over the same channel, whereas these flows aratsspar out-of-band storage networks.
This usually is achieved by separating data and meta-data into differeesplao advantage of the latter
approach is the availability of the full SAN bandwidth to 1/O requests.

2.3 Platform virtualization

Resource providers benefit from platform virtualization in many waysst eind foremost it reduces hard-
ware costs including costs for maintenance and helps to save energyaaad Burther on a higher quality
of service in terms of redundancy and security can be achieved. Brajenser data can be hidden inside
the virtual machine and it is therefore inaccessible for other users gilthgrsame physical machine at the
same time. Also the dangers of a security compromise are limited; gaining ressaicca virtual machine
does not imply access to any other virtual machine running on the same hmstowdr, on a single resource
support for various operating systems, even older or outdated onéeeechieved simply by providing the
virtual machines.

Due to node failure or hardware maintenance large cluster installationsare fo frequent changes
in resource availability; however users and applications expect hidlalaiiy and reliability. In this case
virtualization allows e.g. the eviction of applications from physical nodesdpare for maintenance. This
is done transparently to the individual applications running in the virtual masjBha08]. Also dynamic
load balancing of virtual machines is possible in modern VM infrastructures.
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For end-users a virtue amongst others lies in the flexible and fast depiowingrtual machines. Fur-
thermore the environment provided by a virtual machine is always pretécal clean, therefore it is the
first choice for software testing and deployment.

Nevertheless, virtualization implies also disadvantages. Communication fronoanvirtualized re-
source needs to pass the virtualization layer; compared to a non-virtualizegin a performance drop of
up to 20% [Tat06] may occur. This drop was measured executing inteecM®I jobs over WAN.

As stated earlier, if a virtual machine is compromised, other virtual machimedégion the same host
are not affected; they are isolated from each other. Yet a host masldampromised by an attacker, access
to all virtual machines on this host is possible. Therefore special secngithanisms must be installed on
the physical machine.

2.4 Virtualization standards

The process of software (re-) distribution is often still done by settingwdptzen cloning physical or virtual
machines. When using virtual machines this approach can be simplified bybtaining a pre-configured
disk image containing all necessary software packages; only the protekning is left over to the site
or system administrator. Hence the term virtual appliance was establist@b@uprises a virtual machine
with one or more disk images including an operating system, a bundle of appiliteti®l software and

additional meta-data for installation and configuration of the virtual machinefd7a).

Virtual appliances allow a vendor-neutral packaging of virtual machiinée meta-data as part of the
virtual appliance specifies how to install, configure and run the appliameach virtual platform. Since no
external dependencies have to be resolved on-demand deploymettalfappliances is possible. Profiting
from the charm of virtual machines, virtual appliances can be migratecebatdifferent resources and it is
also possible to run multiple appliances on the same physical host.

To support the concept of virtual appliances in large scale e.g. fdoylag distributed databases, the
Open Virtual Machine Format (OVF) was introduced. It is a hypervisutral, extensible and open speci-
fication for packaging and distribution of collections of virtual machinedfO®a, OVF08b]. Those virtual
machines are interpreted as one functional unit/ virtual appliance. A Xlvdpper contains information
on required installation and configuration parameters for the virtual mag;tenabling the appliance to be
virtualization platform-independent.
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3 Grid Computing

The primary focus in Grid Computing lies in secure resource sharing in tefrascess to computers,

software, and data in a dynamic environment. Sharing of those resdwasés be fine grained and highly
controlled[Fos01]. Moreover, Foster et al. [Fos02] proposedeetpoint checklist which characterizes a
Grid more in detail:

e delivery of nontrivial qualities of service;
e usage of standard, open, general-purpose protocols and inseefl@cdor inter-communication;
e coordination of resources that are not subject to centralized control.

The endeavours to implement the basic ideas behind Grid Computing endeithejg@velopment of several
Grid Middlewares as they exist at the present time. Development was in ilyedagis mostly driven by
specific communities requesting amounts of computational power and stapgeities. Here e.g. the
community of high energy physicists at CERN were key players (devedognadl users) concerning the
gLite Middleware. Currently this Middleware is deployed in about 250 sitedl Eld countries and allows
access to over 50,000 compute nodes.

Another Grid Middleware development started in 1997 with the German UNE@Rject. It was
extended in 2000 and renamed to UNICORE Plus and reached a matusetmodtate. The goal of UNI-
CORE Plus was to develop a grid infrastructure together with a computingd fmrémgineers and scientists
to access supercomputer centres from anywhere on the Interne8JUm@005, standards became impor-
tant contributions to Grid middleware. UNICORE [Rie05] and also other GiigttiMwares moved and still
move away from their once designed protocols and interfaces towardiastis like OGSA-BES [Bes07]
or OGSA-RUS defined by the Open Grid Forum. However, the great atidit or common standards did
not yet materialize. For impelling the use of common standards major transitionderbases of the Grid
Middleware are necessary. Due to the lack of additional investment in Gddl&tvares development and
existing production status of Grids for active user communities introduciagg#s is an arduous task. But
this change in the development process helps to increase the interopergfilgxchange across different
Grid Middlewares is as a long term perspective. On this note, virtualizatioaatribute by introducing
new aspects.
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4 Existing work

At present virtualization is widely used on the one hand for service tidasion and on the other hand for
achieving high availability for central Middleware services [Car07].

The Globus Alliance develops currently Virtual Workspaces [Kea0OSPBp These services provide
interfaces to VM management functions based on WSRF protocol, wheMaskspace is a combination
of meta-data and a resource allocation request. At the moment only XEND@Xes virtualization tech-
nology is supported. Here one good point is the dual-use of the undgtlRMS. If wanted it still accepts
usual jobs and also virtual machines. It was shown in [Aga07] that a &ifplcation, namely the ATLAS
application could be deployed by using the Virtual Workspace service.

The idea of dynamic reassembling of existing clusters for different apiolitsis elaborated in [Eme06].
The LRMS, in this case MOAB in combination with Torque [CIr08, CIr08a], sverodified, so that the batch
system server is able to add or remove Xen based virtual machines toT@n@ue resources on demand.
Xen Grid Engine (XGE) [Fal06] is also based on Xen hypervisor monitdrettends the Sun Grid Engine
cluster management system.

In [Sot07] leasing resources for job execution was examined. It wasrsthat a VM-based approach
performs in terms total execution time and average delay incurred by lbedtrefjuests only slight worse
than a non-VM-based scheduler supporting task pre-emption. [SatOBdges an architecture that makes
on-demand short-term leasing of physical resources cost effeéivémproved performance for resource
providers and users was achieved when using virtualization for thi@perpven in the presence of overhead
incurred by using virtual machines.

5 Using Virtualization in Grid Computing

Integration of virtualization and Grid Computing can be impelled at differerdléevEvaluations at Grid
Middleware and LRMS are carried out next.

5.1 Grid Computing Level

Currently, the gLite Middleware, which is used by the LCG HEP (high engtgysics) VOs, has strong
dependencies to Scientific Linux 3/ 4 as operating system. Getting gLite to withikother operating
systems is a complex task. By encapsulating the Grid Middleware into a virplédape, resource providers
can support the HEP VOs with minimal effort; the only requirement is supgatvirtualization platform
like XEN or VMware. Like the gLite Middleware, also other Grid Middlewares be packaged as virtual
appliances. Then resource providers no longer need to commit to a aesigarid Middleware, but can
setup middlewares on demand. An approach more preferable is theasset-thynamic deployment of the
Middleware services. This makes the resource providers’ interventtbie ieployment process superfluous
and he no longer has to deal with software management and applicatidrensents.

Before the semi or fully automated deployment process starts, the virtpkdmges have to be made
available to the local resource. One way to do this is utilizing the storage facilitieh most Grid Mid-
dlewares offer. Those facilities can be used as repositories for thahaqpliances, whereas for file access
and file transfer standardized protocols exist. Globus Toolkit [GloO8]glrite Middlewares for instance
provide access via OGSA-DAI respectively SRM. If the virtual appleismot located on a storage facility,
the user is requested to transfer it first there. Later on it will be traresférom the storage facility to the re-
source. From the users point of view directly sending the virtual apmitma resource is feasible, but may
result in serious performance degradation. E.g. in gLite Middleware dataférred from a user interface
(UI) to a compute element (entry point at resource provider level) pakseugh the resource broker. As
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many users may invoke the resource broker at the same time, the datargravibfelow down the broker
unnecessarily.

In any case, before a user is able to submit jobs to a Grid, information appubpriate resources is
needed - depending on who selects resources either at user anateeroker level. In both cases a match-
making process usually queries an information provider service which indeiivers a list of resources
satisfying the job requirements. The information representation often folleev&LUE scheme [Glu07]
which describes in a precise and systematic manner available resouraetsinfdr now the GLUE scheme
offers no option to reflect the availability of a virtualization platform and itsatslties on compute clusters.
But this is an indispensable requirement for the match-making procesdiregairtual appliances.

The understanding of the term job has also to be revised. At presenisajoliten in well-defined job
description languages like JDL and JSDL [JdI06, Jsd07] or as a shigl. s&fter combining virtualization
and Grid Computing not only those jobs can be sent to a Grid, but also vnaethines or virtual appli-
ances. From there the difference between a job and a virtual machippesa: virtual machines can be
considered as jobs and vice versa.

Besides compute capabilities Grids offer also possibilities to store data, e.dC#uhe Storage Ele-
ment [Dca08] as part of gLite Middleware. Virtualization of Grid storagglifées brings several benefits
for resource providers. Because of the declining costs of storagagmabyte, resource providers heavily
increased their storage capacities. As a result of this complexity for mansigirage increased dispropor-
tionate. At this point virtualization can help to reduce the complexity by hiding titrage backend from
the operators and manage it on behalf of them. From the users point of/vtenal storage can also ease
data management. Obvious current development is not very far in thiscte®ut it is still expectable that
we see major advancements in this area in the future. With the advent of giduade, faster networks etc.
the location of data becomes less an issue. Still smart data managemensfedture needed. However,
it will be less in the mind of the user.

52 LRMSLevel

Integrating virtualization technology and all its features into the local reeauanagement system (LRMS)
layer is one of the key research areas in Grid Computing at the moment. fypicd.RMS supports job
suspension and checkpointing out of the box, whereas virtualizatiensafie same features not for jobs,
but for virtual machines. As a matter of fact, virtualization exhibits with live deterred migration of
virtual machines even one more feature.

Combining the aforementioned LRMS features (suspension, checkpimtittgmigration helps the
LRMS in dynamically changing the current resource allocation. Since LRM&lly cannot look into the
future and act on the currently available situation, resource or worlditmation can change and a previ-
ously done RMS decision is not efficient anymore. In this case the eahnlsea resource allocation can
be temporarily revoked e.g. by checkpointing and snapshooting jobslvinaghines. The freed physical
resources return to the pool of available resources for job executidrire jobs are put in a hold state
until further processing. This procedure ensures a high efficiemcyRMS. Furthermore adjustments of
resources (e.g. number of CPUs, RAM) assigned to a virtual machimmastble and allow dynamic up-
dates in service quality. Depending on the virtualization platform this can be d@. on-the-fly or by
suspending and resuming.

Checkpointing and migration have been subject of research for many. y@alutions [EImO04, Laa05]
exist for HPC scenarios. However, the models are still quite special@andtdvork with arbitrary applica-
tions. Virtualization will probably improve this situation. Running applicationsv{gsal machines) could
be stopped and resumed. The resource situation can be changed byat@gnpmning virtual machines in
parallel with less priority. Or virtual machines could be transferred to mifferesources belonging to the
same provider or maybe to another provider in the future.
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In case not only one but many virtual machines are deployed as a fuslatioit, migrating one of them
to another resource provider or even to another site of the same pravaleomplex task. Communication
between the different virtual machines in a closed system - like the LRMStis can be easily achieved by
placing all virtual machines in the same subnet and/ or provide a dedic&dd¥VLAN for the functional
unit only. The management of VPNs is simple: in case of user space daemiRbl network can be
automatically created via the job submission script [KauO6].

However, when a virtual machine as part of a functional unit migratesdthanresource provider or
site, the network connectivity within the functional unit has to be ensuratremusly. To do so a VPN
connection between the new location of the virtual machine and the origitvmbriemust be established.
The incoming and outgoing network traffic of the migrated virtual machine isr#alirected by the VPN
server. Noteworthy is the need for on-demand creation of the VPN rservboth sides of the network
tunnel.

An essential requirement for using VPN are distinct subnet addre$sle interconnected networks;
otherwise routing between the physical subnets is not feasible. Even aoeetain level of trust between
resource providers is needed before they will couple their networké Vsually this level of trust can
not be taken for granted. To conclude, in general smaller sites ardfactea by the above mentioned
disadvantages.

To bring the idea of creating virtual networks dynamically to an end, phlysigdches in compute
centres could be enhanced so that they support dynamic creation-eofiguration of VLANS. For each
set of virtual machines (a functional unit) a VLAN could be spanned in tmepuite cluster. This enforces
on the one hand security by separation of the virtual machines on netwetlelen if they are running on
the same physical host. On the other hand in combination with the IEEE802ntiadat enables providers
to offer different QoS level concerning network characteristics.

Momentarily configuration of VLANS is still a manual task. A mechanism for exgtiton would be of
great help, but command line interfaces of physical switches from differendors usually share only a
minimal set of functions. An additional abstraction layer which provides afidation platforms the means
to change the network layout on demand is needed.

Not to speak of the dynamic changes in firewall rule sets. As a virtual machigrates to another site
all necessary ports for the services running in the virtual machine have tonfigured. If the resource
provider is aware of the services inside the virtual machine necessdsycpn be opened in the firewall, but
in general this is not the case. Even if providers are service-awabéepns arise when default service ports
are not used. Migration of virtual appliances as they contain meta-daté whitbe extended by adding
the required open ports seems the better approach.

Next, after creation of an overlay network via VPN, access to file systemidogal/ remote storage
facilities has to be taken into account. We can not emanate from a global stlensyike AFS which is
available across resource provider borders. Access to local statahe original site has to be forwarded
to new location of the virtual machine. E.g. many LRMS support the use afctcdirectories for jobs.
Those directories are used to store temporary data and are createémjol lpasis. Virtual machines can
make use of such directories to download application data. Therefordgtistbat either the contents of the
directory have to be copied to the new location of the virtual machine or by othans access to the once
local directory has to be established before it starts execution. Alsereaidd on-going data transfers (e.g.
to remote storage facilities) initiated from inside the virtual machine have to lrecestl. Here solutions
for migration of not only the VM, but also the data/ storage situation areateed
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5.3 Scenarios
5.3.1 Spanningvirtual clustersover multiple physical resources

Physical resources of a provider are limited in number of compute noeeage capacity, and available
software. Users demanding more compute nodes or other software treailable resources offer can not
use the services of the provider and need to find another one which filséih® needs. For the resource
provider, especially smaller ones, this may result in under-utilization andftverfinancial penalties.

One possibility to cope with this problem lies in increasing on demand capacititee girovider,
whereas a dynamic increase is preferable over a static one. A staticsecaabe achieved by e.g. adding
more compute nodes or hard disks. This investment in new hardware iseadggrrable if the resource
provider expects more of those larger jobs in the future. Otherwise wnitization will occur due to the
fact of the grown site size and the only temporary higher utilization the large gabsed. A dynamic
increase can be achieved by applying the concept of resource le&@gingan see such scenarios in com-
mercial environments in which resource demand follow certain cycles danngnth or a year. For better
cost efficiency, it might make sense to temporarily increase the availalolercesset by adding third party
resources on demand, for instance, to cope with year-end busingiggolar high workload.

To this end, the resource provider has to query an information service atailable physical resources
and their attributes (interconnection, software...) of other providers t¢ompatible resources are reported
by the information service, the provider is not able to increase the capauitietherefore has to postpone
or deny execution of a job exceeding its (static) capacities. Virtualizatiomegmto overcome the lack of
finding compatible resource. The idea of leasing is extended by deploiytnglvnachines at remote sites
- one of the main requirements is provision of a virtualization layer (at the resite)e

5.3.2 Dynamicrelocation of grid jobs

After the jobs - which are wrapped in virtual machines - are deployed sigreed physical resources, on
some conditions, it can happen that the re-location of these virtual madkireguired. Furthermore, to
increase the reliability level of the GRID environment the possibility of takireckpoints of the computing
process would be desirable. The leading VM implementations provide sstagsichniques which allow
storing the intermediate state of the VM into non-volatile memory and later to restokéMhand its state
even in different' hosting environment. This technique can be employed to take into practice leoth th
migration and checkpoint-restart functionality.

The VMs re-location can be done either within the confines of the individuater (intra-cluster mi-
gration) or between distant clusters (inter-cluster migration). The redsoithe migration can vary a lot.
However, the most likely scenarios are as follows. In case of intra-closggation one of the nodes can be
required to be shut down for maintenance reasons or in case of ingderfigration even the whole cluster
can be temporally cut off. In such a case, earlier VMs migration would allefousaving a lot of CPU
cycles, while on the contrary, without the migration functionality the computingldvbave to be started
from the beginning.

The checkpointing technique can also be utilized by load-balancing algorithorsler to temporary
pre-empt VMs of lower priority and execute VM of higher priority. Similarlyh@n a given job turns out
compute longer than the previously assigned “wall-time” allows, the involvedcdibe pre-empted and
the job would be recovered when the user is granted another slot of tinreem©Ore possibility of utilizing
checkpointing is in installations made up of commodity PC nodes which during daytengsed in office
as desktop computers and during night time are switched to work as compluisteys. In such a situation
the cluster has to be frozen during office working hours.

!Different in terms of location and not internal architecture. Currentpshots created by different producers’ software are
not compatible.
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The migration functionality can be useful also because of differentuattg and billing policies. In
Grid environment the end users can be charged for utilizing the resoarckthe price associated with
equivalent resources can be different (e.g. due to competition r&asém such a scenario the match-
ing/matchmaking algorithm can assume that an eminent factor in resourceéoselgthe associated price.
At first time, the selected resource provider can be the cheapest boedntime this may change and in
such a case a demand for migration arises.

Depending on individual scenarios, the different actors can bemnsgpe for triggering and managing
the snapshots. In the simplest case, the user should be provided with ttiacetallowing to initiate
snapshot, migrate and resume commands. But this would require the usgvebtyanonitor and analyse
the load and the state of the related resources. Therefore, even ttimugiser driven migrations and
checkpoints should be possible, the production grade environments stubomatically monitor, snapshot,
migrate and resume the VMs transparently to the user. Therefore, aggtwdhe scenario the automation
of checkpointing and migration activities can be done on different levdie shapshots can be triggered
and managed on intra-cluster level by the LRMS or on inter-cluster lev€rxy Resource Broker or by
other Grid level management entity.

Assuming that the mechanisms for deploying and snapshooting VMs ardyapnemvided, the next issue
is the integrated snapshot images management. In a fault-tolerance dpphasicnages should be stored
in any external repositories in a way assuring that the failure of VM hostiyonment does not affect
the durability and availability of the image. Thanks to that, there is a possibilitysofmang the VM in
another place. The repository should also assure the integrity, comsgisted confidentiality of the stored
images. On one hand, the access to images should be limited only to the entitednden the other
hand the user should be sure that the images are not altered in any wthagtitky are unavailable and
completely obfuscated for other users. In load-balancing approachmtges can be moved either directly
between involved sites or with help of any intermediate repository. In ang, ¢he earlier mentioned
security properties (durability, availability, confidentiality, integrity, consisyg have to be fulfilled as well.

Since the images can be quite large, the operation of transferring thess #temetwork imposes some
overhead. Therefore, smart repositories and replicas location mraragare necessary. The fast and short
(in term of routing hops) connections between sites involved in migration oretoegpositories in case of
checkpoint like snapshots can significantly increase the overall pefoze of the considered environment.
This is especially relevant in case of periodically performed checkpoimseveach subsequent checkpoint
accumulates to the final overhead. Another cost related issue is thgygarbléection of outdated images.
The image becomes outdated when the correlated VM finishes its work sfudyeand there will not be
need for resuming the VM for failure reason. As storage space is nottenéind for sure expansive, the
mechanism removing the old images is required. The mechanism being actimaeccessfully finalization
of given VM or alternatively any periodically launched garbage-collecam be provided. In the long run
it can be foreseen that network capacity will increase to a point whergizbeof the images and thus the
transfer time will be less of a problem anymore.

In case of distributed or parallel jobs, more than one VM can be involveceicdmputation. It means
that the individual VMs have to communicate through the network and, addityoiit is likely that, ac-
cording to SLA contract, a level of QoS must be established. This is typicatiggsary for co-allocating
resources to assure that all resources (here virtual machinesyailabbe at the same time. This leads
to several problems in term of managing parallel snapshots and re-dstaplice network state after a
recovering.
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6 Problems

Employing virtualization related technologies into Grid environment introdusesias of correlated issues
which have to be considered in order to get a reliable and trustworthynsy3tee issues that we consider
the most important ones are presented below.

A wide range of issues is related to the general topic of defending tharsystainst malicious users.
In case the user can provide his own VM images, there is a threat that thedtild contain any software
which could try to compromise the hosting system or other of its VMs. Similarly, iMReimages are
fetched from the pre-existing images repository, the dishonest usarstathon the given VM any malicious
software before the image is returned to the repository. Therefore,odtenty systems should treat the
individual VMs as not trusted ones and the firewalls and other securitiianéms should protect the hosts
from the individual VMs. Additionally, the images that are lent to users fthenrepositories should not
return to the repository. We can say that images should be cloned bedégraréhgiven out to the user and
the image once cloned and assigned to any user should not return todkgawp The only exception from
this rule is an image treated as checkpoint of intermediate results of workirgy BMch an image can be
uploaded to a special image repository but the only user who has arsdodés image is its owner. This
policy protects both, the owner from the leak of sensitive information andttier user from the malicious
VM images. The repositories themselves should provide mechanism feoirasthat the once stored image
is not modified. A reliable way of images consistency validation should be ailail&dditionally, when
the individual virtual machines finish their work successfully the relatextighoint images are not useful
any more so a kind of garbage collector of past images should be implemented.

Unfortunately, not only the end user can be malicious, the same concerrestiurce provider. There-
fore, if we do not trust either the resource provider or his clients, thealimachines should contain
software which would protect them from unauthorized access of ary kaditionally, there is a really
complex issue of assuring that the virtual resources of virtual machenmapped to the physical resources
of hosting system in a declared proportion. The user who acts within theaévhbt a simple way to check
what physical resources are assigned to his VM. Such a situation isityahoonvenient for end users but
is also challenging from accounting subsystems point of view. It is alssildeghat in case of migration
scenario the images are copied between hosting systems. Certainly, in hibeasechanism assuring the
consistency and confidentiality of transferred images are also required.

Since the VM images are transferred between repositories and hostilegnsyshe smart policy of
repository placement and replicas management is highly desired (espesialy images can be quite
large). Additionally, in load-balancing or fault-tolerance related scesaren the virtual machine is
restored on the remote site, the reconfiguration of network connectiongdftilizthe VM can be necessary.
It means that mechanism allowing for automatic reconfiguration of VPNgydil® or even storage related
arrangements would be required. Similar issues regard the QoS and Bltédreettings and contracts.
Therefore, when the VM is to be resumed the previously negotiated paramelated to the involved
services have to be restored as well.

Since the paper considers the virtualization in context of Grid environmeather important issue is
cooperation/integration of VM related technologies with Grid Resourcedsofin short brokers). Unfor-
tunately, contemporary brokers are not able to perform resourcefimgtnatchmaking basing on virtual
machines related properties. Therefore, they have to be extended wgbgs$ibility of finding and assign-
ing the “placeholders” to which the virtual machines can be submitted. Addilyotiae brokers have to be
able to perform basic management operations like suspending, resurdinggmating virtual machines.

To utilize the variety of VMs in Grid environment on large scale, the common aderfo manage
them is required. The VMs of any type should be available and manageableggthone, high-level,
well-abstracted SOA-based interface. Apart from deploying, suspgnresuming and migrating VMs
such an interface should allow to setup the related VPNs and virtual stelagents. The initiative that
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strives to provide framework with such high-level interface is Globus Adkaleaded Virtual Workspaces
project [KeaO7].

The long term stable and widely acceptable high-level interface to VMdakepend on some abstract
interface to individual low-level VMs. Thanks to that, the high-level gggs can be written once and do
not change anymore (excluding the security and bug tracking relatedefawhile the individual VMs can
be incorporated by providing specialized “drivers” which translate thetract interface to the interfaces
imposed by the given VMs. Up to now, the most advanced project whicksaam such an interface is
libvirt [LibvO08].

Another highly wanted functionality is inter-operability of VMs of differemtndors. In perfect situation
the images and snapshots of VMs of different brands should be compatitblsnutually interchangeable.
Unfortunately, contemporary implementations of VMs vary a lot from eacér@hd further standardisation
on this field is required. This incompatibility between different VMs has to bertakto account during
work on integration of Grid Resource Brokers with VMs. The brokeid matching algorithms have to be
extended with the capacity of describing and selecting the VMs and the rétedgds and snapshots.

One of inherent issues of distributed IT environments is global time synidation. The heuristic
algorithms to synchronize the clocks between individual nodes are kfoowamany years and in most cases
they are sufficient [Tan02]. However, in environments constituted fitivis the time synchronization
becomes even more complicated. If the VM is being suspended, its locall@ooknes frozen. Next, when
after some time the VM is resumed, its clock becomes unsynchronized comiustfiregglobal or real clock.
It can affect the correctness of services and mechanisms whichdlepegiobally synchronized clocks or
just on time continuity. Examples of such time-sensitive instruments can be Xdstificates, session’s
management or tools related to accounting and billing mechanisms.

Another problem is the determination of a so-called global consistent stdtethéndistributed applica-
tion is being checkpointed. Due to the lack of the global clock it is likely that bieekpoints of individual
processes do not allow for resuming the whole job in a way assuring thatessage is lost or that all
re-sent messages are received in a proper way [Moo02]. Thathlgsrfor finding the global consistent
state within the set of independent, non synchronized checkpoints aasitkl algorithms for forcing each
checkpoint to be globally consistent have been proposed [KalOO}efdre, to checkpoint distributed pro-
gram, which spreads out over more than one VM, the additional mechanisemstioe the coherency of
distributed checkpoint is required. However, if the processes whioktitote the parallel program reside
within the same VM the internal communication channels are suspended toggthéne whole VM so
there is no risk to lose or duplicate the messages.
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7 Using Virtualization in Service-based infrastructures

The use of Service-oriented Architectures (SOA) became a common andamigorogramming paradigm
and architectural choice for many distributed application scenariosnitadly, SOA describes a program-
ming style for creating reliable and loosely coupled distributed systems whlskediunctionality as a
service. SOA components are usually implemented as modular servicesrthet descovered and used by
clients. In general a service

e may be individually useful, or can be integrated to provide higher-levelas
e communicates with its clients by message exchange
e advertises details such as their capabilities, interfaces, and policies

Prior to discussing the benefit of virtualization for Service-orientedabifuctures (SOI) which facilitates
the execution and management of SOA-based systems, we briefly look irgotdrdial relation of SOAs
and Grids. This subject is manifold; however two main perspectives cardre First, SOA as a mean to
build Grids and Grid infrastructures; second, SOA as a paradigm fdication use cases.

Considering the first dimension, it is clear that service-oriented archigscalready became a main
stream technology to build distributed systems. In its field it clearly displaced@ wther communication
and programming paradigms. Similarly, Grids have been affected by SOA saweral years ago. Many
grid middleware services are already service-based. The transitrar@tabus GT2 to GT3 or GT4 showed
this transition already many years ago. Most new protocol or grid seexiemsions are per se service based.
This is also reflected by the progress in standardization bodies like the@mmkRorum. New definitions
and protocols use a service-based approach. Thus using SOAitty i§Icommon practise and not es-
pecially note-worthy. There is no special consideration necessary imrtbésfor applying virtualization
techniques.

However, considering the second dimension by using SOA as an applisagoario, the situation is
much different. Due to the historical evolution of Grids, there is a strong canityniiom high-performance
computing. This community is very much job-centric in terms that the computatiomaktnicture often
refers to HPC resources like parallel computers or large-scale cluStercomputational or data-intensive
jobs are typically batch driven as this yields high job throughput as welighsdand efficient utilization of
the resources. That means, jobs are overwhelmingly executed in aspaagyg fashion in which resources
like CPUs or cores are devoted exclusively to a given job by a localiresananagement and scheduling
system. While there are no idle resources available for a submitted job, mizlsa@ueued. This model has
been extended to computational Grid by enlarging the available resoudsegre to more sites. However,
the basic job profile stayed the same. However, we also see grids in oy sisenarios, especially in
commercial enterprise data centres. Here, we have more diversity inafplicequirements. On one
hand, we also see computational related jobs that are batch driven (ag test simulations, portfolio
risk analysis). On the other hand, we have applications which are ttanmsadented and typically longer
running. Such applications can be executed in a more time-sharing faSlioinstance, these applications
can be business processes that need to be executed continuouslhsiimg Bovironment. Enterprises also
apply grid technologies in this field and are typically interested in adaptivellfisns. The main goal of
adaptive IT is to better exploit existing resources and add flexibility to secadeadapt the infrastructure
to the dynamic demand. For instance, business processes in an entegwigee planning system (ERP)
may have high resource demand which may vary in certain monthly cyclesdeegting bills at month
end), a large web shop may encounter varying customer demand duifipgvegkly or annual cycles (e.qg.
year end business). To adapt the IT infrastructure dynamically and#isoresources to new application
in an agile and dynamic fashion became common industry goal for largedai@eentres. The use of
virtualization in the area of resource management is a key componentfossenarios too.
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With the increased need of on-demand hosting such service based tppiicthe LRMS and the
Grid scheduling services need new functionalities. Basically, from adkieal viewpoint there is no real
difference from allocating a computational batch job or a service-bggaitation despite that the runtime
requirements may differ. In real life, we see that service-based afiplisaare often not independent
entities. Often application processes require a multitude of service in a ceddifiow. Some of these
services are internal, manageable services which need to be provisindemntrolled; while others are
external services outside of the scope of our application managemente mpiexided by a third party (e.g.
as a data source or information provider). That means, we may have te® ¢ygpob management tasks:
First, the scheduling, planning and execution of workflows which reqdreices as part of the workflow.
Second is the allocation and hosting of services which run for a longer tichenag be repeatedly used in
a transactional fashion.

The execution of services, by e.g. Enterprise Java Beans, followsaiicer concept in which a hosting
environment has predefined ways to deploy new services. Howgasn eeal life shows that the indepen-
dence of service implementation from hosting environments is still limited. Thugyshef virtual ma-
chines which contain the whole hosting environment for web servicesda®a higher degree of flexibility.
Similar to using VMs for computational batch jobs in Grids, we can use VMs datihg service-based
applications. The use of VMS as a cornerstone for service-orienteabtnicture is a clear industry trend.
The virtual infrastructure allows scaling and dynamic resource allocafinother point to mention is that
typically the provisioning of web services requires a multi-tier architectuiielwlmdependent on whether
it is 3- or 4-tier, requires an application server and a database. Thasedkthe co-allocation of resources
during resource management of hosting these servers. Again, virtializdlows us to encapsulate the
complexity of the specific configuration of these servers and let the Gri§ Bdhcentrate on managing the
VMs.

Cloud computing found major attention recently as several commercial plajated to offer cor-
responding service offerings. The scenario of cloud computing is mergh similar to grid computing.
However, the scope has been more limited and restricted in comparison tatite\igion of Grids. This
made the problems at hand more tractable and ultimately allowed easier anddagiens while research
in Grids had and still has to cope with more challenges. For instance, Gridgleo multi-provider scenar-
ios in a large-scale, global environment. The applications at hand cdmbstarbitrary and the resources
and services are not limited to specific types. Clouds on the other hanersuspecific offerings like Ama-
zon EC2 or S3 which can be easily used and accounted for computati®taaade. It is assumed that in
the long run, there will be a convergence of these approaches as thiyttzee same problem space. Most
existing cloud offerings heavily leverage virtualization to provide its sesvicEherefore, our aforemen-
tioned considerations also apply to Cloud computing in all parts. Provideieudis also need to manage
their resources in an effective and automated way. Similarly, consumenshisclouds need management
functionality to easily deploy applications to cloud services and monitor theigézac

Summarizing, there are strong interlinks between SOA, or more precise\C&ids and Grids. There
are several differences. However, these differences are edathinor as we see a common trend of con-
vergence in these areas. Clearly, the logic of resource managemestredlling strategies will have to
deal with all these requirements. Looking on the use and benefit of viritializtechniques, there is not
much difference at all. Virtualization allows us to abstract from the interrfagpjplications or services and
provides a powerful manageability of the infrastructure. Our previomslge assessment of scenarios and
problems also apply for these SOA use-cases.
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8 Conclusion

In this paper we tried to provide an overview on the current and futuegqarsd benefit) of virtualization
techniques for Grids and SOA. The selection of usage scenarios mae mxtensive but probably gives
a quite thorough list of envisioned changes on how Grids and SOAs atearsdeployed. In our view
this trend is not actively steered or influenced by the Grid and SOA commuriitistead, we see that the
common trend of moving towards virtualization in data centres is happeningnaghtind will stay with
us for a long time. This affects how we deal with resources in general,dimgjuGrids and SOAs. The
paper is intended to provide a summary on the effect of this trend and prinad of thought for current
developments.

We presented several scenarios which we see as relevant for adaptiralization in the light of Grids
and SOA environments. Some of these scenarios are currently undgomleent by different groups or
stakeholders; corresponding results are becoming available in theutess. fSome other scenarios need
more technological advancements in different areas. Thus, it is unlikef\siingle research groups will be
able to overcome those challenges in a short time frame. Here, we expaailationary approach towards
these scenarios when partial features become commonly available.

The presented scenarios provide inherent benefit in managing GddS@A environment. Thus, we
are confident that this technological evolution will eventually lead to thedoadaption of these techniques
and these usage scenarios. The current interest and succesdicahoputing was made possible through
the adoption of virtualization. Cloud computing limits some of the challenges andudtitfis that Grid
computing is facing. The service provisioning is done with tighter restrictiodsleaves out key aspects
in managing heterogeneity and cross-administrative domain challengegveipat the same time, clouds
address a sweet spot in a business relevant market. Eventually, grewliffrends tackle the same problem
space and will end in converged solutions. Customers of clouds will staquoere flexibility in provider
offerings including dynamic migration, individual service levels, and &@mbination of different provider
offerings. Similarly, Grids and their current users will adopt more virtadi@n models and become more
independent from the specifics of resources and applications. Weuselieve that the presented models
will become key use cases in the near and mid-term future.
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Nomenclature

BES Basic Execution Service

CERN Conseil Europen pour la Recherche Nuclaire

DAl Data Access and Integration

ERP Enterprise Resource Planning System
GLUE Grid Laboratory Uniform Environment
HEP High Energy Physics

HPC High Performance Computing

JDL  Job Description Language

JSDL Job Submission Description Language
LCG LHC Computing Grid

LRMS Local Resource Management System
MPI  Message Passing Interface

NAT Network Address Translation

OGF Open Grid Forum

OGSA Open Grid Service Architecture

OVF Open Virtual Machine Format

QoS  Quality of Service

RMS Resource Management System

RUS Resource Usage Service

SAN Storage Array Network

SGE Sun Grid Engine

SLA Service Level Agreement

SOA Service Oriented Architecture

SOl  Service-oriented Infrastructures

SRM Storage Resource Manager

ul User Interface

VIF  Virtual Interface

VLAN Virtual Local Area Network
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VM  Virtual Machine
VMM Virtual Machine Manager
VPN Virtual Private Network

WSRF Web Service Resource Framework
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