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Abstract

Introduction of checkpointing into the Grid environmendifficult. The difficulty of integrating the checkpointing
technology is imposed by the distributed and heterogeneatuse of the Grid environment and by the close links of
the checkpointing tools to the hardware. This paper sdmatinthe most important problems that have to be solved
to prepare a fully functional environment that is able tdizeithe full potential of the checkpointing technology for
improving fault tolerance and system management in thesGriitie scope of considered issues covers both the high
level issues concerning placement of the checkpointindpénGrid architecture with regard to the role this service
plays in the Grid, and more technical problems as well. Thetisms for all the mentioned problems are proposed,
taking into account the complexity of the implementatiortlo& one hand, and delivered functionality on the other.

The general architecture of the Grid Checkpointing Seridqgaresented. The interconnections and interactions
between internal modules and external Grid services areriled taking into account the experience gained dur-
ing the research and experiments on proof-of-concept imgfeations. The proposed model of the grid-enabled
checkpointer should allow for seamless integration oedéht checkpointers with the Grid environment.

The intended reader of the paper is a person willing to haveegkpointing service in the operational Grid
environment or someone willing to gain knowledge about tieckpointing on both legacy and Grid-level. The basic
knowledge on topics related to the checkpointing technplsgues and Grid internals is required.

1 Introduction

Contemporary Grid deployments feature a growing numbeiodes and increasing capabilities of each node. This
rapid growth results in an increasing performance of the @imputing infrastructure which is a good thing, however,
along with the growing computing power grows the complexifythe system management and the computation
infrastructure itself. Each crash of the system, even eselmgduled downtime introduces significant costs in terms of
user computation time and this costs should be reduced tiomam.

Because of the sheer size of such an installation the farhtee grows along with the number of elements in
the infrastructure. As a result, the fault-tolerance fesglare getting more and more important and are becoming a
necessity in modern, large scale computing infrastrustuBaue to the reasons mentioned above, it may be hard to
assure an adequate level of reliability of the environmegiutarantee that the computation will end in a desired time
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frame, which is one of the key factors from the user’s pointieW when deciding whether to use a certain solution or
not.

There are a few possible ways to enhance the level of faeltante and robustness in the computing environment.
One of such solutions is the checkpointing mechanism. TlEshanism has been well known for some time, and
there are even some solutions already available. Howéwegxisting implementations can not be directly deployed
in the Grid infrastructure. The variety of approaches toithiglementation of the checkpointing mechanism together
with varying functionality and interface are the main olskta when it comes to use these tools in the Grid. To make
the subject even more difficult, the checkpointing mechariga low-level feature (from the point of view of Grid
architecture), which is tightly bound with the underlyingerating system and does not provide grid-related integfac
whereas the mechanism should be accessible by the highséevees such as brokers. This “gap” or, in other words,
lack of middleware services is a very important reason wlghsaidesired mechanism lacks proper support in the
contemporary grid solutions. This white paper strives tpictehe most meaningful difficulties one has to overcome
to provide the Grid with the checkpointing functionalityhd presented issues follow from the experience gained
during the work on the specification and the proof-of-concpartial implementation of the Grid Checkpointing
Architecture (GCA).

When introducing a new functionality to an existing envimgent, the first step is to prepare an architecture that
will blend with the existing environment’s architecturegpimvide a seamless interaction with the current components
The prepared architecture should be general enough todiaimg implantation and, on the other hand, give a clear
suggestion what components will be needed and what theaask®sponsibilities of each element of the architecture.

Because the tests and proof-of-concept installations wesly based on the Globus Toolkit 4 [17], it is a point
of reference for all the remarks regarding the Grid servioehis paper. The architecture in general, however, is
not bounded with any specific middleware and does not impogeestrictions on what software is used to provide
required functionality, therefore other Grid solutionsisas Unicore can be used as well.

2 Overview of current approaches

This section presents the key implementation methods aflkgiwénting, both on the local and on the Grid levels.

2.1 Low level checkpointers

Up to now there have been a few approaches to the implemamtztcheckpointing mechanisms. Those mechanisms
were implemented to checkpoint different application gjpend are characterized by a completely different set of
supported mechanisms and interfaces. The checkpointiehanésms were implemented as a part of the operating
system kernel (system or kernel level checkpointers); atecatly or dynamically linked libraries (user level check
pointers); or as part of the application itself (applicatievel checkpointer). Each of the mentioned approachesnan
fact even different checkpointers of the same type, harsiteing and restoring of the application state in a differen
way and supports applications that are using various resswand mechanisms.

The kernel level checkpointing is characterized by thetgstdevel of flexibility. As long as the application sticks
to the set of mechanisms supported by the checkpointer libeicheckpointed and, most probably, successfully
restarted. The application state can be stored regardi¢ke original programming language or availability of the
source code, available libraries etc. The biggest drawbatkis solution is a limited set of supported features, sinc
some mechanisms, such as network connections, are verychbheshdle in a general way. The psnC/R [12], chpox
[13], CryoPID [16], OpenVZ [14] are examples of the implertagion of such approach. There is also a separate
software group that cannot be called a dedicated checlgrdint is providing the checkpointing functionality as one
of its inherent features. The technology is based on theegiraf isolatedvirtual Machines (VM) which residing
within an operating system provides the application witillasion of running on the dedicated hardware with possibly
different operating system. Usually this software is ablé&éeze the entire machine state to a file on the persistent
storage. From our point of view it is an equivalent of the egstevel checkpointing with additional overhead on the
image size as the entire OS must be stored along with thecagiplh. The XEN [6], KVM [7], VMware [18] can act
as example applications for this software class.

The application level checkpointing can be perceived asgposite solution to the system approach it is a part
of the application. Since the checkpointing is “hard codiedt the application itself, it is treated as the additional
feature of the application. Due to integration with the &mdlon, this solution is characterized by the best knogéed
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of the state of the application and is able to store the agiidic image in the most efficient way. There is also one
unigue feature that only the application level checkpaopiis able to provide, namely the possibility of restarting
the application in the heterogeneous environment. Sucttifurality is a trade-off for extremely limited scope of
supported applications. Implementation of this mechamisane application cannot be reused in other. Additionally,
a very detailed knowledge of the application and accesstedhrce codes is required in order to be able to implement
this mechanism, and the effort has to be repeated for eadicaim separately. The Gaussian may be an example of
application with the checkpointer implemented as innetuies[15].

The next approach, that is the user or library level cheakpa, can be perceived as a hybrid of kernel and
application level approaches. In most cases the checlpgitttol is provided as a library that has to be statically or
dynamically linked against the application. This approslares both the advantages and disadvantages of the two
previously mentioned solutions. For example, it is pogstblsupport preservation of the network connections state
exactly like in the application approach, and on the othadhase one library to handle many applications similarly
to the system-level solution. However, it is programmintplaage dependent and sometimes requires changes in the
source code of the checkpointed application. In some casesyibe impossible to use the library because of the way
the application was compiled or linked. The library leveéchpointing was implemented e.g. in Condor [9], Libckpt
[10] and psncLibCkpt [11].

2.2 Grid level checkpointers

There are at least two different approaches to the checlipgiin the Grid environment. The first one relies on
the mechanisms implemented into the application to cheokfie state as a reply to a request from the management
service or independently, according to some internal dj@.g. in a fixed time interval. This solution is pretty #&m

to the user and application level approach mentioned in téeéiqus section, except that the library provides a set of
commands that allow for the interaction between the gridises and the application in order to store the checkpoint
images and grants access to the meta data associated withettigoint images. This approach is developed by the
Open Grid Forum body, and is described in detail in: “An Atebture for Grid Checkpoint and Recovery Services”
[1]. The advantages and drawbacks of this architectureso@ttid checkpointing are the same as the ones mentioned
for the library approach for non-grid enabled checkpomieithe previous section.

Contrary to the previously mentioned model, there is alsafroach focused on re-using the existing low-level
checkpointers. It can be done by exposing functionalityheflbw-level checkpointers to higher level services such
as resource managers or brokers that should be able tceutiéz underlying features to help system management
or to reduce the cost of the system or hardware failures tonégmmim. An obvious advantage of such an approach
is re-using the existing software to enhance the functignaf the Grid environment instead of going through the
painful process of writing the most basic software bricksxrscratch. It is, however, not an easy task since so far it
has been impossible to integrate such modules in a straig¥dafd way, especially if a fully integrated environment
that is able to utilize the full potential of the checkpongtitechnology is the goal we are striving for.

It is also possible to prepare a solution that will use somelivel checkpointers to handle applications running
on the computing resource in a way that the grid will be “feaifare” of the checkpointing mechanism. An example
of such a solution may be the implementation presented [Agresthe Grid broker interacts not directly with the
checkpointer to but exploits the functionality of a locatearce manager that allows for the interaction with the
locally installed checkpointer for fault tolerance purpssThe logic behind the checkpoint and restart scenario was
encoded in the description of the application workflow. Hfiere, such solution cannot be treated as a fully integrated
computing environment. In spite of the differences, alldbkitions share a similar set of requirements that must be
fulfilled to make the checkpointer able to handle Grid aggilans. A more detailed insight into the issues related to
the full integration, along with possible solutions, wilt mentioned in the following sections.

3 Research context

The checkpointing service is by its nature a low-level, sk or application-bound feature with various ways of
implementation, and possibly with different functionaliTherefore, the work on the introduction of this mechanism
in the Grid system requires solving many problems, the nmopbitant of which are briefly presented below. The
overview covers the general problems such as the right mlantof the service in the Grid environment as well as
the practical problems that have to be solved to make themsyserve its purpose. The paper focuses on the problems
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caused by the Grid environment nature and does not discaeggdhlems related to the checkpointing itself, such as
the consistency problems, preserving of communicationicéls etc.

The checkpointing service can be perceived in several wigpsending on the role it fulfills in the environment.

It can be treated as a low-level operating system level feahat ensures that once the application is submitted, it
will finish the calculation against any odds that may happeting the execution time. This approach can hardly be
called a grid checkpointing as the checkpointer is neitbér # use any of the Grid services, nor plays any significant
role in the Grid management. It is, however, very simple tplofesuch a configuration, and it is useful, even if such
installation provides limited functionality.

In order to extend the functionality and enable the feataue$ as fault tolerance on the Grid level, the migration
of applications between the computing resources for theagement and load balancing purposes, some additional
work has to be done. This approach requires a lot more effoachieve the desired functionality. The benefits,
however, make it worth working on it.

3.1 Checkpointing in the Grid environment

All entities building up the Grid infrastructure are eithresources, resource properties or services, so the grakche
pointer has to be either of those. In the original conceptgmeed as the Grid Checkpointing Architecture in [2] and
[3], the checkpointing service is, as the name implies, @ Gervice that is registered and accessed exactly like any
other service in the Grid. The overall approach is based ep#nadigm of layered division of responsibility. The set
of reference layers has been defined in the GCA specificalioese layers are depicted in the figure 1. It is notewor-
thy that, according to the current functionality of indival Globus components and Grid Brokers, the actual partial
or complete implementation of GCA could not comply with teéerence model in every single point. Following the
ideas formed in the GCA, in order to perform a checkpoint stae, the client of the checkpointing service should
call it and the high level Grid service will delegate the resjto the appropriate low-level checkpointer, providilig a
the necessary parameters and ensuring all the conditiqnsee by the checkpointer.

The original concept proved to be very hard to implementaitta vast number of changes in the Grid architecture
as the contemporary grid resource brokers do not offertseifaatures required to implement the desired functionali

Because the scope of action of the local checkpointer is istroases only a physical machine on which the
checkpointer is installed and not all the checkpointersade to handle all applications, the information about the
installed checkpointers has to be taken into considerdtiothe resource broker while dispatching the job to the
concrete computing resource. Unfortunately, the conteargdGrid Resource Brokers fail to do the matching of
the multiple resource types for a single application. Quityethe Broker is looking for the appropriate computing
resource, which is the only resource type it is able to logkHtat all the requirements stated in the job description.
It is not able to look for the node that, apart from other reegiiparameters has also a desired service installed. This
proved to be a conceptual problem however, as the scope ofiakrwas focused on reusing the already existing
checkpointers which by nature are bound to the computinggnthte solution was to include a description of the
locally installed checkpointer as another resource sutheasperating system or the CPU. This approach simplified
the general implementation but was not 100% in line with thgioal idea.

3.2 Resourcedescription

Regardless of the general placement of the checkpointinicsein the Grid architecture, at some point it is neces-
sary to prepare a description of the capabilities of a lobalc&pointer that will make it usable by the higher level
services. As mentioned in section 2.1, the low-level cheglers may vary from each other in a significant degree,
therefore each of them has to be precisely described. Fors#agle checkpointer the Grid must be provided with the
information regarding the following subjects: the idegttion information such as name, version etc., a descniptio
of supported mechanisms and requirements put on the maehiees the application will be restarted. The innate
diversity among the checkpointers is the reason why it il bafind an unambiguous method of description of the
mentioned parameters. In this section we will take a clasak At each of the subjects mentioned above.

In order to make the Grid checkpoint-enabled, the desorgif the low-level part has to be unified. The descrip-
tion of the supported mechanisms proved to be especiafigulif This information is crucial for the checkpointing
service since creating an image with a tool that is not abktdee all the information of the application state will
most probably lead to crash during the restart or, worsk istdan be the cause of the results corruption. The more
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Figure 1: Grid Checkpointing Architecture

information on the checkpointer features and the appbaatiternals we have, the more accurate decisions can be
made.

The name of the checkpointer is the most trivial informafi@am the set of data that describes the checkpointer.
The only requirement is that the name should be unique tevddiothe identification of the checkpointer.

A question arises when we have to decide how to describe tharmation on the mechanisms the checkpointer
is able to handle. A simple list of the supported applicaioauld be an obvious approach, which is certainly easy
to use and human-readable. On the other hand, however, dt igeny flexible and extensible because it does not
show whether an application that is not present on the lisbissupported or has not been tested. An alternative
way may take the form of a list of the low-level applicaticglated information that is stored in during the checkpoint
process. Such solution gives more exact and more flexibberivdtion, but the number of users that are able to use the
information in this form is very small because it requireslgpth knowledge on the application and sometimes even
of the underlying hardware. As a trade-off between funatliby and usability, a special requirement can be added
to the job description. This parameter describes in an gagee way what the checkpointer is capable of. Every
checkpointer is assigned to one of the classless with ssifribing names such as “parallel job”, “mpi application”,
etc. The most complex part of the low-level checkpointéatesl metadata is the part that describes the requirements
put on the machine that will be used for restarting the cheitkpd job. The metadata must grasp all the dependencies
between the operating system, the environment configuratie checkpointer and the application.

The requirements can be divided into two groups. The firdtipar set of requirements that have to be taken into
consideration by the Grid broker when looking for the nod# thill run the restarted application. This information
includes the requirements on the installed libraries, fherating system version, the hardware type etc. Such infor-
mation is a simple extension of the normal job descriptiaralose it relates to resources that may be considered by the
broker even without checkpointing. The second group of #q@eddencies consists of the conditions that have to be
considered locally on the destination node. The environiveaaiables or special parameters passed to the checkpointe
are examples of such information. This group encompassgegatt of the actions that in the GCA a checkpoint or
restart script takes care of. Because of the possible yarféhe requirements and the required flexibility, we did not
point out any particular solution. In the deployment instédn we used a checkpointer that required the same operat-
ing system, the node architecture and checkpointer in time seersion as the one that was used on the original node
[4]. This approach proved to be sufficient for our purposesdaniot as general as we would wish for. During the study
on the checkpointing subject we did several proof-of-cphoestallations but even the most advanced ones required
the user to provide a special parameter in the job descnipfialesired solution should, however, not require a special
input indicating the fact that a checkpointer should be usktk fault tolerance should be taken into consideration
by the dispatching broker and it should be done without tlex oensideration. The information on the class of the
application or, in other words, the checkpointer that stidnal used, should be possible to include in the job descniptio
as a hint for the scheduler. Additionally, the resource brakust be able to take into consideration multiple resource
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types rather than a single resource type such as compusaognee, as it is the case with the contemporary brokers.

3.3 Application image handling

There are several conditions that have to be fulfilled forctheckpoint to serve its purpose. One of the most basic is the
accessibility of application images. In a non-grid envir@nt this condition was fulfilled if the data survived thesira

of the computer and the application was resumed after théaimagvas up again. In case of the Grid environment it
is not so simple, as the images have to be accessible evemafidjinal computing resource is still unavailable. To
ensure the survival and usability of the images, one has dbwilih several issues such as finding a right place to
store the files, efficiently transfer data and register ndetia about the images in the information service. In other
words, there is a need for a reliable grid storage serviceakas globally accessible information service able to
store data dynamically during the application executiont iBis not enough. So far there has been no grid storage
service available that would grant the required storageespaa similar way to the computing power. Therefore, the
storage space has to be provided individually for each geptmt to be able to transfer the images by means of the
already accessible Grid tools like the gridftp. We have member that the images can be very large and the process
of sending them to the distant nodes can introduce unaddeptasts in terms of network bandwidth, especially when
the storage is placed on a distant resource.

Creating the image of the application state is not enougkgara that the application could be restarted properly.
In order to make the computing environment more fault taleréne image has to be stored in a globally accessible
storage and the event of image creation has to be stored amdataeof the application. The lack of grid awareness
from the low-level checkpointer side together with theelifint scenarios of image creation (the creation of the image
may be triggered [4] or independent) may lead to a situatibere the checkpoint will be created properly, but the
Grid broker will not be notified and subsequently not able ¢tedmine whether the restart is possible or not. To
make the images usable, there has to be a service that wgidterghe data on each checkpoint when the images are
created. In the test deployments we have used an OGSA-DAgebsolution to ensure that the information can be
accessed in fashion that allows both for reading and writingl ensures data consistency.

The management of the life-cycle of the images is anothdrslpno that has to be solved. The files containing the
state of the application may have a significant size. Theeefroper image handling can spare a lot of storage. If the
images are stored locally on the node where the applicattarunning and finished successfully, the decision whether
remove the image or not can be made locally, but again, ifengowal was not issued from the higher management
service, it may destroy the information needed to migrageapplication. The image management should be done
if not by the Broker itself, then by a service notified by theoBer of the state of the application. Because the
application images are valid only for a certain amount oktinvhich is at most the application lifetime, there should
be a mechanism that will remove the image after its lifetimever. Such a mechanism working independently of the
broker ensures that the storage space will not be wasted@afgproblems with the Broker.

3.4 Executing the checkpoint

There are several issues that have to be addressed to ettexuteeckpoint of the job running in the Grid. The most
important ones will be discussed in this section.

In the most common checkpoint usage scenario, the resouscagement service, according to some internal
policy, issues the checkpoint of the managed application.

The original GCAs idea how the checkpointer should be aeckass based on a logically central checkpointing
service that should act as a dispatcher of any requestddiatihe checkpointing functionality. The first issue that
has to be addressed is to call a non-grid checkpointer fromic $8rvice. The problem with accessing the non-
Grid-enabled checkpointers is well described in: [2] arfjd e proposed solution of preparing a service that, using
a internal interface, connects with the wrapper that expasenified checkpointer interface for other Grid Services
seemed to be a simple and straightforward solution untifitise approach to create real-life implementation. The
proposed solution worked fine with the computing resouraeh &s large SMP machines, but got complicated when
a job was submitted to a cluster of nodes where the only nodesexi to the Grid was the access node, and the
computing nodes were configured with a private set of addsesBecause the computing nodes cannot expose any
services, direct implementation of the GCA architecturesdioot come in question. Such situation is not uncommon
because, due to security and maintenance reasons, therwades are not exposed to have access to the external
network and therefore neither can use the external Gridcgee.g. to register images or access point to the service)
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nor be accessed from Grid services such as brokers. Prguadjeneral solution that will make such node accessible
without compromising the security of the cluster can be dlehging task and has to be done individually for each
deployment and cannot be solved at the architecture leved.implementation we prepared handled this subject by
introducing additional functionality to the wrapper thaasvable to do all the necessary operations remotely on any
node and collect the results. Unfortunately, this appragictbduced the additional overhead on some of the opemtion
(see section 3.3).

The process of creating an image requires not only accesstfre Grid to the local resource but also vice versa.
Some of the external Grid services have to be accessedoeagister the information about the checkpoint. Therefore
the communication channel must be established betweenamyguting node and the rest of the Grid environment.
Those issues were presented in the previous section.

As mentioned in section 2.1, the low-level checkpointeesdraracterized by different functionality and different
sets of parameters, which is an undesired state from the g&iitt of view. Even if there is an unified way of
accessing the local checkpointers realized, e.g. in a wesepited earlier, there are still problems with paramehets t
may require some knowledge that is not available on the higth lBvel (such as the Broker) and we cannot assume
that the lower layers expose the desired information to thercservices. An example of such information may be
the local process identifiers required by some checkpainbeithe GCA we proposed that in order to get information
a submitted job would be executed not directly but in a sord aandbox. In practical terms this means that for
each checkpointer there is a customized binary (sort of pegpthat registers all the relevant information prior to
running the actual application. This binary should be etextprior the actual application and the most obvious way
of doing this is to replace the applications binary with themper and passing the application name to the wrapper
for later execution. The drawback of changing the origimgdleation binary name is the need for changes in the job
description file. This is inconvenient for the user and it ésgible to make such changes transparently, e.g. by the
broker replacing the binary name in the job description whtl desired wrapper binary name. It requires, however,
implementation of this feature in the Broker.

3.5 Restarting the application

Restarting the application in a non-Grid environment israfrom technological issues, a simple task. It boils down,
in most cases, to execute either a special command (likeneesucase of PSNC/R) or re-execute the original binary
with some special parameter (LibCkpt is an example of sutitiea). Providing the images were correctly created,
the application will resume computation from the point ofi¢i when the checkpoint image was created. The Grid
environment implies some additional problems related édistributed and heterogeneous nature of such environ-
ment. The application may be restarted on a distant nodesftite some additional conditions may occur that must
be fulfilled in order to ensure that the restarted applicatidl work properly. The most basic requirement is that the
restart must be performed by the same checkpointing toatkthe one that created the images. Unfortunately, due
to the lack of standards in the area of checkpointing toekty further requirements depend strongly on the check-
pointer that was used to take the checkpoint of the images.nélw computing resource may have to have installed
an application that was checkpointed, the application basetprovided with appropriate input, output files along
with the images containing the intermediate computatiGulte. Running a Gaussian application with its internal
checkpointing mechanism may be an example of an internakgménter that requires to fullfill all the conditions
listed above. There are, however, many more scenariosdfatre fulfilling multiple additional requirements. One
of the most commonly encountered issues is the need to haveeth destination nodes compatible with the original
one on the hardware level because most of the checkpointexseey dependent on the processor architecture. This
is the case for both the system and the user level checkpsifitee set of possible elements that have to be identical
on the old and new computing resource consists of (but isimdteld to) the operating system, both type and version,
environment variables, file system topology, various reseidentifiers such as network addresses, process identi-
fiers, shared resource identifiers etc. All those requirésnieave to be fulfilled by the grid services responsible for
the restart of the application so it is crucial to have an esascription of the specific checkpointing toolkit coupled
together with a description of the application and the insagest to be able to prepare a sufficient environment. There
are some solutions such as KVM, VMware, XEN which, when ugeélll solve the environment compatibility issue
by introducing a special container abstractions that pi®e separate execution environment. Using those solutions
adds a requirement on having the same solution installedendde the application will be restarted on.

Because some of those products offer a possibility of sudipgrihe state of the entire virtual machine they may
be treated as a special type of system-level checkpoirtercdmplete information about requirements set have to be
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included in the checkpointers metadata (see section 3d?)aden into consideration by the resource broker when it
finds a node where the computation should continue.

Because the restart of the application in the Grid enviramtrieein fact a standard submit scenario modified in
a way that the application’s binary name is exchanged by itheryp name of the restarting command and there may
be a need to perform an additional task locally on the det@bimaode. Therefore it is handy to prepare a restarting
script that is a tool customized for each checkpointer thitde all the necessary operations, such as downloading
the images of the application, prior to running the actugliaption. This approach follows the guidelines from the
GCA documents and proved to be a flexible solution.

3.6 Other issues

The introduction of the checkpointing service to the Griduiees interaction between several basic Grid services.
Because the different parts that build up the Grid envirammeay significantly differ from each other in terms of the
implemented features, the task of integrating may varyeddmg on which tools are selected to build up the envi-
ronment. An example of such a problem may be the case of mtiagrthe GRMS [8] broker with the checkpointing
service. As mentioned earlier, the GCA designed the arcthite where the client asks the checkpointing service to
perform a desired operation and the service will delegaedhjuest. This model proved to be incompatible with the
one implemented in the GRMS where the Broker should have indermed about an entry point of a checkpointer
that should be used to checkpoint the job.

The difficult task of introducing the checkpointing in theitGBbecomes even harder because the Grid core services
do not always provide the necessary functionality. Théah@CAs assumption on how the Griidformation Service
works proved to be wrong as the GIS in fact provides the redg-a@ata, while the requirement stated in the GCA
indicated that there is a need for some grid equivalent ferdéitabase with the read-write access. The need for the
read-write access to a globally accessible repositorygsired in order to ensure an on-line reflection of the changes
of the application state. The OGSA-DAI provided the reagiftenctionality. However, there are still issues in the area
of integrating it with the certificates used by the Globuymes.

4 Architecture description

In this section a general outline of the GCA is exposed. Trsgnted architecture takes into account the problems
mentioned in the previous sections and presents eithersiigi®solution or a workaround for the mentioned issues.
First, the operational environment that the GCA is intenideglork in is presented. Next the individual components
which constitute the GCA and their mutual relationships #radrelated design patterns are presented. Actually, the
architecture presented in this section is part of Integr&temework Architecture for the Grid Information, Resaurc
and Workflow Services that is described in the D.IRWM.04 GR¢D deliverable.

4.1 Operational, reference environment

The GCA is not a self-contained technology. It is intendeditok and cooperate with a number of already existing
Grid Services. Figure 2 shows the simplified Grid environtwéthin which the GCA is to be embedded. One of the
componentsthatis shown in the figure is @red Broker that is in charge of finding theomputing Resourcethat meets

the given job’s requirements. The mentioned requiremartsjgecified by the user and are placed in the job. Each
Computing Resource is equipped with a set of resources (i.e. the CPUs, the &lailéraries, storage capabilities,
RAM or some particular tools). The resources and their pitggeare published in thieformation Service. The job
descriptor contains a list of resources and their propzettiat the given job requires in order to be executed.

To find out theComputing Resource with a set of particular resources ttid Broker enquires thénformation
Service. Next, theGrid Broker sends the user job to the chosgamputing Resource, and more accurately to the
Execution Manager that provides access to the giv@omputing Resource. In fact, theExecution Manager is the
interface to any Local Resource Manager (i.e. LSF, SGE, taréprk()) that is installed on the givebomputing
Resource. TheGrid Broker or theExecution Manager can take advantage of abata Management Servicesin order
to prepare the conditions for executing the job or in ordepreserve the results of the job. For instance, the input
files can be staged in before the actual job is started GriekBroker assigns a unique Global Identifier (GID) to each
submitted job. The GID distinguishes the given job and islueeall further interactions with it.
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Figure 2: Grid Checkpointing Architecture

4.2 CoreService

The name Core Service refers to any checkpointing packageam be available on a giv€lomputing Resource. In
fact it is not the strict inner GCA element but rather any exésting low-level checkpointing package. The logical
place of the Core Service within the GCA is depicted in Figlirélhe checkpointing functionality of a given Core
Service can be implemented in various ways offering difiefenctionality (see section 2.1).

4.3 Checkpoint Translation Service

The Checkpoint Translation Service (CTS) is a GCA-derivamhgonent and can be considered as the “driver” to the
given Core Service. The CTS exposes to the Grid environmenifarm interface and is customized in respect of the
underlying Core Service. There is no general CTS but ratiset af CTSes, each assigned and developed especially
for a particular Core Service. The knowledge how to use ttetae Core Service is embedded into the CTS. The
logical relation between the CTS and other GCA componemteeisented in the Figure 2.

The CTS is a component that, among other things, is resgersithandling the checkpoint requests, both internal
and external ones. The external requests are triggerethulsyshe Grid Broker or by some other external component
while the internal requests are triggered by the CTS or Cereite itself in a periodical way. How the external request
is routed to the given CTS and how the internal checkpoinirigiggered is presented in the sections 4.4 and 4.5.
To handle the checkpoint request the CTS depends on itsaitenowledge how to use the underlying Core Service.
When checkpoint is finished, the CTS can store the image irDatgt Replication Service. No matter whether the
image is stored externally or not, the CTS has to assign thgéna logical name or a unique identifier. The format
of the logical name or the identifier is not imposed. It is nherequired that the given CTS should be able to deal
with it (for example with help of external Storage or Data Mgament services). If the given CTS, basing on the
logical image name or identifier, is able to fetch the imagenfthe remote locations, then during recovery activity it
is possible to recover the job on the

Computing Resource different from the one that originally hosted the job. Adtatitally, all the information that is
needed to properly perform and manage the job recovery $iag¢o be logged. Therefore, after the checkpoint is
taken the CTS registers at Grid Checkpoint Service (se@getis) the following information: the unique identifier
of the checkpoint, the sequence number of the checkpo@atGilb of the job being checkpointed, the type of the
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involved CTS, date of the checkpoint action and the logioedge name. In case of incremental images, log can
contain additional information imposed by the semantidsofemental images.

The CTS can be considered as one of the resources that alebivain a giverComputing Resource. When the
CTS is deployed it has to inform the Grid environment abaiekistence, its main properties and of the underlying
Core Service (it means that this information has to be uliygublished in thénformation Service).

Since the CTS is treated as a kind of the resource, the pelliploperties can be used by tGeid Broker to
match the given CTS with the requirements defined in a pdatigob descriptor.

Obviously the user may or may not put the checkpointing regoents into the job descriptor. If the checkpointing
requirements are omitted, the job will simply not be chedkfeal and does not need any CTS on @amputing
Resourceto be executed.

To make the user’s life easier, the exact knowledge of all&Téhd related Core Services is not required. The user
can define that his or her job is to be checkpointed by the gianter that belongs to the particular checkpointer class.
All checkpointers that are members of the given checkpoititsss have to adhere to the functionality (or, in other
words, to the properties) imposed by this checkpointerscl&om the point of view of GCA, the relation between
the Core Service and the checkpointer class is defined ortkeédf CTSes. In other words, to add the given Core
Service to the particular checkpointer class, the actu& @iat provides access to that Core Service has to be added.

The user, dealing with the checkpointer classess, focusahendesired checkpointer functionality instead of
particular implementations of CTSes or Core Services. Fitoepoint of view of theGrid Broker, coping with
the checkpointer classes instead of the CTSes directlys ghe opportunity to select @omputing Resource from a
potentially larger pool. Finally, the job can be submittecity Computing Resource that has deployed any CTS that
has been registered as a member of the given checkpoingsr cla

It seems to be evident that to recover a job, the same type i&f Service that was used to take checkpoint has to
be used. The GCA makes this rule even more restricted. Thegplibe recovered only on ti@@mputing Resource
that is equipped with the CTS of the same type that the onemasithandling the checkpoint request. In some cases,
due to a particular Core Service features, the recovergractin be undertaken only on the saGuenputing Resource
on which the job was executed originally. If it is the casenthhe published properties of the CTS related with the
Core Service have to reveal this semantics.

The next responsibility of CTS is revealed during the recpeetivity. The CTS is in charge of cooperating with
the recovery-job-wrapper (described in section 4.4) in order to fetch the job imagehlbcal node. The way the
functionality is implemented does not matter. It is only mngant that theecovery-job-wrapper together with related
CTS basing on the valid logical image name or on the imagetifilarhave to be able to fetch the image. It is also
possible that all the “image fetching” functionality is ilemented only irrecovery-job-wrapper or only in the CTS,
depending on particular implementation of CTS and on demahthe underlying Core Service.

4.4 Auxiliary wrappers

Next GCA elements that are noticeable in Figure 2 are auyili@appers. They fall inte@xecute-job-wrapper and
recovery-job-wrapper and are described in the subsequent subsections. Theirrolaiis to perform some specific
actions just before executing and recovering the job inotm&eep the GCA in the coherent state. The assumption
is that auxiliary wrappers are closely related and provittegether with the CTSes. In some implementations it
is possible that the wrappers functionality can be achievigd the help of standard mechanisms provided by the
involved Execute Manager or by its underlying Local Resewanager.

4.4.1 execute-job-wrapper

When theGrid Broker is about to submit the checkpointable job, basing on theofistvailable CTSes (the list can
be obtained from thénformation Service) and on the user supplied job’s descriptor, it can match abewith the
Computing Resource that is equipped with the CTS that is able to checkpoint thergjob. The selecteGomputing
Resourceis accessible through thexecution Manager which receives the jobs submissions. However, if a job issto b
checkpointed, then instead of submitting the job, a speg&ute-job-wrapper has to be submitted. Which execute-
job-manager will be used depends on the involved CTS and eabtained from thénformation Service (the CTS
had to publish it during the deployment activity). Teecute-job-wrapper is passed the following arguments: the
original job together with its original arguments, the GI§signed by th&rid Broker to the job, and any additional
arguments according to the information published inltliermation Service.

CoreGRID WHP-0003 10



The main task of thexecute-job-wrapper is to provide the GCA with the information about the relattmtween
the GID of the user job and the EPR of the related CTS. It is irtgo because another GCA component, basing only
on the job GID will later be in charge of forwarding the doCkgaint() request to the appropriate CTS. Additionally,
the CTS has to know the mapping between the job GID and thdifiderused locally by the given Core Service
to trigger checkpoint of a particular job. In some cases #ufficient to provide the CTS merely with information
that will allow it to find out the actual identifier used by thei@ Service later (when the doCheckpoint() request is
handled). The CTS has to know this local identifier in ordeproperly instruct the Core Service which process has
to be checkpointed.

To accomplish these tasks the first action ¢kecute-job-wrapper performs is registering at the related CTS the
relation between the GID and the identifier used locally ley@ore Service. The GID is passed to the wrapper as one
of its arguments but the knowledge how to obtain the locattifier used by the Core Service is embedded into the
wrapper. However, in most cases the local identifier is thales process identifier (PID) of the process that conststut
the job and the wrapper PID and the job’s process PID are the.s&he CTS remembers the registered relation and
next informs the Grid Checkpointing Service (see secti@) that from now on the given CTS is responsible for
handling all the external doCheckpoint() requests addcessthe job of the given GID.

Next theexecute-job-wrapper has to convert itself into the actual job. To do so, the wrapes the exec() syscall
and the parameters that were passed to the wrapper bgrideBroker. Thanks to that the PID of the job and the
wrapper are the same, so the relation between PID and Glhésabeen registered by the wrapper at CTS remains
valid. From now on the job is executed in an ordinary way wtes related CTS receives the doCheckpoint().

4.4.2 recovery-job-wrapper

When a job is to be recovered, first tlid Broker has to find theComputing Resource to which the job will be

submitted. The rule is that the job can be recovered only el€dmputing Resource with the deployed CTS of the
same type that the one that was used to checkpoint the jobr #fé targeComputing Resource is already known,

the recovering process is almost as simple as resubmittegiven job to théxecution Manager. But instead of the
original job therecovery-job-wrapper is submitted. The propeecovery-job-manager is recognized in a similar way
to theexecute-job-wrapper reorganization. The list of arguments of tteeovery-job-wrapper includes the GID, the
job itself, the original job’s arguments and the identifiéthee image that is to be used in the recovery process.

The first task of theecovery-job-wrapper is to fetch the job image. To accomplish this task the wrappeey (but
does not have to) cooperate with the related CTS. It is thegriat knowledge of the wrapper and related CTS how to
obtain the image. The assumption is that the image is urnyddehtified by the ID of the checkpointimage.

Next, therecovery-job-wrapper has to register at CTS the new relation between the GID aniiémifier used
locally by the Core Service. Itis similar to the task that éecute-job-wrapper had to do. Finally, theecovery-job-
wrapper, basing on its internal knowledge and with help of the givemeCService recovers the original job. From
now on, until the CTS receives the doCheckpoint() requiastjdb is executed in an ordinary way.

But here we can find a pitfall. Thescovery-job-wrapper cannot simply use the exec() syscall to exchange itself
with the recovered job. It means that the semantics of some Services can disturb the assumption that the PID of
the recovery-job-wrapper and the recovered job are the same. There are two possibléosalin such a case. First,
the wrapper can register the relation between itself an@&thg and the CTS basing on its internal knowledge will be
able to find out the correct identifier later (when the extedo&heckpoint() request is handled). Second, the wrapper
also registers the relation between its own PID and the jdblit additionally the wrapper will have to remain in the
memory for the whole period during which the recovered jofxiscuted.

Thanks to that the wrapper will be able to receive and forvedrdoCheckpoint() requests to the actual job. In
most cases it means that the wrapper will have to forward HIXdsignals to the recovered job.

45 Grid Checkpoint Service

The headquarters of the GCA is the Grid Checkpoint Servi€gS)GIn the previous subsections it was expressed in a
very general way that CTS has to inform the GCA about its erist and the main properties of the underlying Core
Service. More precisely, the CTS registers all the infofamjust at the GCS which further exposes a part of the
information to thelnformation Service. The GCS is also the place where all the bookkeeping data flogcerning

the performed checkpoints) are registered and from whexedre further published. Additionally, when the check-
pointable job is being started by tlegecute-job-wrapper or by therecovery-job-wrapper, the related CTS registers
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Figure 3: Grid Checkpointing Architecture with VMM

the mapping between the EPR of the CTS and the GID of the jdalajule GCS. Thanks to that the GCS is a com-
ponent that is able to forward the doCheckpoint() requesitécappropriate CTS. So, tit&id Broker, to trigger the
checkpoint of the job of the given GID, sends an approprieqeest to the GCS which further knows how to route the
request to the proper CTS.

Since the GCS is the central component through which all ftatagoes, the external components can subscribe
at it for event- or data-driven notifications. For examples Grid Broker can be interested in being informed each
time that the checkpoint of the given job is taken. It can bemigful when the checkpoints are triggered by the
Core Service itself instead of being triggered by the exkdoCheckpoint() request. In such a case,the GCS is able
to notify the subscriber about the checkpoints becausedbgumte CTS is in charge of logging each checkpointin the
GCS. As itis shown in Figure 2 and as it results from the ab@sedption, the GCS interacts with tkarid Broker
and CTSes. Additionally the GCS shares the part of its kndgéewith thelnformation Service. As theGrid Broker
has to interact directly with the GCS, the location of the G1@S to be known to thérid Broker. Therefore, the GCS
advertises its EPR through the commonly availdbfermation Service.

4.6 Involvement of the Virtual Machines

The first approach of using thértual Machines (VM) int the GCA was to treat is as any other checkpointer but
later study revealed that the differences imposed by thisham@sms require to introduce some dedicated changes in
the architecture.The main responsibility of Virtual MawhiManger (VMM) is providing and managing thertual
Machines. Each Virtual Machine can be treated as a virtual bubbledhat, apart from other provided fuctionality,
be suspended and later, basing on the saved image, resuima. i3 an assumption that all the functionality that is
required to suspend and later resume the VM is embeddedhiatyM or VMM. Thanks to that, when the Virtual
Machine state is dumped to the persistent memory, the usethat were running on the VM are also “frozen”. Con-
sequently, resuming the VM also causes resuming the usgr fgbit was mentioned in the introduction subsection,
the GCA is very flexible. The assumption is that the CTS as aslheexecute-job-wrapper and therecovery-job-
wrapper can utilize any auxiliary tools or even Grid Services in arbeprovide the desired functionality. Therefore,
since the VMM technology reveals new checkpointing pofiséss and simultaneously the GCA is so flexible, we
decided to present the way the VMM can cooperate with the GCA.

The concept of utilizing the VMM-based environment togetliigh the GCA is depicted in Figure 3. The figure
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can be considered as a particular scenario of a more gengraeR2. The Core Service has been replaced with
the VMM that is in charge of managing thértual Machines (VM). The execute-job-manager and treeovery-job-
manager are nameamm:-ready-job-executor andvmm-ready-job-resumer respectively and a separate component that
is namedvirtual Node Gate appears. From the point of view of GCA thetual Node Gate can be considered as an
auxiliary tool associated with thexecute-job-wrapper.

The vmm-ready-job-executor is responsible for submitting the user job to a particulatidl Machine. The way
the vmm-ready-job-executor will find out or provide the Virtual Machine that will host theser job is not defined.
There can be a pool of already runnivigtual Machines or an individual Virtual Machine can be started up for each
job separately. Themm-ready-job-executor is able to execute the job on the Virtual Machine thanks touiintial
Node Gate. TheVirtual Machines (more precisely the Operating Systems deployed on t¥ies&l Machines) has to
be appropriately configured to ensure thatWréual Node Gateis automatically started up together with the Operating
System. Tha/irtual Node Gate can be a piece of software dedicated for a given configuratiagncan even be any
preexisting software that will allow themm-ready-job-executor to execute the job on the Virtual Machine. We took
an implicit assumption that théirtual Node Gate can communicate with themm-ready-job-executor via network
connections and, if it is not the case, we assume that VMM igesvsome way to communicate with the hosted
Operating Systems.

When CTS receives the request to do checkpoint of the jobwvaihgGID, it has to forward the request to the
appropriate VMM. Then the VMM will save the image of the VatuMachine that is hosting the user job. In order to
determine which VM has to be frozen, the CTS uses the infaom#hat was earlier provided by tivexm-ready-job-
executor. As it was stated in a general description of GCA, the CTS eafopm any additional actions with the image
of the Virtual Machine. For example, if the CTS provides folog migration, the image can be archived or replicated
with the help of any external Data Management services.

As it was described in the previous subsection, in ordergtarea user’s job in the GCA-based environment the
Grid Broker has to submit a request to execute itbemvery-job-wrapper to the appropriat&xecution Manager.

In case of VMM involvement, theecovery-job-wrapper is called the vm-ready-job-resumer and it is in charge of
resuming the appropriate Virtual Machine. To accomplist thsk thesvmm-ready-job-resumer has to be familiar with
the interface of involved VMM and additionally has to be atddetch the appropriate image (in case the recovering
is performed on a differer@omputing Resource than the original job was executed).

5 Conclusions

The checkpointing is an important and desired functiopalibwing for seamless functioning of the large instatias
reducing to a minimum the risk of losing the computation tichee to the failures of different origin. The task
of introducing the checkpointing functionality is not arsgane and requires a lot of knowledge, on both the Grid
infrastructure itself and the checkpointing specific peslr$. According to experience gained during the work on GCA
I in this paper we presented issues along with possibleisalipointing out the advantages and disadvantages of each
approach and we hope that this information will help anyoitkng to deploy a checkpoint/restart functionality in his
Grid environment, which is not an easy task, but the resukesshe effort worth it.

One of the biggest problems one has to solve during deployaigmesented architecture is limited support from
contemporary Grid services. Without basic services sudhlsfunctional storage service or information service it
is hard to implement the functionality imposed by the GCA asglires a lot of work during implementation stage,
to provide the lacking functionality or to prepare a non-grahworkarounds. Therefore the advent of more functional
basic services would make the deployment work a lot morégstifarward.

The presented checkpointing architecture imposes moressrd user driven checkpointing. This means that the
user, or the interface that the user is using, have to spéwifythe job should be run in a more fault-tolerant way.
However, that is not a desired solution as the checkpoirgirayld be a feature of the computing environment and
all the steps required to achieve the desired quality ofisershould be done in the background by the Grid services.
This disadvantage of the proposed solution is the resulh@fshortcomings in support for multi-criteria resource
management in the contemporary resource brokers and weitgdi support for the checkpointing. Extending the
functionality of the brokers by introducing more flexibléojdescriptors that could be modified dynamically during
the job execution, or implementing support for checkpoipspecific scenarios in the brokering software itself is a
prerequisite for further development of the checkpointis@ Grid service.

The growing popularity of th&irtual Machines technology and its unique capabilities both in the resouraa-
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agement and fault tolerance areas are making this it a alieat checkpointer that is solving one of the biggest
problems with the checkpointing: the lack of well maintainoducts. Solutions like KVM or XEN are either in the
mainstream kernel range or are available as a external earaf the Linux kernel tree. This guarantees sufficient
widespread in the Grid environment to allow for implemeiotaiof services like run-time migration of the applica-
tions. The qualities of the VM deployed in the Grid enviromnmake the Grid Checkpointing Service even more
functional than before and are outlining the use of thistedbgy as a direction for future research.
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