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Abstract

The advantages of utilizing the checkpointing functionality are obvious;ekewso far the Grid community
has not developed a widely accepted standard that would allow the Griebrment to consciously utilize low-
level checkpointing packages. Therefore, such a standard nane@kBckpointing Architecture is being designed
within the CoreGRID project. To define, validate, and prove the develapedepts, we utilize small proof-of-
concept implementations of checkpointing-aware Grid environmentplehrentation, testing and examining these
systems allow us to check the feasibility of the devised concepts and pravidith adequate experience. The paper
describes the architecture and scenario of one of such proofrmlepd implementations. The presented integration
of a low-level checkpointing package with the Grid environment allows thd Besource Broker to recover user’s
jobs in case of failure.

1 Introduction

One of the most common benefits of the checkpointing teclgya®the high level of fault tolerance offered by the
applications that can be checkpointed. In case of any &the checkpointed application can be recovered to the point
where the last checkpoint was taken. To date, there haved&sam low-level checkpointing packages [1] [2]. Each
checkpointing package offers a different functionalitydanterface. Because of technical issues the checkpointing
packages impose some limitations on applications thatcabe tcheckpointed. In case of distributed applications a
significant problem is also how to make coherent checkpdirat few cooperating processes and not lose the just
in-transit messages simultaneously. That leads to a ceindthat for now not every application can be checkpointed,
if a checkpointing package is able to deal with the given iapfibn the another package may not, and even if there
is more than one checkpointing package able to deal with itr@application, most probably the interfaces to the
checkpointing functionality differ. Consequently, dueth®se features the integration of low-level checkpointing
packages with the Grids is a difficult and not yet accomptlistask.
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Nevertheless, because of providing the potential, higkllef fault-tolerance and jobs migration facilities the
checkpointing technology is a very attractive tool from geént of view of the Grid environment. Therefore, just to
make the checkpointing packages available to the Grid enmient we work on the Grid Checkpointing Architecture
[3] [4] which aims to define the novel, Grid-embedded compts@and associated design patterns that will allow the
Grids to utilize a variety of the existing and future low-&eheckpointing mechanisms in a conscious way.

To better understand the domain that GCA is dealing with antheck the feasibility of the developed concepts,
we are preparing the series of proof-of-concept envirortstrat implement different parts of GCA. In the paper we
are going to present one of such proof-of-concept enviranimeThe presented environment was prepared to prove
the possibility of integration of the low-level checkpoimg package with the Local Resource Manager and with the
Grid Resource Broker. The involved individual componemtd the proposed architecture are described adequately
in Section 2 and 3. Relying upon the architecture describesction 3, the two scenarios of experiments have been
realized. The user- and workflow-driven scenarios are dasdiin Section 4. As the paper presents only one and most
basic proof-of-concept environment, the further ones aieflip mentioned in Section 5. The final conclusions that
arise from the performed tests are presented in Section 6.

The described integration was presented at CoreGRID Iridl€onference 2006 in Sophia-Antipolis in France
[16]. The presentation was performed in a form of a live Denasé€ Thanks to the GUI provided by the Migrating
Desktop [5] [6], the audience had the opportunity to see imaplgic format how the job had been artificially failed
and later successfully recovered in the Grid environmerite @emo was also presented at our stand at CoreGRID
Industrial Showcase, June 4-5, in Barcelona. This eventoadscated with the 23rd Open Grid Forum.

2 Components

The main functional components involved in the integratéma: low-level checkpointer, Execute Manager, Local
Resource Manager and Grid Resource Broker. This sectionde® a short overview of the implementations of the
actual components used during the integration. Mutuaticgla between these components and their role within the
considered proof-of-concept environment are describédagmext section.

Low-level checkpointer - AltixC/R

The low-level checkpointer utilized during the integratis AltixC/R [7] [8]. It is kernel-level checkpointing
package designed by PSNC for Altix systems equipped withlpcessors and running under the SGI ProPack
environment (i.e. Linux-based environment prepared by)SGie most recent version works with the Linux kernel
2.6. The required kernel-level code is provided in a form adfyaamically loaded kernel module so it is easy to use
and install. Contrary to some non kernel-level checkpo@mtehere is no assumption on the availability of source
codes or the programming tools that were used to write thgraros that are to be checkpointed. The package is able
to checkpoint multi-process programs that communicateuiin the System V IPC objects. A unique feature of the
package is virtualization of some global system keys anatifiers. Thanks to that, when the program is recovered, it
is cheated that the identifiers have not changed (even thdwelto technological reasons, they are very likely to have
changed).

Execution Manager WS GRAM
The Execution Manager is meant to provide the Grid Resouro&ed® with a uniform interface to a variety of

underlying computing nodes. Thanks to that the interfacdifferent types of clusters (which are accessed through
the Local Resources Managers) and even to single computiehinmes is similar and well abstracted in a form of the
Execution Manager-imposed protocol. In the consideregpirtion we have used the WS GRAM [9] as the Execu-
tion Manager. The WS-GRAM stands for Web Services Grid ResoAtlocation and Management and is part of the
Globus Toolkit. According to the Globus Toolkit website [tBe WS GRAM component of the toolkit comprises a
set of WSRF-compliant Web Services [11] to locate, submityitao, and cancel jobs on Grid computing resources.

Local Resource Manager Torque

The component that provides access to local computing ressis named Local Resource Manager (LRM). The
actual LRM used in the presented integration is Torque [18Etvis an open source implementation of the manager
that provides control over jobs distributed among compmutindes of the cluster. In the simplest scenario the cluster
together with management infrastructure can be scaleddaaode.
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Grid Resource Broker GRMS

The Grid Resource Broker is a component that is able to coatéiresources allocation and especially job sub-
missions in a Grid environment. This is also the componaattttie end users interact with in order to submit, monitor
and control their jobs. The user interface to the Grid Rese@roker can vary from the specialized GUI or CLI tools
to WWW or WAP-based pages. The Grid Resource Broker used inrdsepted integration is the Grid Resource
Management Service (GRMS) [13] which is part of the GRIDGHEdQioolkit [14] [15] being a set of integrated,
ready-to-use Grid services. The GRMS supports buildingdapdoying resource management systems for large-scale
distributed computing infrastructures. Comparing to otimilar products, a unique feature of GRMS is the ability
to deal with jobs defined as a set of tasks with precedencgarthips where the execution of a child task can be
triggered by any status of a parent task. It is noteworthydbang the integration activity we have experienced a&ctiv
support from the GRMS development team.

User Interface Migrating Desktop

As the described integration was presented in a form of a D€axe at the CoreGRID Industrial Conference,
specific requirements had appeared. The interface shooNitiera neat graphical interface that would allow presentin
the benefits of the checkpointing technology. Apart fromabmmon features for controlling and monitoring the job,
the interface should provide the possibility of presentihg intermediate computing results. It turned out that the
product that offers such unique functionality is the MigngtDesktop [5] [6] (MD). Even though the most noticeable
part of MD is an intuitive GUI, this product in fact means muolore. It is actually a whole framework that hides
the details and complexity of the underlying Grid serviced @hich is meant to deploy interactively controlled, Grid
technology-based complex systems. Internally the GUI efMID is just a front end to the Roaming Access Server
(RAS) which further interacts with different Grid servicescluding the Grid Resource Broker. Thanks to the Java
Web Start technology, the GUI part of MD can be accessed froynJava-equipped terminal. Consequently, the
user has the impression that the GUI together with all ggtteind jobs is migrating between terminals. As MD is
natively not ready to cooperate with the GRMS (the Grid ResaBroker we choose), the cooperation with the MD
development team was required. However, both the RAS and &R well designed and based on Web Services so
the integration was quite smooth.

3 Architecture details

The outline of the architecture of the described proof-afieept environment is depicted in Figure 1. The presented
components correspond to the ones introduced in Sectiait #) bome cases they are presented together with internal
subcomponents not mentioned in Section 2. The figure hasdigeed into four parts that represent the division of
the architecture from the deployment point of view. The gt of the section describes the architecture basing on
the bottom-up approach. First, the lowest level componampresented and then the higher level ones.

User Tier iGRID Tier Cluster Tier Computing Node
,,,,,,,,,,,,,,, e e
MD ISO | w S Job @/ﬂﬂ] 71— ckpt ——»| AltixC/R
GUI ‘Q SOAP soap. | s serpl] L]
T RAS [*—|GRMS|*—1—

mcOxO

saGl
MD -« | ProPack
GUI ‘ (Linux)

*
@ - dynamically generated PBS batch script file to execute the user job
ﬂﬂ] - dynamically generated PBS batch script file to recover the user job
Figure 1. Architecture
Apart from the operating system, the lowest level compoirefigure 1 is the AltixC/R checkpointing package.

The checkpointing package provides dynamically loadedédenodules and command line tools that allow for taking
checkpoints and recovering users’ jobs. The AltixC/R pagekiaas to be deployed on each Computing Node on which
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the checkpointing functionality should be available. ThH&i€£/R assumes that the checkpointing functionality is
exposed only to locally logged users, so it does not expog@néerface to the Grid or Cluster environment.

Figure 1 shows that the jobs are submitted to the ComputirdgNtarough the TORQUE LRM. The TORQUE pos-
sesses support for low-level checkpointers but by defhelsupport is disabled. To enable the support the TORQUE
has to be recompiled and the following line has to be addeldeasitc/include/phsonfig.h file.:

#def i ne MOM_CHECKPO NT 1

The TORQUE allows for employing the low-level checkpoigtipackages by means of special checkpointing
script and additional arguments passed to the fsommand. It is important to understand that this script is no
shipped together with the TORQUE. The script has to be wrikig the system administrator or another actor who
has adequate knowledge about the integrated checkpdimeFORQUE and the way TORQUE executes the script.
The gsub command of syntax qsub -cdime> <PBS batch script submits the job defined within thePBS batch
script> file to the cluster. The arguments -cctime> determine that every.time> minutes the checkpointing script
will be executed. The assumption is that the checkpointangpsis available on the Computing Node to which the
job will be submitted. The path to the script is defined witttie configuration files of the Computing Nodes of
the TORQUE environment. For example, in our testing envirent the file /var/spool/torque/mapriv/config that
resides on the Computing Node contains the following line.:

$checkpoi nt _script /hone/fujisan/bin/ mom checkpoi nt. sh

The most important arguments "automatically” passed t@tiezkpointing script are: PID of the PBS batch script
that represents the job that is to be checkpointed, JOB Igraed by the TORQUE to the job and unix like USER ID
of the owner of that job. These arguments are available ichieekpointing script through the $1, $2 and $3 variables.
These variables and knowledge about locally availablelewg! checkpointing package should be enough to write the
checkpointing script that successfully takes checkpaifthe user’s job.

To resume a job in this environment the user has to prepardiaated PBS batch script and resubmit the job. The
PBS batch script is finally executed on the Computing Node a3sumption is that this time, instead of executing the
user job from the beginning, the PBS batch script uses aljoagdilable checkpointing package to recover the job.
Obviously, the image of the recovered job has to be availablkis point but it is a matter of agreement between the
authors of the checkpointing script and PBS batch script.

At this point the environment is able to checkpoint and recquebs that are submitted by users directly to the
TORQUE. However, as it is shown in Figure 1, the cluster madagy TORQUE is further exposed to the Grid
environment. The element that links the cluster with thel@& WS GRAM which is able to transform SOAP messages
to the dynamically generated PBS batch scripts and submiin to TORQUE. The part of the WS GRAM that is
responsible for preparing and submitting the PBS batclpsisrthe PBS Job Manager. The problem is that by default
the PBS Job Manager is not able to submit the job with the maddit "-c c=<time>" parameter and cannot prepare
the PBS batch script that recovers the job using the locatijlable checkpointing package. Therefore, to achieve
this functionality the PBS Job Manager had to be adjustece ABS Job Manager is written in the Perl language
and the source file resides in the pbs.pm file that is part oGilebus Toolkit. The WS GRAM accepts the request
of job executing in a form of a job description defined as a gpeanl file. Even though the format of this file does
not contain any checkpointing related elements explicitiallows for customizing the job description through the
<extensions xml element. So, we defined the following xml elements as<tle&tension- children: <ckptid>,
<checkpointable, <period>, <recovery> and <grmsid>. A detailed description of these elements is omitted.
However, as the adjusted PBS Job Manager is passed the whotkegcriptor it extracts from it the newly defined
checkpointing related elements and basing on them preffegzeglequate PBS batch script.

The next crucial element in Figure 1 is GRMS. The GRMS is a kihd Grid Resource Broker which, basing
on the request received from the user, finds the adequate @mmgpgresource and submits to it the user’s job. The
GRMS submits the job to the Computing Resource with the usiesofVS GRAM service. In order to submit the job
the GRMS prepares the aforementioned job descriptor arakseto the selected WS GRAM. In the described proof-
of-concept environment the GRMS has been extended withkiligyaof preparing job descriptors that contain the
previously defined checkpointing-related elements. AGGRMS itself accepts its own xml job descriptors provided
by the users, this descriptor has also been extended withdiliional checkpointing-related elements.

1gsub command submits the user job to the cluster to be execuliéch yob will be executed is defined within the user provid&SFoatch
script.
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As the GRMS provides the command line interface, the enwiremt described up to now is already sufficient
to allow end users to submit jobs to the Grid and to indicas their jobs have to be executed on the Computing
Resource equipped with the checkpointing functionalitpwidver, as the command line interface is not suitable for
live demo purposes, the last element in a form of a userdtegraphical interface has been introduced.

The mentioned GUI has been borrowed from the Migration Dmskiroject. As it is shown in Figure 1, the
environment provided by this project consists of two maimponents: the GUI itself and the RAS server. Thanks
to the Java Web Start Technology, the end user can fetch tHdrGtd the RAS server on whatever machine. The
already started GUI provides robustness and a very ineutisty to control user jobs in a complex Grid environment.
According to the user’s commands, the MD GUI sends a reqoettet RAS server. The communication is based
on the standardized SOAP protocol. The RAS server is the oaemt that on behalf of the end user deals with all
the complexity of the underlying Grid environment. In ouseathe RAS server is in charge of forwarding the user
requests to the GRMS. In fact, out-of-box RAS does not capexith the GRMS. However, both RAS and GRMS
depend on SOAP messages, so the two components have begatedehanks to the MD and GRMS development
teams. Additionally, the GUI part of MD had to be extendedhwiheckpointing-related widgets just to allow the
end user to indicate that a given job has to be executed on engp@ing Node that supports the checkpointing
functionality.

At this point it is already the whole proof-of-concept elmriment. The two simple usage scenarios of the presented
architecture are described in the next section.

== Job Submission Wizard

[ Argumorts (DG TeanTe R e (e

POV-Ray
Image Properties:
Width: 1024 v
Height: 1024 - O

Quality: 9 w
Anty-aliasing: |OFF -

Bounding: ON v
Light buffer: [ON x
Execution properties:

[_] Auto recovery
[#] Checkpointable

Time period: 1= [min]

[_] Notification

Subrmnit || Save || Close |

Figure 2: Migrating Desktop GUI

4 Demo scenario

Basing on the proof-of-concept environment described éngrevious section we have performed a set of tests and
experiments. Two of them have been prepared in an attrafdive dedicated to be presented as a live demo at
CoreGRID Industrial Conference [16] and are describedimghction.

CoreGRID TR-0158 5



The outline of these two scenarios is similar. The user stdhaPOV-Ray based-job to the Grid using MD GUI.
After the Grid Resource Broker assigns and submits the jabeédomputing Resource, the failure of the computing
infrastructure is simulated. Next, depending on the sdéepamuser- or workflow-driven recovery action is performed.
The scenarios utilize the POV-Ray application as the examper’s job due to the following reasons: it can be
checkpointed and recovered by means of an AltixC/R checkimgj packag& and in conjunction with MD GUI
features it is possible to represent intermediate comguBults (even the crash and recovery point can be noticed).

4.1 User driven recovery scenario

By the term "user-driven recovery scenario” we mean that wiiee failure occurs, the recovery action has to be
triggered by the user and not by the system itself. The s@ebagins with the user dealing with the MD GUI. Using
a dialog window (see figure 2), the user chooses the inputpeteas and files for the POV-Ray application and where
the result files are to be stored. Additionally, the dialognaaw lets specify that the job is to be checkpoidtadd

the period of time in which the next checkpoints should bemakWhen all parameters are already set, in order to
submit the job to the Grid the user has to simply click the "&itb button. From now on the job is submitted to
the GRMS which is in charge of finding the Computing Resourbé&kvfulfills all the job’s requirements (including
the one related to the checkpointing functionality). The lgiDvides an easy-to-use Jobs Monitor on which the user
can monitor the state of all submitted jobs. When GRMS ultatya¢xecutes the job on any Computing Resource,
the state of the Jobs Monitor indicates the state of the joBRGEIVE. If a job is already in the ACTIVE state, the
Jobs Monitor allows displaying the window with partial réswgenerated by the job. As in this case the job is the
just POV-Ray application, the partial result is simply thegiment of a graphical file. While the job is being executed,
partial results presented to the user are refreshed onftitiee &ame time. Basing on extended formats of underlying
job descriptors, the checkpointing-related parametezsolariously forwarded up to the WS GRAM. Therefore the
WS GRAM executes the job with the periodical checkpointinghamism activated with the use of a customized PBS
Job Manager.

The next step is failure simulation. It can be done in a fewsyépwever, we just find out the Computing Node
where the job is executed and then Kkill the process that itotest the job. The user can notice the failure just by
observing the window with partial results (the image wilistefreshing) or by observing the state of job displayed by
the Jobs Manager. It is also possible that the user is notifiedit the failure via email. No matter how the user gets
informed about the failure, he or she would surely like toorer the job from the point where the last checkpoint was
taken. To do so, the failed job has to select on the list of joltise Jobs Monitor and then the "Resubmit” button has to
be clicked. After that action a simple wizard allowing toastjthe checkpointing-related parameters appears. #inall
the "Submit” button submits the job to the GRMS which furtkabmits the job to the same Computing Resource on
which it was originally executed. As the checkpointingated parameters are forwarded from MD GUI up to the WS
GRAM, the PBS Job Manager recovers it instead of executiagaih from the beginning.

4.2 Workflow driven recovery scenario

The workflow driven scenario is even more attractive bec#usgb failures are automatically detected and recovered
by the GRMS. This functionality has been achieved thankse¢d2RMS feature that lets manage complex workflows.
The workflow consists of a number of tasks and an individus tzan be triggered by status changes of other tasks.
Therefore, when the task under which the POV-Ray is runniiragnges the state to the FAILED, the workflow manager
automatically triggers the task that recovers the faildd jo

To submit the job to the Grid in this scenario, the end uses tise same dialog window as in the first scenario
but additionally the check box labeled "Auto recovery” hase selected. After the job is submitted to the Grid, the
window with partial results can be displayed. However, thiife simulation does not stop refreshing the window. It
means that when the job fails, the GRMS itself will prepareé smbmit an appropriate job descriptor to the related WS
GRAM.

2Each checkpointing package is able to checkpoint only ahniset of applications.
3The dialog window has a special check box labeled "Checkabla”. It allows to indicate that a job is to be checkpointed
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5 Further work

From the technical point of view, the demo described in theepas the simplest proof-of-concept implementation
related to the work on GCA. There are more advanced implesiens extended with the cluster-level and Grid-level
jobs migration features. However, these implementatiank tonvenient GUI interface, so they do not suit the live-
demo requirements very well. The most advanced proof-otept implementation is the Grid Checkpointing Service
(GCS) [17] which provides a flexible framework allowing fotégration of any low-level checkpointer with the Grid
environment. However, to become a production-quality iserthe GCS should be extended with features related to:
garbage collection of outdated images, access controktorthges and images encryption and versioning.

6 Conclusions

The proof-of-concept environment described in the papsride®en developed as part of work on the GCA [3] [4].
Nevertheless, the presented environment does not cdedtiite implementation of GCA as such. The environment
has been utilized to check the feasibility of ideas the GCBaised on. So far the results of the tests and experiments
that were performed have been promising and proved sanitiieofnost recent GCA assumptions. In particular,
the possibility of conscious interacting of the Grid Res@uBroker with Computing Resource equipped with low-
level checkpointing package has been confirmed. It has aso proved that knowledge of the given low-level
checkpointing package allows to provide scripts or progrdhat generalize the low-level checkpointing interface
to a more abstract form exposed to higher layers of the syst8multaneously, the described proof-of-concept
environment was able to improve the fault-tolerance lev¥ehe Grid computing environment. Even though failures
were simulated, the workflow- and user-driven recovery pdaces were able to recover the computing process to the
point of the most recent checkpoint. Thanks to that, no &garit computing cycles wasting took place and potential
time or CPU cycles limitations imposed on the computing pssccan be fulfilled.

The described integration was presented to the industrynuamity at CoreGRID Industrial Conference 2006 in
Sophia-Antipolis in France [16]. The scientific communitasvalso presented the demo at CoreGRID Industrial
Showcase, June 4-5, in Barcelona. This event was co-loeatledhe 23rd Open Grid Forum.
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