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Abstract

Software protection and licensing are important topicsbfmth the independent software vendors and software
users. In Grid environments, the use of license protectplicapions is almost impossible and becomes a challenging
task. The reasons are twofold: (i) there are no businessImotithe independent software vendors for the Grid and
(i) there is no licensing technology suitable for Grid eoviments. In this paper, the state of the art of license
management in software industry as well as the currentipeaftr managing the licenses in Grid computing is
presented. The challenges and requirements of managirgpttveare license in Grid environments are identified.
Two general models developed in the European projects BEiD@nd SmartLM for managing the software licenses
in Grid computing based on service level agreement (SLApegsented.

This research work is carried out under the FP6 Network ofliecce CoreGRID funded by the European Commission (Conit&l-2002-
004265).



1 Introduction

Grid computing is considered a cornerstone of next gemaratistributed computing, which is defined as “coordi-
nated resource sharing and problem solving in dynamic,i+imstitutional collaborations”. Current Grid computing
infrastructure is built in accordance with the service wotéel architecture (SOA [17]) paradigm. A service-oriented
architecture is one in which all entities are services. Tdr@ises [33] may include both traditional resources (e.qg.,
compute services offered, network bandwidth, or space @orage system) and virtualized services (e.g., database,
data transfer, simulation, licenses), which may differ e functions they provide to users but are consistent in
the manner in which they can deliver those functions acressietwork. In Grid computing, the co-allocation of
different kinds of services (compute resources, memoraciéy applications, etc) usually belonging to differest r
source/service providers is needed in order to satisfy degls of a complex job. Virtual organizations (VOs) are
dynamically created according to the requirements of difiejobs (users). The jobs will potentially be scheduled
and relocated across the whole Grid, and users might havenawl&dge about the places where their jobs are to
be executed. The current practice of managing and usingofivease licenses is limited to the local administrative
domain while Grid infrastructure is usually stretchingass domains as we introduced before. As a result, the users
often can not use Grid resources because the applicatiepsided are not licensed on the remote resources.

To this end, software licenses become a major obstacle éousers to use Grid infrastructures. Moreover, if
possible at all, using Grid resources with the current koegnand pricing models of the independent software vendors
(ISVs) is most often more expensive than running the apgdicdocally. To leverage use of Grid resources for license
protected applications flexible pricing and licensing meder the benefit of both the software vendors and users are
needed [8], [31].

To better integrate licenses into Grid infrastructurewaft licenses should become schedulable and manageable
services as other services. Service level agreements [SiaA® turned out to be a valuable instrument for agree-
ments on the terms of service usage and reservation inetiffeadministrative domains. We see a SLA-based license
management approach as the appropriate solution to thesiigeproblem in the Grid. Two different, complimentary
approaches will be briefly presented, which are currenttjenidlevelopment in the European projects BEinGRID and
SmartLM.

The rest of the paper is organised as follows: In Section 2 nedly give an overview on existing technologies.
Section 3 presents the existing models for licensing anciqyi Current work on two different, complimentary
approaches is presented in Section 4 and Section 5 con¢hslpaper with an outlook.

2 Related Work

To the best of our knowledge currently there are no othercgatres to overcome the licence problem in the Grid,
except for the approaches for license scheduling descitb&ection 4. However, software protection and license
management is an important topic for the software industdyunder continuous discussion, e.g. SoftSummit [19] is
an executive conference dedicated to strategies and lzesigas for software licensing, pricing as well as appiosat
packaging and license tracking. Within a single administnadomain, the centralized license management paradigm
is suitable and efficient to manage the licenses. To thistbeds are many license management systems from different
companies available, e.g., LUM from IBM [6], License asseainager from TeamEDA [9], iFOR/LS from HP [28],
RLM [14] from reprise software, OpeniT [12], license track#0], Sentinel software protection and licensing package
from SafeNet Inc [16], FLEXnet manager from Macrovision [28, 26, 25, 27]. The license management system
should be in charge of the whole life cycle of the license wggich includes: demonstration licenses, evaluation
licenses, full-production licenses, product updatespteaiance releases, etc. Most often used common licensdsnode
supported by these license management toolkits are deddodlow. Some of these mechanisms need the license
servers and vendor daemons, while other mechanisms do edtinem.

To this end, FLEXnet is a typical license management toakétd by many ISVs. The FLEXnet manager provides
numerous kinds of license models supporting different adea. The ISVs decide and offer the different license
policies based on the currently available models in FLEXmetder to satisfy the needs of their users while increasing
the revenue at the same time. Today, we see limited increherdgress towards more flexible licensing solutions
on the side of the companies providing the licensing teamgland even less progress on the side of the ISVs. It
must also be mentioned that the price for both licensingt&wis leveraging flexibility of the end-user and pricing of
the ISVs increases with degree of flexibility, which cledadya show-stopper for usage of commercial applications in
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Grids.

3 Current license and pricing models

In this section we give an overview on current models. We iesm$ing models (and terminology) of FLEXnet, as
this is the technology for software licensing most oftendubg ISVs and the other licensing technology providers
offer either subsets of models supported by FLEXnet or cuiitélar models.

3.1 Typical License Models

The basic license models provided by FLEXnet [24, 23, 26,27 presented next can be combined to create new
license models.

e Node-locked licensesNode-locking means the software can only be used on one m&aoha set of machines.
There are two types of node-locked licenses: uncounted amated. For the counted node locked licenses, a
license server and a vendor daemon are necessary.

e Floating (concurrent) licenses:Anyone on the network can use the licensed application, tipetéimit speci-
fied in the license file (also referred to as concurrent usagetwork licensing).

¢ Mixed node-locked and floating licensestUncounted node-locked and concurrent usage licenses caixbd
in the same license file, therefore more flexible usage madeldbe derived.

e Demo licenses/evaluation license®roperties of an evaluation license may include: (i) Limhipzoduct func-
tionalities or features, (ii) Limited number of uses, (ki)piration date.

e Usage-based licensingA quite important license strategy in which the actual ugzafterns are monitored by
the license management system, and billing or auditing asedbon the actual usage data. FLEXnet Licensing
supports several usage-based models @vgrdraft allowing the ISV to specify a number of additional licenses
which customers are allowed to use in addition to the licepsgchasedPay-per-useallowing the customers
to pay for the effective usage of the licenses, which can lo@eadibased on time, the number of transactions,
etc.

e Mobile licensing: Used when users want to run an application on a machine theest mat have @ontinuous
connection to a license server system. These situationimclaale:;

— Working on a laptop; or using a computer both at work and aténomoff-site; or working from several
different computers not connected to a license servermsyste

— Fulfilled from a prepaid license pool: The license is fulfileom a prepaid number of license-days for the
usage period.

— Node-locked to a user name: If a license is to be used exelyddy one user on different machines, that
license can be node-locked to the users user name.

— License rehosting: if an end-user want to move a licenseowithsing one of the other mobile licensing
methods. In this model, a new node-locked license certfifiateach new machine should be generated.

— Hard-mobile: Mobile license usage is controlled by a FLEXIfithe FLEXid is attached to a license
server system, then the use floats on the network. To temlyaransfer the license, the user moves the
FLEXid from the server to a standalone machine.

— Soft-mobile: Licenses are temporarily transferred to arlge server system on the mobile laptop. The
FLEXenabled product uses an encrypted local file, place tnethe license server system, to do check-
outs during the usage period.

— License borrowing: A license can be borrowed from a licerssges system via a special checkout and
used later to run an application on a computer that is no locgrenected to the license server.

CoreGRID TR-0136 3



3.2 Current Business and Pricing Models

ISVs usually define different licensing policies with respto their different products and target customers, e.g.,
some software vendors will provide the enterprise softywatele others provide non-enterprise business software or
consumer software. For some software products ISVs maycégpgarge number of customers, while the use of other
products is limited to a specific user group. The open sowftevare model also has great impact on the software
licensing and pricing. To fully understand the models itnmgportant to realise that the ISVs do not sell software but
the right to use a certain software under dedicated comditivhich on the other hand implies that the customer only
buys the right for limited usage of the software governedigyrhodel he is willing to pay for. With the current move
to multicore CPU technologies with tens or hundreds of coresie CPU, we expect strong impact on the CPU based
models. In the yearly license usage report [8] published lagidvision [10], Softsummit [19], and the Centralized
Enterprise Licensing User Group (CELUG) [3], etc, a geneiak of typical license and business models is given and
analyzed and compared in the viewpoint of the ISVs and ense Itis evident, that the interests of software vendors
and the enterprises are conflicting. For example, the pémsedel is one of the most preferred pricing models for
ISVs; while the enterprises will prefer the concurrent usedel.

In the following, typical business/pricing models for litstng the software [8] are introduced.

e Subscription: Licenses are paid for with a recurring (often annual) feedwtioue using the software. If the
fee is not paid, the software stops working.

e Perpetual: Licenses are paid for on a one-time basis, giving the userigi to run the program as long as
he/she chooses. It does notimply a right to upgrades, whéctypically sold separately as part of a maintenance
agreement or on a per-upgrade basis. Some vendors seltyadfenses on a term basis, which on the surface
appears to be subscription based because the paymentsead spt over time.

e Concurrent User: Software is licensed based on how many users may accessftivarsosimultaneously.
Such license models are often used for business/entegufiseare.

e Seat (per machine/per server)The software usage is restricted to a specific machine oeserv

e Per CPU or per CPU-core: The software will be licensed to run on a specific CPU. Withwhee adoption
of the multi-core CPU technologies, the ISVs will make diffiet license policies, that is, they will license the
software per CPU or per CPU-core. Usually the enterpriséprefer the per CPU model.

e Usage metric/pay-per-useThe users will pay according to the real usage of their lieens

e Seat (named user):In this model, each software license and correspondingeusgbts are assigned to a
specific person.

e Financial metric based licensing:License models that are based on varying business, usagenocifil met-
rics, such as revenue, budgets, or cost of goods sold.

e Custom contract: For some business sectors, e.g., Electronic Design Autom@DA) software, there is no
price list, prices will be agreed upon individually in thestomer contracts.

Similar to the licensing models the individual businessipg models can be combined. There will be different
business models with respect to different versions of treness software. e.g., Oracle is charging differently de-
pending on different versions [29]. There are some new sémdthe software license using and pricing according to
the yearly license usage report [8], e.g., the subscriptiodel will become more and more predominant method to
license the software. The ISVs expect that the subscriptiodel will increase their revenue in the future and their
software will be more widely adopted.

3.3 Software as a Service

Software as a service (SaaS) is a rapidly growing businestehad software usage and in consequence software
licensing. In contrast to traditional models where userng &dyerpetual-use license, SaaS users buy a subscription
from the service publisher. Whereas traditional ISVs tgjiycrelease new product features as part of new versions
of software once in a few years, publishers using SaaS haircantive to release new features as soon as they are
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completed. There are several key characteristics of softdalivered by SaaS which are identified in the report of
IDC [38], including:

e Network-based access to and management of commerciallglatessoftware

e Activities that are managed from central locations rathantat each customer’s site, enabling customers to
access applications remotely via the Web

e Application delivery that typically is closer to a one-tany model (single instance, multi-tenant architecture)
than to a one-to-one model, including architecture, pgepartnering, and management characteristics

e Centralized feature updating, which obviates the needdamibadable patches and upgrades.

The property of the software as a service [32] licensing rhizdels to greater investment in product development
under most conditions. This increased investment leadggtteh software quality in equilibrium under SaaS com-
pared to perpetual licensing. However, there are some vesaks in this model, e.g., the prerequisite of accessing
the software is the internet connection, and also sensitfeemation of the users will probably be stored at the SaaS
provider side, thus a trust relationship has to be estadisAccording to the predictions of Gartner [5], by 2012, at
least one-third of business application software spenditidpe as service subscription instead of as product lieens
All leading business applications vendors (Oracle, SARrbtoft) and many web technology leaders (Google, Ama-
zon) will promote this model, and the SaaS model of deploytraed distribution of software services will become
the mainstream use during the next five years. There are sompanies which are adopting the SaaS models, e.g.,
NetSuite [11] offers subscription-based access to itsrprige resource planning (ERP), CRM, business intelligenc
software which is targeted toward small and medium-sizeinesses. Salesforce.com [15] as one of the pioneersin
deploying the Saas, it provides the on demand customeiams$siip management solutions built on its infrastructure
and the services will be delivered directly to users overihernet. The SaaS model is mostly attractive for smaller
businesses because they are less willing to invest in laxgpensive systems that they have to maintain.

3.4 License Scheduler

If the number of available licenses available for an enteegs limited, e.g., due to the cost factor, it is necesdaay t
these licenses are efficiently managed and highly utilisszkseven if an enterprise can apply for additional licenses
from the ISV, it has to pay for the extra licenses. A localfise scheduler could help scheduling the licenses of
a site efficiently. However, while in most cases the locadise management system provides information on the
licenses already in use and still available there are ne-tlougueuing or reservation mechanisms. While an external
scheduler might create an efficient schedule for the availatenses based on the users’ requests, monitoring the use
of the licenses and enforcing the schedule is difficult duth&ousually encrypted communication between license
server and application. Co-operations between licensetdagy providers and license scheduler implementations
could be a way to overcome this limitation. For instancetfpten computing offers a product called LSF license
scheduler [13] which is a local license scheduler restligiea single administration domain and manages the license
tokens instead of controlling the licenses directly. Theent available number of licenses can be obtained by the
FLEXnet manager. There are several license schedulinggsopirovided, e.g., fairshare, round robin, preemption.
The licenses can also be checked out for the non-LSF jobkidmvay, the licenses can be scheduled and co-allocated
with other resources/services. Dong et al. [34] developsaftavare sharing system in the grid environment which is
not restricted to a single domain. The system adopts tha@tat®on model for resource management and combines
the sharing and scheduling of both hardware and softwagadie resources. However, there is no support for SLAs
and QoS in this system.

4 SLA Based Software Licenses and License Management

As introduced before, license management in Grid conteghalenging. In the following sub-sections we will
analyse the requirements and challenges for license marageand present two solutions developed in European
projects.
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4.1 Requirements and challenges for license usage and liggnmanagement in Grids

The different business/pricing models introduced befae be leveraged in Grid environments, however, the re-
quirements and usage mode in the Grids should be consid€@bdiously, the license models in Grids should be
evolutionized in order to allow a smooth transition from therent practice dealing with the challenges from both
technical and business/pricing aspects. The followinddisntifies these aspects in detail:

¢ Different administrative domains: License management may involve more than a single adnatiistrdo-
main. Therefore, issues like e.g., firewalls, remote usageral should be considered. Also, different usage
policies might be defined for different administrative dansa

e Transparent management:Licenses should be transparently managed as part of thgdbirdanagement.

e Co-allocation of different resources: Co-allocation of computing resources and software licersé®uld be
supported. Software licenses should be co-schedulechmgetth other kinds of services or resources.

e Remote license enforcemeniobs may be executed remotely while the validity of the Isgenhas to be guar-
anteed at the same time.

¢ Virtual organizations (VOs): In the Grid VOs are often dynamically created and their memheed temporal
access rights for specific software suites from differemhdims, so flexible means of obtaining the temporal
licenses should be provided.

e Dynamicity: The ability to suspend, preempt and resume the license osddshe supported.

e Interoperability: License managementshould be integrated with the commaim@ddlewares, e.g.,GT4[35],
glite [4], UNICORE [21]. Licenses and license managemeatihbe built on standards instead of proprietary
solutions.

e Costs: The scalability of the Grid influences the costs using theteg license models. Models like paying
per-CPU, per-Seat, per-Job may quickly become expensi@&ithenvironments, concurrent floating licenses
across the Grid are also too expensive for the software [8&}s Moreover, even if the price can be agreed
upon, some issues remain, e.g., how the license usage veilidited and instrumented.

e Support for workflows: With the adoption of web services, service oriented archites and BPEL, com-
plex applications often are composed as workflows, whichaadke license management more difficult. For
instance, when executing a workflow, different applicagiomay be used in different phases of the workflow.
How to retrieve and reserve the right licenses for the appiias in advance is one of the issues that need to be
addressed.

e Support for virtualization: Licenses and license management for environments withalised resources or
based on multicore technology is required.

e Software is a service:SaaS and on demand use as well as the utility pricing meaharsisould be considered
both for the license models and license management in Gridogrments.
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Figure 1: Basic approach of the BEinGRID project.

Considering the requirements for Grid environments, atiogrto the 451 report [31], most of the enterprises want
to have more flexible license models from the ISVs. It will bgraat advantage for the enterprise if the licenses can
be dynamically moved and managed in the global Grid. E.g.EfDA software licenses are bounded to some specific
CPUs, machines today, while the enterprises hope that W& dSEDA software will support the Grid-wide licenses
models so that the companies can run the software anywhexgeér, the EDA vendors are reluctant to do so until
today. Some major pharmaceutical ISVs also do not want tagdnéheir ways of licensing softwares. On the other
hand, pharmaceutical companies may immediately benefit frsing Grid resources to increase ther computational
power since many of the applications of the pharmaceutietios are embarrassingly parallel and well suited for
distributed environments with only best-effort networkpectivity.

4.2 SLA-based Licenses and License Management

Recent R&D in two European projects [2, 18] shows that moshefrequirements and challenges for licenses and
license management in Grid computing can be tackled usingfab@sed approach. In the preparatory process of
defining the policies for software usage, which are govehyaddividual SLAs later, the polices and conflicts between
the software vendors and the software users can be obsardegeonciled. Negotiation is the preferred approach
to create the SLAs between the license server and the usiee gpftware entity acting on behalf of the user. These
negotiation processes should be automatically executstiaan a job description using JSDL and license description
language (LDL) considering the large scale of the transastiand the scalability of the Grid infrastructures [33,
36]. WS-Agreement [30] and WS-Negotiation [22] are consideas the best suited existing or evolving negotiation
protocols to create the SLAs between the respective resouanagement systems, license management systems and
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the end users [37]. The definition of the term language useép@sent and manage the licenses is currently under
definition in the SmartLM project. The Job Submission Dgx@n Language [7] is already used in agreements as a
term language for computational resources. The LDL deisgyilicense requirements is defined as an extension of
JSDL. Such LDL includes terms likége time of the license agreement, hardware environmeatittense might be
used in, software features available through the licerisense model and pricing model, compensation policieif th
agreement is not fulfilled.

4.3 Current Approaches to SLA-based License Management

On a European level currently two projects funded by the geam Commission are addressing license issues in the
Grid

e the BEInGRID project (Business Experiments in GRID) dedth licenses issues through a dedicated horizon-
tal activity in one of its service clusters

e the SmartLM project that is in total focussing on a generdltsmn for Grid-frienly software licensing for
location independent application execution.

4.3.1 BEInGRID

Figure 1 shows the initial basic idea of the solution implered in BEinGRID [1]. A meta-scheduling service
(MSS) [39] is responsible for the negotiation of reservagiof computational services and license services. A local
license resource management system is in charge of supgpdiekible license models and polices. This component
also supports the reservation of licenses for later use bowsaqueries about reservations made and current license
usage. The adapter will connects to the local license resguanagement system implementing the API of the system
on one end while supporting the WS-Agreement based negatiaith the MSS. Thus the MSS is able to negotiate
agreements for the reservation of the required computécesrand the appropriate license required for the execution
of the protected application.

Other than the SmartLM solution, BEINnGRID is targeting oalgling use of existing license technologies for Grids
without addressing new license mechanisms or new businedelm The approach is based on a proxy solution that
transparently tunnels the communication between the reynekecuted application and the FLEXnet server while
at the same time making the FLEXnet server believe that dlisrig to an application running locally. The current
BEInGRID implementations differs from the initial apprdasince the MSS is not used for the negotiation of the
co-allocation bit the co-allocation is done manually by tiser. However, the BEinGRID implementation provides
additional services like improved security features, aoting and interfaces for billing. In addition to UNICORE
and Globus Toolkit 4 the BEinGRID solution also supports@RIA middleware environment.

4.3.2 SmartLM

In contrast to BEinGRID, SmartLM [18] is focussing on deyghg both licensing technology suitable for the use in
distributed environments like Griand - together with ISVs - new business models for the use of §edrsoftware
in Grid or SOA environments. These new business models aperalevant for environments where application
service provides start delivering their compute resoui@éeir customers through virtualisation. Similar, thewing
number of clouds where service providers offer a completetyalised computation environment may benefit from
the developments since the classic license mechanism$iamdlated business models will not work anymore. The
project starts with adapting codes of the three partiaiggittVs; ANSYS, INTES and LMS. In the second phase the
project aims to attract other ISVs through its extensiveeatisination and marketing activities. Figure 2 depicts the
general idea of the SmartLM solution. A grid scheduler (M83}ptrieving the Grid resources required by the user
as described in his job. Once the appropriate resourceslemreidentified, the local license service managing all
licenses of a site is contacted to negotiate a SLA for the ternse of a license protected application. If both the
requested compute resources and the license(s) are dwdilelp are reserved for the use by the requesting user. Like
in the BEInGRID approach, a local license resource managesgstem is in charge of the reservation of the licenses.
As said before, SmartLM is devoted to implement existingwahdng standards thus WS-Agreement is used for
the creation of the SLAs and the project is contributing ® ¢hrrent work in the GRAAP-WG of the OGF on WS-
Agreement-Negotiation. The resulting SLA is defining there of the application usage based on the local policies
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Figure 2: Basic approach of the SmartLM project.

and the privileges of the user. This SLA is then bundled byottehestration service with the SLA for accessing the
remote resources and transferred to the remote site wherjelihs executed. Since no communication is required
between application and license server at run-time anddbade SLA is created at the site of the user firewalls do
not cause a problem. Moreover, the application may be n@drat another machine if the license SLA is migrated as
well.

The application may run without any internet connectiorhlicense server during run-time. However, if there
is - at least temporarily - a connection to the site hostirglitense server additional functionality of the new liaens
mechanisms may be used, e.g. re-negotiation of the perolittmse is valid in case the application needs more time
than foreseen by the user. Or, freeing a license that is rgelomeeded.

5 Conclusion

Software licensing and pricing is an important problem tesbleed for a better acceptance of Grid infrastructures in
productive environments with commercial applications. piesent the state of art of software licensing and typical
licensing and business and pricing models for managingvaodt are analyzed. Further we identify requirements
and challenges for using license protected software in ttié. @®ngoing work in two European projects aiming to
overcome the limitations of existing license mechanisnmtfiénGrid has been presented. The approach implemented
in the BEInGRID project will become available in spring 2G88ugh the projects Gridipedia site. A prototype of the
SmartLM solution including both new business models anctiabling technology for distributed environments will
be available begin of 2009.
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