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Abstract

The capability of dynamically monitoring the performance of the commtioicanfrastructure is one of the
emerging requirements for a Grid. We claim that such a capability is in fdmgonal to the more popular collection
of data for scheduling and diagnosis, which needs large storage andrigectapabilities, but may disregard real-time
performance issues. We discuss such claim analyzing the gLite NPeatcine, and we describe a novel network
monitoring infrastructure specifically designed fiemand driven monitoring, nameayd2, that can be potentially
integrated in the gLite framework. We describe a Java implementatigd?afn a virtual testbed.

1 Introduction

End-to-end network monitoring is a key issue in the managemigproduction Grids: network resources are used to
move large quantities of data from data acquisition devioggossibly replicated) storage units, and from there to
data processing sites. In order to ensure a timely execafidata transfers, the performance of the network must be
monitored before engaging in the data transfer operatmohéck the availability of network resources, and during

data transfer, to verify network resources performance.reMavanced uses of the Grid paradigm potentials just
emphasize the importance of Network Monitoring, for ins&in the optimized management of a complex workflow,

where the displacement of an activity can be evaluated aftetwork warning.

The issue that differentiates network monitoring from otimstances of resource monitoring is in the way its
complexity scales up with the size of the system: while otkspurce monitoring activities (for instance processing
power) scales linearly with the size of the system, netwookitoring potentially grows with the square of the size of
the system. To make a straightforward example, let us censidystem with 2 endpoints where a trivial ping with a
period of 1 second consumes 0.1msec/sec of GRW %), 128 bps of bandwidth, and produces 1 line (80 Bytes) of
data per second. In a system with 10 hosts the CPU load fortemsthaises t0.1%, the consumed bandwidth raises
to 6KBps, and data produced to 8 KBps. In a system with 100shthst CPU load i8% of the computing power on
each host, bandwidth is 0.5 MBps, and traffic grows at 800KEpgs dummy system can hardly scale further 12000
endpoints: the limit comes from the computing power spendisgy ICMP packets10% on each host), and from the
amount of data produced (80MBps, more than the LHC expetimen
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Although simplistic, the example above justifies our claivattthe network monitoring activity must be selective
in its targets: only a significantly small fraction of enddnd paths can be monitored at each time. As a consequence,
whatever the criteria to select which path is to be monitprnezineed some sort of distributed infrastructure in order to
activate and deactivate network monitoring selectivelictSinfrastructure is not needed by other kinds of monitprin
activity: data about computing resources can be colleavadirmuously, and historical records kept, while presegvin
system scalability.

Another peculiar issue about network monitoring is sofewarganization. When we consider other kinds of
resources, for instance processing capabilities, mongaools are adapted to the resource itself, and the unique
compatibility requirement on the monitoring tool is thaetimformation it produces is compliant to some sort of
standard, that makes it usable by other applications. Wheoowe to network monitoring tools, we often observe
that the monitoring tool requires some sort of cooperatiomfthe environment: even the simplest tool, the ICMP
ping, requires that packets are freely propagated, andshist always true. More complex tools require that the
endpoints participating in a monitoring activity share sofunctionality, and that the path between them cooperates
in the measurement: the well-known Iperf tool belongs te tategory. From such observation, we conclude that, if
this were the case, network monitoring functionality slicog equally available on each endpoint, and supported by
the intermediate network elements. Such fact may make thleytaent of a measurement methodology awkward.

One way to overcome this problem is to use passive measutdew@miques, instead of active. In fact, if we
define an active monitoring tool as one that injects traffit g@neralizes the treatment of such traffic to other kinds of
traffic, the above discusses argues that such a genemiztip is in fact critical: as a general rule, one cannot gen-
eralize, since different traffic instances are treatechffitly by network elements, which makes active measuremen
potentially deceptive. The solution, in our mind, is to gzal existing traffic: such solution is directly applicabbe t
the problem of monitoring an ongoing application that makss of network resources. The application to the case
of a preventive monitoring (for instance, to assess the performability oéserved resource) is less immediate: one
option is launching a "benchmark” test, and observe theoperdnce of the network elements during the execution of
the benchmark.

As a general rule, there are two distinct approaches to imghe a passive network performance measurement:
either analyzing log files of the bandwidth consuming atgjvor the traffic on network interfaces that passively
observe traffic. The first alternative exhibits some of thebfgms already observed fpkanned network monitoring:
in fact, every potential end-point should produce confartdata using a known protocol and offer an interface to
activate and de-activate logging. This fact makes deploympeblematic, as outlined above, while the computational
overhead on a valuable resource is a comparatively lessriemgalrawback. So we opt for the second alternative,
which is based on passive observation of existing traffic.

Since the activity of traffic monitoring is a resource deniagdask, which requires specific software, we consider
as appropriate to delegate such activity to specializets ulticated where it is possible to intercept traffic between
end-points. The result of such activity should be colle@ad published only after checking the credentials of the
requester: such data should be regarded as subject totgeestiictions. Results may be represented either acogrdi
with a standard format, or using a "tool aware” format: alsthis case such modality should be explicitly indicated
in the request.

Summarizing, we establish two cornerstones for an enditbretwork monitoring architecture capable of man-
aging the scalability challenge offered by a Grid environine

e demand driven, in the sense that its activity is not set by default, or witltis configurations, but controlled by
external agents;

e passive monitoring oriented, in the sense that only existing traffic is analyzed in ordenltitain the requested
measurements.

The next section goes into the details of a novel architecheimedyd2, which is the result of a joint activity of
INFN-CNAF (Italy) and FORTH (Greece), in the frame of the &pean CoreGRID project. Thgel2 architecture is
based on a domain partitioning of endpoints, and operateal foymber of agents in charge of controlling network
monitoring activity. After introducing an abstract viewtbie architecture, we detail the internal structure of th&da
agent, the Network Monitoring Agent, and introduce the fakdescription of the piece of data in charge of describing
an instance of network monitoring activity. Finally we dethe software organization of a prototype implementation
written in Java: the prototype encompasses the Client agehich submit network monitoring requests, the Network
Monitoring Agents and two Sensor plug-ins: one controlindemo ping session, and another applying sophisticated
passive monitoring techniques to the observed traffic.
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2 Thecomponentsof a demand driven network monitoring architecture

The Network Monitoring Infrastructure outlined in previsection identifies three distinct functionalitigsoducers

of traffic observationgnfrastructure agents that deliver requests to producers, aodsumers, that issue requests and
consume observations. Such a triad corresponds, in dpirihe one introduced in a GGF report [2] that laid the
foundations of the Network Monitoring Working Group [7]. Wever, we note, with respect to this architecture, one
relevant difference in the role played by thrérastructure agents, that replace theélirectory block in the referenced
report. In our case we refer to a service which routes reguesin consumers to producers. Such routing requires
access to the global organization of the network monitonritastructure, and must enforce security policies that
restrict access to network monitoring operation. Bothdautlicate the option of restricting the set of agents ermhble
to perform such actions, avoiding to implement direct comsiuto producer access and viceversa. Therefore the role
played by the agents in the network monitoring infrastreets more similar to that of a mediator, adNRM, outlined

in section 3.

BACKBONE

Figure 1: Deployed ofid2 components in a Domain: E units represent generic mongaimdpoints, A labeled units
representNetwork Monitoring Agents, S units representMdet Monitoring Sensors

In gd2 architecture, as illustrated in figure 1, each Network Maniitg Agent (Agent, in the rest of this paper)
takes the responsibility of managing a number of Network twimg Sensors (Sensors, in the rest of the paper), and
of agents enabled to submit network monitoring requesesNitwork Monitoring Clients(Clients, in the rest of the
paper). Such a set of entities is indicated apmain. There are good reasons to introduce such concept (rouggly t
same that motivate its introduction in many aspects of nedng):

¢ reducing complexity — one Agent concentrates the interface to the entitiesertbiel domain;
e security containment — security issues can be managed using local credentiggittee domain;
¢ limiting global state access— only Agents have access to the global state, thus simpljfgs management and

ensuring security.

2.1 TheNetwork Monitoring Agent

The services offered by a Network Monitoring Agent can bedgid into two quite separate interfaces: one towards
the other NMAs (back end), and another towards local semsat€lients (front end). In figure 2 the triangular shapes
indicate front end interfaces. We examine the two facespantidetail the internal structure of the agent.
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Figure 2: Internal architecture of a Network Monitoring AgeThe Back End interfaces are located in the innermost
stripe

Theback end interface is in charge of maintaining the membership of thems in the system. Such membership
is the repository of two relevant data: 1) the credentiatthefAgents, needed to enforce security in communications
among the agents, and 2) the components of each domain.

As for the first point, we assume that security mainly addresaithentication: communication among Agents is
not considered as confidential. Therefore we envision aigfpblvate key scheme as adequate for our purpose. In
order to control access to the membership, we assume thermésof an external entity in charge of key creation and
assignment. Such Authority, upon admission of a new ageleiases a certificate, which entrusts the use of the public
key as authorized by the Certification Authority. Each Adess access to a repository containing the certified public
keys, and each communication within the membership is apaoiad by the signature of the sender (not encrypted,
in principle), which can be checked using the public key.

The reader understands that the implementation of thdicaté repository is a component whose implementation
affects the scalability of the whole architecture: we deigthwuch component in section 2.3.

The back end, upon receiving a request, submits its coraghefront end in order to assess its capability to take
it up: it is possible that the information in the domain dieey was insufficient to determine the appropriate Agent for
the task. Therefore we consider that the front end may fdillfdl a request: in such case, the back end will trap the
failure, and resubmit the request to another Agent. Sucbutng will be controlled either by alternate Agents whose
identity is indicated in the global directory (as a genetdé rseveral agents are responsible for the monitoring of a
given network element), or by information available to thent end, obtained from inside the domain. We indicate
the capability of re-routing requests as a "Proxy” funcéitity.

An Agent offers another back end service for the transpadxeifvork Monitoring data to the Client that requested
it: such transport service consists of a stream from the @dnghe Client, and is routed transparently through the
reverse of the path used to deliver the request. The contéim gtream may be encrypted (as in the case of network
monitoring tool illustrated in section 4.1), in case thewak monitoring results are considered as confidential, but
the client(s) must own the key to decrypt the data: here wenasghat such keys are negotiated when the network
monitoring task is accepted for execution.

The front end of the Agent is in charge of interacting with Clients and S®sdnside the Domain: the Agent
accepts requests for Network Monitoring from the Clients] drives the Sensors in order to perform the requested
network monitoring activity.

The network monitoring activity is organized inketwork Monitoring Sessions (or Sessions, in the rest of this
paper). A session describes the endpoints of the Networktbtamg activity, as well as the kind of activity required.
The request must determine, either implicitly or expligithe features of the stream that will be produced to return
observations to the Client. In section 2.2 we give an XML Scadefinition for such data structure, the Session
Description.
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<conpl exType nane="Net wor kMoni t ori ngSessi onType" >
<sequence>
<el ement nane="Request Fr on{
type="nnsd: Wr kf | owvbni t ori ngTaskType"
maxQOccur s="unbounded"/ >
<el enent name="Schedul e"
t ype="sched: Net wor kMoni t ori ngSchedul eType"/ >
<el enent name="Rout e"
type="nmned: Rout eSt ackType"
m nOccurs="0"/>
<el enent nanme=" Net wor KEl enent "
type="nnsd: Net wor KEl enent Type"/ >
<el ement name="Measur enent St r eant'
type="nnsd: Measur enent St r eanilype"/ >
</ sequence>
<attribute nane="Sessionld"
type="string"
use="required"/ >
</ conpl exType>

Table 1: Inter-agent part of the Network Monitoring Requ&shema Description

The Clients submit their requests to the Agent as Sessiorripéens. The Agent is in charge of checking
whether the request comes from an authorized client: thistionality is supported by a trust supported internally to
the domain, independent from that used within the membeishihe agents. This allows the possibility of merging
domains with distinct security policies and support. Thguest is then passed to the back end.

The front end, upon receiving a request from the back endyzemits content to assess its ability to configure
a Sensor that performs the task: to this purpose, the Agest have access to a directory, internal to the domain,
containing the descriptions of the sensors.

2.2 Summary of the Network Monitoring Session Description

The data contained in a Network Monitoring Session Desdoripffor short Session Description) (see also [5] for an
exhaustive description) is ideally split into three padse that is manipulated only by the Client, one that is uptiate
by Agents, together forming an envelope carrying data tieatedevant for the delivery, one that is delivered untodche
from the Client to the Sensor and carries the modality of tbeitoring activity.

In table 1 we see the first part of the XSD documentSeasionld string is used to uniquely identify a session:
such identification will be used also for routing the dataatn. The extent of a monitoring activity is specified by a
Schedule element, which also contains indications of the resourgaired by the data stream. TBessionld and the
Schedule characterize a Session, and are delivered from the Clighetégent. They are not changed en route.

The Agent complements such data with others concerningélaénent of the Session: they are modified by the
agents themselves, and are represented as attributefRefjnestFrom element indicates the source of the request,
and is used for admission control: in principle, severalesters may be indicated. Thetwor kElement indicates
the domains involved in the monitoring, and is used to seélexappropriate Agents to deliver the request. Roate
element is modified while the request is propagated, andiges for backward delivery of the data stream.

The inner part of the Session Description consists of a cexnglement, th& easurementStream illustrated in
table 2, that details the kind of data that are requested fhenmonitoring activity. Such element is passsds from
agent to agent without being processed. In principle sustmeht might be encrypted, if required by security reasons.
As explained above, we are not interested at this stage ietsgg monitoring results and activity.

TheM easurementStream element is made of a common part, and another which is spémiach measurement
tool. The common part lists @har acteristicStreamld attribute, a sampling perioBamplePeriod together with the
monitoring end-points Sourcel P andDestinationl P ), which together broadly characterize the monitoringvétsti
The tool specific part is one of a choice of elements: suchetsmimay be specific for a given tool, or generically
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<conpl exType nane="Measur enent St r eanType" >
<sequence>
<el enent name="CharacteristicStreant
m nQccur s="1" maxQccur s="unbounded" >
<conpl exType>
<sequence>
<el enent nane="Sanpl ePeri od"
type="float"
m nOccurs="0"/>
<el emrent nane="Pat h"
t ype="pat h: Net wor kMbni t ori ngPat hType"
maxQccur s="unbounded"/ >
<choi ce>
<el ement nane="Pi ngOpt i ons"
type="pt: Pi ngOpti onsType"/ >
<el enent nanme="MAPI Opti ons”
t ype="am MAPI Moni t ori ngTool Opti onsType"/ >
<el ement nane="0OGFChar acteristics"”
t ype="ogf: OGFCharacteristicsType"/>
</ choi ce>
</ sequence>
<attribute nane="CharacteristicStrean d"
type="string"/>
</ conpl exType>
</ el enent >
</ sequence>
</ conpl exType>

Table 2: The measurement specific part of the Network MamigoRequest Schema Description
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address any tool that may produce data conformant to aeteidard. We have presently developed and used in our
testbed a description for a trivial ping, useful only for depurposes and documentation, and a passive monitoring
tool, which is able to produce a wide range of measurements.

2.3 TheDomain Database

In order to understand the role of the Domain Database, w&lifite the decisions that the Agents take on the basis of
its content.

The first decision step on this way is performed byAgent once it receives a request fronChent: it consists in
determining the Source and Destination domains of the rré&telement under test. Such information is obtained by
way of a query to the Domain Directory. The request is thewéoded to an Agent in such domains: the identity of
such agents and their address is again obtained from the iDdractory. We exclude that a monitoring activity is
performed by an intermediate domain, since this would reghie availability of routing information for the overall
system.

Each agent on the way of the Request will in turn check theasige associated to the request, and replace it with
its own. A query to the Domain Directory returns the publiy keeded to check the signature.

Each agent in turn will check the availability of the netwanknitoring functionality within the domain. This step
is performed without further access to the Domain Directiony browsing the capabilities available within the domain
We emphasize that our perspective helps to simplify thik: tdse adoption of passive tools helps us in limiting the
number of potential producers (teensors) in our architecture. Therefore the search for a produaesiicted within
a limited number of sensors: such search can be either basadbgal directory, or simply carried out broadcasting
the request template to the local sensors.

The above discussion explains why the Domain Directory ixetoonsidered a critical component in the structure:
it is a potential single point of failure, and a performanaitleneck. A centralized implementation is therefore
incompatible with the scalability of our architecture. Hawer, the information stored in the Domain Directory is
seldom updated, and this opens the way to strongly dis&ibsblutions.

There are several options, that depend on the scale of tlileoGdoncern. One is to apply to a LDAP or DNS
based implementation. Such well known tools are ready isolsifor the maintenance of a distributed directory, that
allow data replication in order to improve performance asaltftolerance. Such solutions are probably adequate to
most current scenarios.

Going beyond such scale, we indicate the implementationlbf élelocalized solutions: in essence, all Agents
cache a part of the database, and updates are propagatedimgaeith a peer to peer protocol. Such approach
may significantly improve scalability, while reducing thaofprint for the maintenance of the Domain Directory. A
theoretical investigation about the topic are reporte®]nWhile experimental results are in [4].

3 Comparison with gLite NPM architecture

The NPM architecture [9] is one of the most promising profmofa network monitoring, and is presently embedded in
the gLite infrastructure, designed and implemented inthméwork of the European Project EGEE. NPM is designed
to provide two types of information: measurement data, enfdrm of data records conforming to OGF standards,
and metadata, indicating what kind of data are available fyiwen network element. Such information is delivered to
clients, whose role is typically to detect and diagnose ostyerformance problems.

The client submits its request to intermediate entitiesyrédiators through a web service interface. Such request
may either exhaustively describe a measurement serieskdoathe retrieval of metadata about the measurements
available for a given network element. In the former caserélgquested data will be delivered to the client, while in the
latter the client will be presented with a list of availableasurements to choose from. In either caseridkator will
use services offered by another kind of componentdikeoverer, which is in charge to either locate the requested
data, or to produce the listing of available sources. Thecgoaf the monitoring data is callddamework, and it
provides access to the tools that extract network mongodata. A detailed description of the above services is in
[10].

NPM strongly focuses on the accessibility of historicaladathis makes a relevant difference compared to our
perspective. In fact, since we mainly address data cotleatedemand, we necessarily exclude, for performance
reasons, a web service oriented architecture for the vatrigf measurements. Instead we introduce a long lived
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communication entity, a stream. For the same reason we radd address a large database of collected data: data
are delivered to interested users, without being storedvhase (unless a Client wants to do so). This avoids the
need ofindexing data, one of the functionalities associated todiseoverer. In our architecture the discovery activity
focuses on a far less complex task: determining where toh@erteasurement session.

We conclude our discussion remarking that a direct compaitsin fact inappropriate: the two frameworks, NPM
andgd2 address two distinct problems, and each of them is a pooti@olwhen applied to the problem for which it
has not been explicitly designed. NMA is designed to diagmetwork problems once they have been detected, but
has no detection tools: here we present a framework thas luglfecting a network problem, and possibly overcome
its presence without diagnosing its source. The NPM has tararly heavy footprint when used to receive real time
updates of the performance of a network element, which idetkéo detect problems; our framework has no way to
explore the past of an observation, tracking up to its cause.

Since their application domains are different, one may gtieat they may live side-to-side in the same infrastruc-
ture. We believe that this is possible, at least in perspecEor instance, dient in our framework might be embedded
in a NPM framework: itgequest might consists of a long-lived, continuous monitoring tyi and the flow of ob-
servations might be recorded for future use of NPM diagndsibls. However, such a publication modality cannot
replace the stream introduceddd2, when the client is an entity in charge of monitoring the teak performance of
an end-to-end path.

4 Implementation of a Demand Driven Network Monitoring Architecture

This section is devoted to the description of an implemémadf the above architecture for a network monitoring
system. An evaluation prototype has been written for Limuddva, a language that facilitates porting and enforces a

clear, modular design.

>

suibn|d losuss

Domain Database NMEManager

IAgentRetriever NMEDispatcher

StreamProxy RequestManager

. IRequestListener

ConnectionState

Soft State SimpleHTTPServer

Figure 3: Modular view of a Network Monitoring Agent
The internal structure of an Agent is illustrated in figuret8 NMA is a multi-threaded daemon.

The SreamProxy component is in charge of passing through the streams offdatasensors: it implements
the "Stream IN, Stream OUT” boxes in Figure 2. It is composkd wariable number of threads that implement a
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multistage pipe: each pipe stage performs a different matiothe stream’s packets before passing to the next one.
The actions performed by the stages are:

Packet receiving
Packet’s signature verification
Packet’s next destination selection

Packet’s new signhature creation

o M w N oPRF

Packet sending.

Each of these stages (except for the first one) can be impltechéy more than one thread by setting a specific
config file parameter (default to one per stage): this can biblgn multicores/multiprocessors system.

Each monitoring stream packet passing througt8tteamProxy is a UDP packet with an additional specific header
which allows packet’s stream identification and senderenttbation. As specified in section 2.2, packets belonging
to the same session are identified by means oStsgonld parameter, present in every packet’s header.

Packet signature is included in the header and has a vat@igéh: it depends on the algorithm and key length
used for generation. For example, in our prototype it défatal a SHA1 with RSA algorithm combined with 512
bits long keys which produces 64 bits long signatures. Wedfir this signature length because we felt it was the
right compromise between security and packet transmigsierhead; it is possible however to change these options
to increase security or lower the transmission overheag¢aded.

The first pipe stage, the packet receiving one, keeps liggeoin a specific UDP port for incoming monitoring
stream packets and just relays them to next pipe stage tsignzhecking. The signature verification stage, reads the
Sessionld from packet header, and accesses the shared soft statmsesdadth it in order to get sender identity. Using
that information it can then access the Domain databasmjghi AgentRetriever, in order to retrieve its public key and
check packet signature. Packet destination selectiorxispilge stage: it performs the actual routing by determining
the next packet destination. This is achieved by accesbmgdft state, through th@onnectionSate interface, and
the Domain database. The signature creation stage jus papket data, using the private key of the agent, before
passing to the sending stage which takes care of delivery.

The RequestManager is another thread, in charge of routing network monitoriaguests, and implements the
"Request IN, Request OUT” boxes in Figure 2.

Requests are acquired bySanpleHTTPServer thread that offers a SOAP interface to the Clients and othents.

We used HTTP to pass requests to the agent: although it hgharlkiommunication overhead compared with other
types of transport (like TCP), we felt this was outweightgdhe ease of deployment (due to firewalls, for instance).
Each monitoring request passed to the agent is envelopeccirstam XML frame containing request signature,
encoded using a Base64 positional notation.

The request can be subsequently routed to another agentteNMEManager, depending whether it is local or
not. Routing and signature checking in tReguestRouter are done similarly as in th&treamProxy described above.

The NMEManager controls the Sensors through a set of dynamically loadegimsdu each plugin is specifically
designed in order to drive a certain kind of sensor. When a toiong request is passed to tN&EManager it checks,
in a internal cache, if a suitable plugin has already beetiddaln that case the request is passed so it can configure
the sensor to perform the required monitoring and so on toitordmg itself. Otherwise th&iIMEManager looks for
one in a specific directory where sensors plugins live, anthdycally loads a suitable one if one is found. Before
being considered appropriate for a given request, a pluggrtd pass some tests tiMEManager performs: among
others, it has to adhere to tiNMEPIugin interface. To simplify the task of plugin implementationynge guidelines
have been created for plugin’s development.

4.1 Invoking Passive Network M easurements

Passive monitoring sensors are usually located at selgarmdge points in the network that offer a broad view of
the traffic of a domain, such as the access link that connelctsNawith another, or an Autonomous System to the
Internet.

To support passive network measurements usinggti2earchitecture, we have developed a plugin within the
Network Monitoring Agent which controls the passive moriitg sensors. The passive monitoring plugin first receives
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Figure 4: Invoking a passive measurement for packet loss iratgd2: a plugin inside NMA initiates a DiIMAPI
program which gathers results from two remote sensors

the configuration parameters for the passive network measents from the client’'s request. These parameters are
derived from the measurement specific part of the sessiarrigéen document, while thi APIOptions element
provides the relevant parameters for the passive mongaoiols.

Depending on the request’s parameters, the user can chetygedn a variety of passive monitoring tools which
measure different network metrics, such as round-trip fi6lepacket loss rate [8], available bandwidth, and per-
application bandwidth usage [1]. All these tools have begsiémented using the Distributed Monitoring Application
Programming Interface (DiIMAPI) [12]. DIMAPI facilitatei¢ concurrent programming and coordination of several
remote passive monitoring sensors through a single apiplica

When the starting time of a measurement comes, the passivieomirag plugin invokes the execution of a DIMAPI
program that implements the chosen passive monitoring tdsing the DIMAPI functionality, this program coor-
dinates the available remote monitoring sensors that spored to the requested domains. Through the DiIMAPI
interface, all the involved monitoring sensors are propednfigured for the upcoming measurement and then they
start monitoring the traffic and performing the actual passieasurements. The sensor’s configuration includes the
specification of packet filters, the definition of the progegoperations that should be performed for each network
packet, and the kind of results that should be producedgubkimsuitable DIMAPI functions [12]. The measurement
results from each sensor are periodically sent to the DiMgBgram, which is responsible for correlating and fur-
ther collectively analysing the gathered results beforerning them to the plugin in the NMA, with the period and
duration defined at the user’s request. Finally, the plughs@s the results and sends them to the consumer through an
encrypted connection.

Figure 4 presents an example of a passive measurementrsésstbe packet loss ratio between two different
domains: we emphasize that such a measurement requirdastszgibd techiques in order to be performed according
with a passive approach to network monitoring. Initiallyleert submits a request to the local NMA)( and the
request is forwarded to a corresponding NM2 that should perform the measurement. Then, the passivéariag
plugin parses the request and initiates the execution oM&ABi program that computes the packet loss ratio between
the two domains using data from two corresponding monigpsensors. The program first configures the two sensors
(3) and then the results are streamed from the sensors to th&Rlilgrogram 4), which computes the packet loss
ratio and reports it to the passive monitoring plugin. Hindhe results are streamed to the local NM&# énd to the
client (6).

We have currently implemented the passive monitoring plagisupporappron [1], a DIMAPI based tool that
reports the accurate bandwidth usage for individual patoand applications, amqmacket | oss [8] measurement
tools.
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4.2 Prototypelayout and operation

The purpose of our prototyping was to assess the feasibfiitie wholegd2 architecture, focusing on the commu-
nication infrastructure: therefore we tried to concemtratir efforts in order to produce a real scale support for a
community of Agents, leaving behind other aspects of ounitecture.

We implemented a fully functional request delivery infrasture, as well as the streaming in charge of returning
the data to the requester. We took into account the secsstyes mentioned above, introducing signed communica-
tions among the Agents, taking care of the organizationefidita stored in the Domain Directory.

One of the aspects that are considered to a limited exteheisniplementation of the Domain Directory: we
have implemented a solution based on an LDAP directory, @/isoslability is similar to other solutions based on
this technology. We understand that this is a limit to thdadulity of our prototype, but the implementation of an
extremely scalable solution, given the necessarily lichgeale of the experiment, was pointless.

In order to debug and demonstrate the functionality of oahiéecture, we have implemented a virtual testbed
using the NETKIT toolset [11], based on the User Mode Linwhtelogy, which allows to virtualize several distinct
hosts using a single computer. The virtual hosts appearraplete PCs, with independent storage, computing and
networking facilities. They can be interconnected usindjrary interconnection tools, and form a virtual network.
Aside from the limited amount of resources needed to syitbdle testbed, the major advantage of such an ap-
proach is that the experiments can be easily replicatedsiardisites, thus allowing a collaborative development of
the software without the need of sharing hardware fadljtend always run under extremely controlled conditions.
Demonstrations can be produced using any available Linichina, and without installing experimental software on

the real computér
| HOST \

192.168.66.1

192.168.66.2

10.0.0.1

10.255.1.1

10.255.1.2

Ares

Figure 5: Development testbed

In our testbed we synthesize a network composed of threetdged two routers (see figure 5): each of the Agents
lives in a distinct domain. One of the Agents was equipped@lient interface able to generate Network Monitoring
Requests. We observed the delivery of a Request to the Sandoone or more hops within the NMAs membership,
and the flow of observations from the Sensor to the Client.

5 Conclusions

Our investigation, which attained the detail of a real sgal@ementation, lead to a clear view of the problems related
to on demand network monitoring, and to the change of attitude needet vaspect to the, so to say, diagnosis-
oriented network monitoring. A demand driven architecigneot data-centric, in the sense that storage and indexing

1The package with the virtual testbed (designed for Ubuntwik) is available altt t p: / / www. di . uni pi . i t/ ~august o/ gd2- t est bed. t gz,
with instruction for its installation
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of measurements are not relevant, but more capabilityriceint the sense that operational network monitoring capa-
bilities must be indexed, and protected against misusereftnie we need an architecture that is able to give a streictur
to the membership of the components that have monitoringlikiyies, so to provide a capability based addressing of
the monitoring resources.

We have identified such structure in a topology-bound paniitg: such structure must be sufficiently stable,
in order to allow a distributed management of the directbigt tlescribes such partitioning. In order to effectively
abstract from the internal structure of a domain, we into@docomponents that manage the monitoring capabilities
within a domain.

The primary security need is to avoid unauthorized accesstiwork monitoring capabilities: to this purpose we
need a robust authentication scheme, which is again basefioomation contained inside the distributed directory.

Data transfer must focus on long lived, low bandwidth dasgmgfers: dess than best effort paradigm seems
appropriate for their definition. This seems to match withraam oriented protocol, that uses routing information
obtained during the delivery of the network monitoring resj.i

In such scenario, passive monitoring is not only an optiorivated by a low footprint. Passive end-to-end
monitoring capabilities can be concentrated in a few lecetiwithin a domain, thus simplifying the indexing of
available capabilities, instead of scattered on each Iplesshdpoint: which comes as a crucial advantage also in the
deployment of the network monitoring infrastructure.
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