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Abstract

Desktop Grid systems reached a preeminent place among the most powerful computing platforms in the planet.
Unfortunately, they are extremely vulnerable to mischief, because volunteers can output bad results, for reasons
ranging from faulty hardware (like over-clocked CPUs) to intentional sabotage. To mitigate this problem, Desktop
Grid projects replicate work units and apply majority voting, typically on 2 or 3 results.

In this paper, we observe that this form of replication is powerless against malicious volunteers that have the
intention and the (simple) means to ruin the project using some form of collusion. We argue that each work unit
needsat least3 voters and that voting pools with conflicts enable the master to spot colludingmalicious nodes.
Hence, we post-process the voting pools in two steps:i) we use a statistical approach to identify nodes that were
not colluding, but submitted bad results;ii) we use a rather simple principle to go after malicious nodes which acted
together: they might have won conflicting voting pools against nodes that were not identified in stepi. We use
simulation to show that our heuristic can be quite effective against colludingnodes, in scenarios where honest nodes
form a majority.

1 Introduction

Internet Desktop Grids [1, 3] aggregate huge distributed resources over the Internet and make them available for
running a growing number of applications. BOINC [1], the most popular desktop grid (DG) platform, runs about 40
projects, aggregating more than 400,000 volunteer computers yielding on average more than 400 TeraFLOPS [2].

A major concern in such a middleware is the support for sabotage tolerance (ST). Since computations run in an
open and non-trustable environment, it is necessary to protect the integrity of data and validate the computation results.

This research work is carried out under the FP6 Network of Excellence CoreGRID funded by the European Commission (ContractIST-2002-
004265).
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Without a sabotage-detection mechanism a malicious user can potentially undermine a full computation that may have
been executing during weeks or even months [5].

All important ST techniques designed up-to-date for Internet DGs are based on the strong assumption that workers
are independent from each other. While this assumption is fulfilled, actual sabotage tolerance techniques perform very
well, supplying the required (very low) error rate for the overall computation. In particular, BOINC uses replication
with majority voting which can bring an error rate of about1 × 10−5 by validating each result with only two similar
responses [9]. But, as Zhaoet al.[15] acknowledge, a potential threat comes up when workers can devise some scheme
to interact, for example, with a distributed hash table.

The actual developments in the desktop grids middleware lead toward connecting the workers in a P2P network.
For example, collaborative techniques are very attractivefor data distribution [11, 4], especially when the the DG
runs a parameter sweep application. More, researches advance in the direction of an entirely distributed P2P desktop
grid [8]. These solutions violate the workers’ independence assumption, by giving them a mean for communication
and sabotage. This brings new challenges to the design of a desktop grid system, because the master is not prepared
to fight potential collective malicious behaviors, result from orchestrated workers.

To face the new collusion threat, this paper proposes a novelapproach as a complement to the actual replication-
based mechanism, which is the most popular ST technique employed in the nowadays middleware. With replication,
the master decides about the trustworthiness of a result immediately after having collected all replicas of a work unit.
Instead, in our approach the master will postpone the decision moment in the replicated voting pools until it gathers
enough information to infer the trustworthiness of the workers. We present in this paper a statistical tool to analyze
together the voting pools and to infer and classify a worker as being malicious or not. Further, the master can mark a
voting pool as being suspicious if a honest worker is losing the decision. On these voting pools, the master can apply
further replication in order to conclude about the valid result.

In contrast to other works on ST in DGs [10, 15], we evaluate our approach considering a wider range of malicious
saboteurs, including naive and colluding ones, as well as transient saboteurs which change their profile during their
life.

The paper is further organized as follows. In Section 2 we present background information about desktop grids.
We describe the actual existing sabotage tolerance techniques and up-to-date conclusions about their effectiveness.
We define the type of saboteurs our approach intents to cover and make a discussion about how efficient the respective
sabotage strategies are. In Section 3 we present our collusion-resistant sabotage tolerance technique. We start by
showing how we can statistically model the voting behavior of workers and how we can classify the workers in
malicious and not malicious ones. Next, we present our global sabotage tolerance protocol. In Section 4 we present
and discuss the results obtained with our sabotage tolerance protocol. Finally, Section 5 concludes the paper.

2 Background

A desktop grid system consists of a server (referred furtheras themaster) which distributes work units of an application
to workers. Workers are machines which voluntarily join the computation over the Internet. Once a work unit is
completed at the worker site, the result is returned back to the master. A result error is any result returned by a worker
that is not the correct value or within the correct range of values [9].

Theerror rate ǫ is defined as theratio of bad results or errors among the final results accepted at the end of the
computation. Thus, for a batch ofN work units with error rateǫ, the master expects to receiveǫN errors. For every
application, the master employs some sabotage-tolerance mechanism for obtaining an acceptable error rateǫacc with
regard to its application.

Redundancyis defined as the ratio of the total number of replicas assigned to workers to the actual numberN of
work units. Usually, redundancy is larger than 1, which means that we need computing resources only for verification
purposes.

2.1 Related work

In this section we present previous work regarding sabotagetolerance in desktop grids. All the methods herein re-
viewed assume independence between workers.

BOINC, the most popular Internet desktop grids usesreplication with majority voting [1, 10] as the sabotage-
tolerance mechanism. The master distributes2m− 1 replicas of a work unit to workers and when it collectsm similar
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results, it accepts that result as being the correct one. Each collected result is seen as a vote in a voting pool with
2m − 1 voters and with majority agreement being the decision criteria. With the same sabotage model, Wong [13]
presents a variation of the replication with only 2 replicas, by considering the workers arranged as nodes in a graph
and connected by the workunits. This protocol allows the host to estimate without auditing the proportion of untrusted
workers and how often these workers would submit incorrect results.

From the redundancy point of view, a more efficient method forerror detection isspot-checking[15], where a work
unit with a known result is distributed at random to workers.Workers’ results are compared against the previously
computed and verified result. If the result for the spotter iserroneous, then, the worker is blacklisted, in the sense that
all its previously and future results are discarded.

Credibility-based systems [10] use conditional probabilities of errors based on the history of host result correctness.
It assumes that hosts that have computed many results with very few errors are more reliable than hosts with a history
of erroneous results. This method has problems to fight against hosts that behave well for a long period of time, in
order to gain credibility, and after that start to sabotage.

Yurkewych et al. [14] presents a study regarding the colluding behavior in commercial desktop grids. As workers
receive money for their results, this study employs a game-theoretical analysis, based on the traditional tax-auditing
game. They show that redundancy can eliminate the need for result auditing when collusion is prevented. Non-
redundant allocation can work even with colluding scenarios, if the master is able to impose high penalties on cheating
workers, given that some pre-defined positive audit rate is preserved. We differentiate from this study as in volunteer
computing no monetary means can be enforced to penalize malicious workers.

Kondoet al. [9] performed the first study that characterizes the errors in Internet Desktop Grids. They approached
only I/O errors and discussed the efficiency of the above sabotage tolerance methods. In their experiment, they ob-
served that 35% of hosts provide at least one error, the average error rate of an erroneous host is 0.0034, yielding for a
global error rate over all hosts of 0.0022. Moreover, 10% of the erroneous hosts produce more than 70% of all errors,
with an average error rate of 0.0335. Additionally, distribution of errors over time seems to be non-stationary, which
reduce the effectiveness of spot-checking and credibility-based systems, because they depend on high consistency of
the error rates. They concluded that simply blacklisting erroneous hosts can cost as much as 40% of the throughput,
coming from hosts that produce good results in general. Theyalso concluded that replication with majority voting is
the most reliable sabotage tolerance method in order to achieve a host error rate of1× 10−5. This error rate is a must,
if the overall acceptable application error rate is10−2. Therefore, we will use the replication with majority voting as
a starting point of our approach.

2.2 Sabotage models

To characterize erroneous hosts, we consider two models that define extreme behaviors: the first behavior is thenaive
malicious, where a node randomly commits mistakes in some work units independently of the behavior of other nodes.
Note that this could possibly happen because the node is faulty, due, for instance, to malfunctioning hardware. In the
other extreme, we considercolluding nodesthat make their behavior depend from the participation of other malicious
nodes in voting pools. They introduce errors only when they are sure that their sabotage can be successful, for instance,
when they know that other malicious nodes are participatingin the voting pool, thus forming a majority. While naive
malicious nodes expose themselves to be detected and possibly black-listed in a rather easy way, the colluding voters
are much more subtle and can easily pass undetected.

We denote the basic naive malicious node byM1-type. A M1-type worker submits bad results with a constant
probability s, calledsabotage rate. This naive sabotage model assumes that workers are independent of each other
and do not communicate. If we assume the existence of a fraction f of M1-type saboteurs in the total population of
workers, then the expected error rateǫM1

(f, s,m) of the majority-voting replication is [10]:

ǫM1
(f, s,m) =

2m−1
∑

j=m

(

2m− 1

j

)

(fs)j(1− fs)2m−1−j (1)

Unlike the basicM1-type, a colluding saboteur (further referred asM2-type), has the will and the means to reach
other saboteurs in order to develop malicious coalitions. In modelM2, a dishonest workerw will sabotage only if it
finds enough dishonest peers to join it to defeat the honest nodes involved in the same voting pool. We assume that
there is a complete graph connecting all the malicious nodes, such that communication between any two malicious
nodes is always possible at any point in time. However, at this stage of our work, we impose a limit to the power of
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Figure 1: Error rates comparison between various types of malicious workers against simple replication

malicious nodes: they are not aware of our sabotage detection mechanisms and they act to conceal themselves from
majority voting.

If the fraction ofM2-type saboteurs in the total population of workers isf , each saboteur being an active one with
probabilitys (i.e. s is the probability they launch the collusion-formation protocol), each of them knowing all the rest
of the workers, then the expected error rate is given by Equation (2).

ǫM2
(f, s,m) =

2m−1
∑

j=m

(

2m− 1

j

)

(

1− (1− s)j
)

f j(1− f)2m−1−j (2)

We consider yet another type of saboteurs deemedM3-type, mixed malicious, which change their behavior during
their life, behaving either naive or colluding, but always performing a dishonest role. For anM3-type saboteur, we
denote withc thenaive ratio, which is the fraction of work units for which the worker behaves as anM1-type saboteur
with sabotage rates1, while for the remaining1 − c fraction of work units it behaves like aM2-type saboteur with
sabotage rates2. In this case the expected error rate is the one of Equation (3):

ǫM3
(f, c, s1, s2,m) = cǫM1

(f, s1,m) + (1− c)ǫM2
(f, s2,m) (3)

2.3 Discussion

Given thatM1-type saboteurs submit a rather small fractions of bad results (with an average of 0.0034 for independent
I/O errors [9]), it results that colluding saboteurs are much more destructive than independent ones. Figure 1 shows
the comparison of the error rates achieved with different number of identical results requiredm, for f = 0.035 and
s = 0.0335 in the case of bothM1-type andM2-type saboteurs1. To allow for a better comparison, we used the
same value ofs = 0.0335 for all types of colluders in Figure 1. However, colluding saboteurs would be much more
destructive if they always try to sabotage, i.e., ifs = 1 (naturally, this can leave more traces of their intervention).
The error rate ofM3-type saboteurs is something in betweenM1 andM2-types, being much closer to the latter. We
consideredc = 0.5 for anM3-type saboteur, while keeping the samef ands1 = s2 = s.

We define theeffectivenessof a saboteur as being the ratio between the number of times itsucceeds to defeat the
sabotage tolerance mechanism versus the total number of times it sabotages. While naive saboteurs succeed to defeat
the master’s replication-based sabotage tolerance mechanisms only in a small fraction of the attempts, a colluding
saboteur will sabotage only when it is sure to win the majority voting, and therefore, its effectiveness is total (1). Of
course, the effectiveness of a naive saboteur increases with its sabotage rates; this being the sole parameter such a
saboteur can control. Figure 2 depicts the number of times colluding saboteurs of typeM2 andM3 are more effective
than the naive ones for various number of results required. The effectiveness of the saboteurs was computed for the
same parameters as in figure 1. The effectiveness of theM2-type saboteurs was computed assuming that they sabotage
only when at least a coalition of size 2 is formed. The relative effectiveness of the colluding saboteurs increases

1We assumed the same error rate parameters as for the top 10% erroneous hosts reported by Kondoet al. [9].
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Figure 2: Relative effectiveness comparison between various types of malicious workers against simple replication

exponentially with the number of results required, becausethe success rate of naive saboteurs is very small in the
presence of higher-order replication.

We should also note that besides being less destructive, naive saboteurs leave more traces behind them, making it
much easier for the master to spot them out.

3 A collusion-resistant sabotage tolerance protocol

In this section we propose a collusion-resistant sabotage tolerance protocol. Since the actual replication works very
well in the presence ofM1-type naive saboteurs, we do not intend to replace it. Instead, we complement it with a
scheme targeted to spot and defeat colluding saboteurs, which are much more effective and can defeat the replication,
as we have seen in Section 2.3.

3.1 Overview

Kondoet al. [9] demonstrated that replication withm = 2 is enough to cope with erroneous hosts withM1 saboteurs.
Additionally, we observe that DG projects that we are aware of setm to be2 at most, while some of them set initially
use only two replicas and ask for another one in case of conflicting responses. Therefore, in the present stage of our
work we fixm = 2. This means that the master replicates each task2m− 1 = 3 times. However, instead of deciding
on a result as soon as the master gets a majority of2 similar responses, it will wait and postpone the decision until
it gets all three results from that work unit and until it collects enough results of related workers fromdifferentwork
units. We further consider each work unit as a voting pool, where each worker is worth a vote. After it collects a
number of voting information (the most it collects the better), the master will analyze the information acquired from
the voting behavior and will infer which are theM1-type naive saboteurs. The rationale for this is that, once these
nodes are identified, the remaining contradictory voting pools only contain colluding nodes of typeM2 andM3. Then,
the master will reconsider these work units and ask for further responses.

The master’s objective is to spot out malicious workers, regardless of the sabotage model they fit in. From this
point of view, a voting pool that contains contradicting votes is of interest for the master, because it contains, at least
one faulty node. If the size of the voting pool is 3, this meansthat one loosing worker voted against two opponents.
A valuable observation is that in the case of naiveM1-type workers, the total number of such conflicting voting pools
is higher than in the case ofM2 saboteurs, for the samef ands, regardless their value. This makes it easier for the
master to spot out naive saboteurs than colluding ones. Whilea hybridM3 saboteur has a mixed behavior switching
between being naive and colluding, this model will give us less clues than naive saboteurs, but more clues than with
colluding ones. Therefore, given thatM2 andM3 nodes are not aware of our sabotage tolerance mechanism and only
try to defeat majority voting, we expect a better response againstM3 than againstM2 saboteurs.

Considering a conflicting voting pool, would be of interest for the master to assess if the worker that is losing
the decision is behaving like a naiveM1-type saboteur or not. The master can do this assessment if itpossesses a
theoretical model of the voting pools world and a classification tool, which we will describe in the following section.

CoreGRID TR-0124 5



Table 1: Parameters describing the population structure

f1 proportion ofM1-type workers
s1 sabotage rate ofM1-type workers
f2 proportion ofM2-type workers
s2 sabotage rate ofM2-type workers
f3 proportion ofM3-type workers
c naive ratio forM3-type workers
s3,1 sabotage rate ofM3-type workers while behaving asM1-type
s3,2 sabotage rate ofM3-type workers while behaving asM2-type

3.2 Statistical modeling of the voting behavior

Consider a populationSP consisting of honest and malicious workers. Table 1 describes the meaning of each structure
parameter. We impose that honest workers are in majority, i.e.,f1 + f2 + f3 < 0.5. To enable evaluation, we assume
that the population structure is stable over time and that workers fully comply with its model during all their life.
Additionally, there is an implicit assumption in the modelsof workers that we devised: nodes are unaware of the
algorithm used by the master to spot collusion. Let the master distribute replicated tasks from a set of work unitsSW ,
such that, on average every worker getsN tasks.

A voting poolV = {v1, v2, v3} is a set of three (m = 2) different workersvi ∈ SP , each of worker submitting a
binary vote in the pool. Consider a fixed workerv ∈ V . The number ofvotes againstthe worker collects in the voting
pool V can be modeled as a random variableYv : {0, 1, 2} → R, whereYv(i) = pv,i ≥ 0 is the probability that the
workerv hasi votes against in the voting poolV , with

∑

i pv,i = 1.
Due to thei) population structure stability;ii) worker’s fully compliance with its model; andiii) the fact that

workers can not influence how the master distributes them in the voting pools, any two voting pools for the same
worker are statistically identical and independent and thus, we can model the behavior of a worker during a sequence
of N voting pools as a multinomial experiment withN trialsYv.

We denote byYv,N : {0, 1, . . . , 2N} → R the random variable defining the probabilities for the worker v to collect
a given number of votes against over a total ofN voting pools.

From the independence between two different voting pools, we can infer thatYv,N =
∏N

t=1 Yv = Y N
v . 2 In our

case, as everyYv is defined over the set{0, 1, 2}, for the sake of simplicity, the discrete values of the random variable
Yv,N can be obtained by computing the corresponding coefficientsof a polynomial like the one of Equation (4).
These coefficients can be computed either by successively multiplying the polynomials (as we did) or by applying the
multinomial theorem and using the trinomial coefficients [7].

(pv,0 + pv,1X + pv,2X
2)N (4)

Thejoint distribution functionof a voterv with Yv,N isFv : {0, 1, . . . 2N} → R, defined asFv(i) = Prob(Yv,N ≤ i),
Fv(i) being the summation of all coefficients of the polynomial (4)up to thei rank.

In the heart of our heuristic lies a simple intuition about the distribution functionsFv: if we compareFv for a
honest node and for anM1 malicious node there is a huge separation between both lines, because a typical honest
node gets much fewer votes against than a typicalM1 node. For a given population structure, after determining the
initial valuespv,0, pv,1 andpv,2 and computing the coefficients of Equation (4) using multiplications of polynomials
we got distribution function curves like the ones depicted in Figure 3. The population we used to plot these curves was
the following: in each of them we consideredf = 0.1 malicious workers. Each worker has some predefined sabotage
rate of0.5 and we assigned onceN = 30 andN = 40 work units per worker. First, in Figure 3(a) we considered
only naiveM1-type workers. In Figure 3(b) we replaced naiveM1-type workers with colludingM2-type workers. We
can notice that for the same percentage of the malicious workers (f = 0.1) and the same sabotage rate (s = 0.5), the
gap between the distribution functions forN = 30 andN = 40 increases, while the distribution function of naive

2Given 2 random variablesY1 : {x1
i
, i = 1, n1} → R+, Y1(x1

i
) = p1

i
,
∑

i
p1

i
= 1 andY2 : {x2

i
, i = 1, n2} → R+, Y2(x2

i
) =

p2
i
,
∑

i
p2

i
= 1, the productY = Y1Y2 is defined by over the space{x1

i
∧ x2

j
, i = 1, n1, j = 1, n2} with the following expression:

Y (x1
i
∧ x2

j
) = pi

1
p

j

2
.
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Figure 3: Theoretical distribution functionsFv for various population structures

workers shifts to the right. In Figure 3(c) we considered a mix of M1 andM2-type workers, keeping the proportion of
malicious workers identical (f1 + f2 = 0.1). We can notice that the distribution function of the naive malicious is on
the right side, the distribution function of the honest workers is on the left side, while the distribution function of the
colluding malicious is shifted a bit on the right of the honest workers distribution.

After we analyzed extensively various population structures, using the mathematical procedure explained in the
above paragraph, the following important conclusions can be drawn out:

• M1-type (naive) saboteurs always collects the biggest numberof votes against, their joint distribution functions
being the most-right ones in the graphic;

• for N large enough, there is a clear separation between the distribution functionsFv for the case of honest
workers versus malicious workers;

• the honest workers have the distribution functions on the left side of the graphic, the distances between a honest
worker distribution and a naive (M1) malicious one being the bigger ones;

• as expected, the distribution function for anM3-type worker, not shown on the plots due to space consideration,
will lay down between distribution functions ofM1 and M2 workers, being placed on the left side of the
distribution for theM1-type workers.

3.3 Spotting out naive saboteurs (M1 or M3)

Based on the theoretical conclusions drawn out in Section 3.2, we now propose a method for spotting out saboteurs
that behave permanently or intermittently as naiveM1-type ones. This includesM3-type workers.

Suppose that the master distributes a batch of work units, such that each worker takes place in an average ofN

voting pools. For some particular workeri, the number of voting pools isNi and the master can count the number of
timesc0, c1, c2, the worker registered 0, 1, and 2 votes against, among its work units. These figures, divided byNi

give the practical (sampled) probabilitiesp0, p1, p2 (as used in Equation 4) for that worker. Applying the procedure
described in Section 3.2, the master will obtain one distribution function (similar to the ones of Figure 3) for each
worker.

Figure 4 depicts the distribution functions for workers participating in an experiment with a population structure
with f1 = f2 = 0.1 andf3 = 0, for N = 30 and for a small number of nodes (in order to facilitate the display of
the distributions on the plot). As expected from the theoretical results presented above, the distribution functions of
M1-type workers (solid lines) will agglomerate the right sideof the plot, while the ones of the honest workers (circled
lines) andM2-type workers (squared lines) will stay on the centre and left side. The honest workers that were not
placed in voting pools with malicious opponents have the most left-sided distributions.

For two votersvi 6= vj with the distribution functionsFvi
andFvj

computed after considering all voting pools
they took place in, we define in Equation 5 the distance between their distribution functions:

d(vi, vj) =
∑

k

(Fvi
(k)− Fvj

(k))2 (5)
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Figure 4: Distribution functions for a population withM1 andM2-type saboteurs

Now, consider the symmetrical matrixD = (di,j) of sizen × n, where its elements are defined as the distances
di,j = d(vi, vj). A row i of this matrix shows how statistically different is the behavior of workervi from the rest of
workers in the population. The matrixD can be normalized to a matrixC to make the values of each row sum 1, by
dividing each row by its own sum.

According to the theoretical findings (Section 3.2), the distances between naive-behaving saboteurs and the major-
ity of the population should be large. Having in matrixC a measure of distance between any pair of nodes, we can use
the EigenTrust algorithm of Kamvaret al.[6] (Algorithm 1), to give each node a single global score (its corresponding
eigenvalue). The score of each node tells us how likely is that node to be dishonest. Kamvaret al. proved that the
algorithm will converge to some global scores vector,~t, if the initial matrixC is not singular. More, the global vector
~t contains only positive values with

∑

ti = 1.

Algorithm 1 The simple EigenTrust algorithm [6]
Input data:
C = (ci,j) a matrix of sizen× n, with

∑

j ci,j = 1
some small errorǫ
~t0 = (t

(0)
i ), with t

(0)
i = 1

n
, for every1 ≤ i ≤ n

repeat
~t(k+1) ← CT~t(k)

δ ← ‖~t(k+1) − ~t(k)‖
until δ < ǫ

To avoid obtaining singular matrices, we remove fromC the rows and columns for workers that scored only 0 votes
against in all their voting pools. After we compute~t, we sort the scores of the nodes in ascending order assuming that
each value represents a discrete probability and we computetheir corresponding distribution function. In Figure 5 we
depict a particular case for this distribution function (for a population of 1000 workers processing on averageN = 30
work units each, withf1 = f2 = 0.1, s1 = s2 = 0.5). In most of our experiments we got a clear “knee” (indicatedby
the arrow) in this plot, resulting from the differences between naive saboteurs and remaining population. Identifying
this knee, we can classify the workers in naive malicious andnot naive malicious ones. In the absence of a knee, our
algorithm should just not mark any worker as naive maliciousand assume that all of them are either honest orM2-type
nodes (in fact some of the nodes could beM3 behaving mostly asM2).

To locate the knee, when it exists, we use the second order differences of the vector~t values, as these emphasize
in a clearer way the fast growth in the zone of the knee. We consider 10 consecutive values in the second differences
and we compute their statistical variance. The knee shows upwhen these variances goes above a given threshold (see
Equation (6)). In our experiments we setϑ = 10−8. We also tried other thresholds with a difference of up to 3 orders
of magnitude and we noticed no sensible difference. Thus, wecan considerθ = ticr

, whereicr is given by eq. (6) and
classify as naive malicious all workersi such usti ≥ θ.

icr = max {i|var(ti−10, ti) < ϑ} (6)
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Figure 5: Distribution function and second order differences for the~t values

In section 4 we will present the classification results. We should be aware that our final goal is the identification
of the colluding saboteurs, while identifying with a big degree of certainty the naive saboteurs represents only an
intermediary step.

3.4 A general sabotage tolerance protocol

The theoretical modeling using multinomial experiments presented in Section 3.2 allowed us to define the classification
procedure presented in Section 3.3. With a good certainty, the master can identify malicious workers, especially those
of typeM1, while keeping the classification error low - as we will see insection 4.1. A low classification error means
that a small number of false positive workers, which are in fact honest workers, are reported by the classification
scheme. In this section we go further and define our general sabotage tolerance protocol.

Because actual replication is effective to defeat naive saboteurs, our protocol identifies those cases where a worker
that is not classified as (naive) malicious is defeated, and asks further replication on those voting pools. Therefore, we
do not replace the actual replication-based sabotage tolerance protocol; rather we complement it with a tool to spot
out situations when colluding saboteurs win against honestones. Specifically, the master has to employ the general
algorithm described in Algorithm 2.

Algorithm 2 The general sabotage tolerance algorithm
1: Input data:
2: SW : the set of work units,SP : the set of workers
3: Begin
4: SV ← Distribute tasks(SW , SP , 3);
5: SV,conflicting ← Select conflicting pools fromSV

6: SMal ← Identify malicious workers
7: SV,suspect ← Select suspect pools fromSV,conflicting

8: SV,err ← Ask 2 more responses on pools fromSV,suspect

9: SM2∪M3
← Identify colluding workers fromSV,err

10: SV,suspect1 ← Identify voting pools with consensus of only colluding workers
11: Ask a new voting pool on everyV ∈ SV,suspect1

12: Accept the results for allV ∈ SV by majority voting
13: End

Up to line 4 in Algorithm 2 the master applies the classical replication. In line 5 the master selects the conflicting
voting pools out of the initial replication results. Next, in line 6, the master applies the classification algorithm of
Section 3.3 and obtains a list of malicious workers. In line 7, the master selects among the conflicting voting pools
those where another worker not a malicious one is defeated. On each of these suspect voting pools, the master ask
at most two new response replicas (line 8), by putting the tasks on honest workers. The honest workers are selected
from the ones that recorded zero votes against or from the ones that registered the smallest~t values in the classification
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Figure 6: Results obtained for a population structure with only honest andM1-type nodes

procedure. At the end of this step, the master identifies those voting poolsSV,err where the initial result was reverted.
From these voting pools, the master identifies the colludingworkers (line 9). Next, in step 10, the master traces back
all non-conflicting voting pools where three malicious workers where initially assigned. On each of these voting pools,
the master invalidates the initial quorum and asks a new 3-times replication with honest workers as above. In the end,
the master accepts the results of each voting pool with a majority voting.

4 Results and discussion

4.1 Results

In this section we report the results we performed with our sabotage tolerance scheme. We considered various popu-
lation structures and we let the master assign tasks such that each worker gets on averageN = 30 tasks (i.e. 10000
work units for a population of 1000 workers). For each population structure we have run 100 experiments, to get a
statistical confidence on our results. However, for convenience, in our plots we show only the average values.

To evaluate the performance of the proposed sabotage tolerance scheme, we computed the final error rate and
redundancy obtained with our scheme and we compared them with the one obtained with the simple replication,
before applying our sabotage tolerance protocol. For a costestimation, we also compared the actual redundancy of
our scheme against a “theoretical” redundancy that would beobtained if the sabotage tolerance protocol would ask for
another task replica on each voting pool with conflicting responses. This theoretical redundancy is an optimistic value
because it is still not enough for establishing the correct result of a conflicting voting pool.

But, we are also interested in discovering the colluding saboteurs, i.e. the ones that get defeated after applying
the algorithm presented in section 3.4. We can see this task as a classification one and evaluate its performance by
computing the classification error and the recall rates. As advised in the data mining field [12], theclassification error
represents the percentage of incorrectly classified examples (false positives) out of the total retrieved ones for some
class. Therecall represents the percentage of the examples of some class identified by the automated classification
procedure. We should note that obtaining a low classification rate is usually achieved with a cost of a low recall. In
what follows, we will also report the classification error rates and recalls for the classification tasks performed by our
sabotage tolerance protocol. More precisely, we will report the global results (i.e. classification error rate and recall
with respect to all saboteurs, regardless of their profile) and the results concerning only the colluding saboteurs (i.e.
saboteurs belonging toM2 andM3 types).

First, we applied our method in pure populations with onlyM1 andM2-type workers (Figures 6 and 7). We
plotted the actual ST protocol error rates (with dotted lines) against the ones obtained with simple replication (with
solid lines). We can note in Figure 6a that with onlyM1-type naive workers our sabotage tolerance protocol works
pretty well, increasing the effectiveness of the replication by at least 10 times and avoiding the verification of each
conflicting voting pool (Figure 6b). With onlyM2-type workers (Figure 7a), the sabotage tolerance protocolworks in
its full power if the workers are sabotaging with rates greater than 0.3, i.e.,s2 ≥ 0.3. For smaller values ofs2, like
0.05, results of our algorithm are not so good, but even in this case, when simple replication is effective, our protocol
succeeds to improve error rate by about 10 times. We can note that defeating all colluding saboteurs (the cases with
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Figure 7: Results obtained for a population structure with only honest andM2-type nodes
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Figure 8: Results obtained for a population structure with honest,M1 andM2-type nodes,M1-type workers being in
a small (f1 = 0.05) proportion
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Figure 9: Results obtained for a population structure with honest,M1 andM2-type nodes,M1-type workers being in
a medium (f1 = 0.2) proportion

big sabotage rates) is done with the cost of a bigger redundancy (Figure 7b), as for every conflicting voting pool we
ask two new results. This is the reason why in this case the redundancy is higher than the theoretical redundancy. But,
we should note that redundancy is still lower than 4 and the percentage of the saboteurs in the population is very high.

Regarding the classification tasks for theM1-type pure populations (figure 6c), our protocol correctly retrieves
almost all naive saboteurs with an acceptable low recall, ifthey sabotage consistently (i.e.s1 > 0.3). Also, the recall
is low if there are a considerable number of saboteurs. The worse results are obtained for the cases withf1 = 0.05 or
s1 = 0.05, i.e. there are very few saboteurs or they do not reveal out their profile. We should note that this population
setup evaluates the performance of the initial classification procedure described in section 3.3, which spots out (witha
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Figure 10: Results obtained for a population structure withhonest,M1 andM2-type nodes,M1 -type workers being
in a large (f1 = 0.4) proportion
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Figure 11: Results obtained for a population structure withM3-type nodes and various naive rates,M3-type workers
being in a small (f3 = 0.05) proportion
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Figure 12: Results obtained for a population structure withM3-type nodes and various naive rates,M3-type workers
being in an average (f3 = 0.2) proportion

good certainty) the naive saboteurs.
Regarding the classification tasks for theM2-type pure populations (figure 6c), we should note that our algorithm

recalls almost all saboteurs if they are in an acceptable proportion (f2 > 0.05) and they reveal their identify (s2 > 0.3).
The bigger global classification error rates for the cases whenf2 = 0.05 are associated with low recall. This means
that step 6 of the algorithm 2 spots out very few naive saboteurs, letting (as expected) the forthcoming replication on
suspect voting pools to spot out colluding workers with the price of the increased redundancy.

Next, we considered mixed population structures with naiveand colluding workers against honest ones (figures 8,
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(c) Classification error rates and recalls

Figure 13: Results obtained for a population structure withM3-type nodes and various naive rates,M3-type workers
being in a large (f3 = 0.4) proportion

9 and 10). Specifically, we considered that the naive workersare in a small, medium or large proportions (f1 = 0.05,
f1 = 0.2 andf1 = 0.4) and we varied the structure parameters regarding the colluding workers.

We can notice (figures 8a and 9a) that if the naive workers do not overwhelm the colluding ones (the cases when
f1 = 0.05 andf1 = 0.2) then the ST protocol is very effective in spotting out the collusion, especially on the cases
when the colluding workers are well defined (the sabotage rate is big enough). For the case whenf1 = 0.4 (figure
10a), colluding workers have only a very small influence on the overall and we got a situation similar with a pureM1

population. Still, we get 10 times improvement in the error rate.
In this mixed case, the redundancy (figures 8b, 9b and 10b) is in between the pure population cases. In majority of

cases, the redundancy is small, being very significantly below the theoretical one. We can notice that for the case when
colluding workers are in a large proportion (f2 = 0.4 - figure 8b), if the naive workers shows their profile by a big
sabotage rate (s = 0.5), the redundancy is lower than the case of only pureM2-type workers, as the naive saboteurs
are spotted out by the procedure described in section 3.3.

In what regards the classification, the ST protocol correctly identifies most of the colluding saboteurs. We should
note that big classification error rates for the colluding saboteurs are reported for the cases when naive saboteurs
overwhelm the colluding ones (f1 > f2). But, this is archived concurrently with a very low global classification error
(see figures 9c and 10c). This means that our ST protocol also identifies naive saboteurs that happened to vote together
and classified them as colluding.

As we discussed previously, aM3-type worker is a hybrid one. We again considered various proportions ofM3-
type saboteurs (f3 = 0.05, f3 = 0.2 andf3 = 0.4) and naive rates (c = 0.1, c = 0.5 andc = 0.9) over a full
combination of sabotage ratess3,1 ands3,2 (figures 11, 12 and 13).

The ST protocol results for populations consisting onM3-type workers ((figures 11a, 12a and 13a)) do not differ
too much from the one presented up to now, being similar with the case of mixedM1 andM2 populations. The
redundancies show up a similar pattern as explained before.Again, our protocol is much effective when theM3

saboteurs behave mostly as colluding ones (c < 0.5) and have a well defined colluding profile (s3,2 ≥ 0.3). But, also,
in the rest of cases, the we obtain at least a 10 times improvement comparing with the basic replication. The results of
the classification procedures are also very good, the algorithm identifying almost all colluding saboteurs.

Mixing M3-type workers with pureM1 andM2 ones does not change the above results.

4.2 Discussion

In the Section 4.1 we have drawn out the following conclusions:

• we succeed to keep the error rate in the acceptable limit of10−4 for the most majority of cases

• if the malicious workers reveal their colluding profile withhigh consistency (some sabotage rates2 ≥ 0.3), our
sabotage tolerance heuristic spots them successfully, even if the number of saboteurs is large

• in all cases, we get at least 10 times improvement comparing with the simple replication, without a meaningful
increase of the redundancy. Even in the worst case (with a large number of very effective colluding saboteurs),
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the redundancy remains below an entire additional replication per work unit.

• the classification procedure is effective, spotting out most of the colluding workers with a low classification
error rate.

From the experiments it appears that the most difficult situation for our sabotage tolerance approach occurs when
there are many colluding saboteurs (e.g.f2 = 0.4) and when they sabotage very infrequently (s2 = 0.05). Here,
our protocol succeeds to lower the error rate, but it still remains around10−3. If possible, a solution might be to
increase the number of voting pools per worker (N ). Nevertheless, the actual findings in DGs make us think thatsuch
a scenario has a very low probability of occurring in practice. In fact, our selection ofN was balanced between the
good results it yields in most cases and the need to keep it within the realistic assumptions of a DG environment.

Another difficulty of the ST protocol occurs when the number of naive malicious workers is large (f1 = 0.4). The
effectiveness of our ST protocol is closely related to the weakness of replication in these situations, as shown in [10].
In fact, although we succeed to get improvements, to increase performance one might need to increasem.

Another issue with our heuristic concerns the fact that we donot eliminate completely all erroneous results. This
results from a number of facts. First, we select “honest” workers to verify the suspicious results. Although we have a
very good confidence that our selected workers are honest, wecan not eliminate the possibility of selecting malicious
workers instead. This situation can happen with higher probability if the number of saboteurs is very big. Second,
the classification algorithm of Section 3.3 is tuned for a compromise between error classification (false positives) and
recall (total number of real positives identified). If we want a very small classification error rate for this algorithm,
the recall may be lower and conversely, for a large recall we should accept a larger classification error rate. The larger
the classification recalls are, the lower will be the redundancy of the ST protocol and the number of errors in our ST
protocol. On the other hand the lower the classification error is, the lower gets the ST protocol error rate. In any cases,
100% recall is not achievable by any possbile classification scheme.

Regarding the computational effort, the matrix multiplication algorithm is the most costly part. Kamvaret al. in [6]
give a computational analysis for this cost. Although the computation is somewhat heavy, the master has to perform
only scalar operations with quadratic complexity and this can be run off-line.

5 Conclusion

In this paper, we presented an algorithm that targets colluding nodes in desktop grid systems. We argued that simple
majority voting is powerless against colluding behavior and we observed that any DG system needs at least3 replicas
to defeat such nodes. Then, we proposed an algorithm that uses off-line processing on a moderately large set of voting
pools to spot malicious nodes, before acceptinganycomputation from volunteers. To evaluate our approach we used
three types of nodes, ranging from naive (M1) to colluding (M2) ones, including nodes with commuting behavior
(M3). Our experimental results show that our statistical approach identifies well the nodes acting in a naive way,
leaving only the colluding (M2) nodes undetected. Then, we go afterM2 nodes on a voting-pool-by-voting pool basis,
whenever we find conflicting results. We succeed to keep the overall error rate low, even in the presence of smart
colluding nodes.

As future work, we intend to further improve and simplify ourmechanisms for findingM1 andM3 nodes. Addi-
tionally, we believe that one important limitation of our work results from the assumption that nodes are not be aware
of the algorithm that the master uses to spot them. Although theM3 model tries to conceal its pattern of behavior, it
falls short on that attempt and we still do not have some formal proof or some evidence showing that no model can
defeat our sabotage tolerance scheme.
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Cappello. Characterizing result errors in internet desktop grids. InEuro-Par 2007, Parallel Processing, 13th Intl
Euro-Par Conf, France, 2007, Proceedings, volume 4641 ofLNCS, pages 361–371. Springer, 2007.

[10] Luis F. G. Sarmenta. Sabotage-tolerance mechanisms for volunteer computing systems.Future Generation
Comp. Syst., 18(4):561–572, 2002.

[11] Baohua Wei, Gilles Fedak, and Franck Cappello. Collaborative data distribution with bittorrent for computational
desktop grids. In4th Intl Symposium on Parallel and Distributed Computing (ISPDC 2005), 2005, France, pages
250–257. IEEE Computer Society, 2005.

[12] Ian E. Witten and Eibe Frank.Data Mining: Practical Machine Learning Tools and Techniques (Second Edition).
Morgan Kaufmann, 2005.

[13] S. Wong. An authentication protocol in web-computing.In 20th Intl. Parallel and Distributed Processing Symp.
(IPDPS 2006), Proceedings, 2006, Greece. IEEE, 2006.

[14] Matthew Yurkewych, Brian N. Levine, and Arnold L. Rosenberg. On the cost-ineffectiveness of redundancy in
commercial p2p computing. InCCS ’05: Proceedings of the 12th ACM conference on Computer and communi-
cations security, pages 280–288. ACM, 2005.

[15] Shanyu Zhao, Virginia Mary Lo, and Chris GauthierDickey. Result verification and trust-based scheduling in
peer-to-peer grids. In5th IEEE Intl Conf. on Peer-to-Peer Computing (P2P 2005), 2005, Germany, pages 31–38.
IEEE Computer Society, 2005.

CoreGRID TR-0124 15


