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Abstract

In this paper we present a fault-injector tool, named JAFL (Java Fault Loader), which was
developed with the target of testing the fault-tolerance mechanisms of Grid and Web applications.
Along with the JAFL internals description, we will present some results collected from synthetic
experiments where we used both our injector and fault detection mechanisms. With these results we
expect to prove that our fault injection tool can be actively used to evaluate fault detection mechanisms.

" This research work is carried out under the FP6 Network of Excellence CoreGRID funded by the European
Commission (Contract IST-2002-004265).
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1 Introduction

Before the deployment of Grid applications or any Grid middleware it is necessary to be sure that the software is
robust and reliable. The software modules that are most difficult to be tested are the ones related with failure-
detection and recovery. To exercise these modules we propose the use of synthetic fault-injection. By using fault
injection techniques we will be able to reproduce the occurrence of failures in a system and measure the latency and
coverage of the built-in fault-detection mechanisms.

To reproduce valid failures, the fault injector tools must be developed based on todays most common failures. In
surveys such as [6] or [7] we can see that the main causes of failure are divided in four big groups: software failures,
operator errors, hardware failures and security violations. Since hardware failures and security violation are out of the
scope of this paper, we will only discuss software failures and operator error issues, which, in their turn, account for
80$\%$ of system failures (software (40%), operator error (40%)).

After deeply analyzing these two groups (software and operator errors) we realized that operator errors occur
mainly during system maintenance, software upgrades and system integration while the software failures normally
occur due to system overload, resource exhaustion and complex fault-recovery routines. Since these are the most
common causes of system failures, our work will be completely focused on them.

In this paper we present a fault-injector tool, named JAFL (Java Fault Loader) that was developed based on the
previous issues and with the target of testing the fault-tolerance mechanisms of Grid and Web applications.
Furthermore, we can say that this fault-injector was developed as an additional package of the QUAKE benchmarking
tool [28].

In the next sections we will describe JAFL internals, we will expose some of the most common fault detection
mechanisms and we will present some results that were collected from experiments where we used both our injector
and some fault detection mechanisms. In the end of this paper we expect to prove that our fault injector can be helpful
in the evaluation of the fault-detection mechanisms used in Web and Grid systems.

2 Fault Injector

There are three categories of fault injectors: hardware-implemented, simulator-based and software-implemented
[1]. Our fault injector is included in the later category.

The most known software fault injection tools targeted for Grid systems are: Cecium [8], Doctor [9], Orchestra
[10], NFTAPE [11], LOKI [12], Mendosus [13], FAIL-FCI [14] and OGSA [15]. Some of them are able to inject real
failures in the system, applications or network while the others are simple simulator-based injectors.

While most of the software injection tools only consider the injection at low level (with the objective of emulating
hardware failures such as processor or memory faults [2, 3]) or at software-level (with the objective of corrupting
code or data [4, 5]), our fault-injector was based on a slightly different approach. Our goal is more targeted to the
synthetic consumption of JVM and operating system resources and to the injection of human-operator errors. As we
have said previously, these types of failures represent a considerable amount of failures that occur in real systems.
Since our objective is to reproduce the most common failures, we developed our fault injector with the ability to
inject the following faults: Memory consumption; CPU consumption; Thread consumption, Disk Storage
consumption, I/O consumption, Database connections consumption, File handler consumption, Exception Throwing,
Database Table Deletion and Database Table Lock. Later in this section we will explain each one of them.

2.1 Architecture

Our fault injector, as shown in Figure 1, is composed by 2 main modules: the Controller and the Injector.

The Controller is responsible for reading a configuration file where all the configurations for the next fault
injection are stored. In this configuration file the user can define the fault load, the specific parameters for that fault
load, the start time, the interval between injections and the end time (it can be infinite) of the next fault injection.

The Injector module has two main functions: receive the fault load parameters from the Controller module and
deliver them to the respective fault load sub-module. There are ten sub-modules in the Injector module, each one
representing one specific fault:

Memory Consumption: With this sub-module we are able to consume, along the time, a given amount of memory
in the JVM. If we don't define an end point it will consume all the memory and throw an Out Of Memory Error.
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CPU Consumption: By using various threads to do some hard calculations, this sub-module can increase
substantially the CPU Load.

Thread Consumption: With this fault we are able to create various threads along the time and wait to see how the
system responds.

Disk Storage Consumption: We can use this kind of fault to see how the system handles the lack of disk space. If
we don't define an end point it will consume all the disk space.

I/O Consumption: This sub-module is responsible for doing read/write operations on our system. If we want to
burst our system we can check our maximum read/write speed and configure the fault for those values.

Database Connections Consumption: With this fault we can consume various database connections and check
whether our applications behave with the connection pool being filled up.

File Handler Consumption: By using this fault we can consume the file descriptors which are available for the
user running the Java application.

Exception Throwing: This sub-module is able to throw some exceptions. We implemented this sub-module
because after the occurrence of an exception the application can change its behavior.

Database Table Lock: With this sub-module we can emulate some database lock problems that occur, most of the
times, during maintenance operations.

Database Table Deletion: This fault simulates a very common operator error which normally occurs when an
erroneous backup is used to restore a database.

Lo [Memory [ |

CPU

Disk Storage 'O Pool ."I Database

Figure 1 - JAFL Architecture

2.2 Usage

As JAFL is written in Java, it can be used in the following ways:
. Deployed in a Web/Grid container using the Java Technology
. Integrated with standalone applications
. Run as a standalone application
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In Figure 2 we can see a sample scenario where JAFL can be used in the 3 ways. In the frontend server, JAFL
is used to actively consume the Web/Grid container resources; in "node b" it is used to perturb a simple application
running on that node and in "node e" it is running as a standalone application with the goal of consuming operating
system resources. This sample scenario shows that JAFL can be very helpful to test the reliability of a Web/Grid

application.
JI\F\L

Node a Node e
-
o
Client Frontend Hods:e
Py
o

S

Node b Mads Cluster

Figure 2 - JAFL Usage Scenario

3 Detectors

In the previous section we presented our fault injector tool. In this section we will present the failure detection
mechanisms that we have chosen to detect the faults produced by the JAFL tool.

Fault-detection mechanisms are the responsible for measuring the health of an application. If they are accurate
enough they can help the system operators to keep the system up and running. Otherwise, if they are not able to detect
a failure and trigger an alarm, the system can become unavailable and probably nobody will notice that.

To guarantee good detection coverage we have chosen four types of failure detectors:

. System and Application Monitoring and Failure Detection Tools
. Component analyzers

] Log analyzers

(]

External Monitoring

Since each of these mechanisms has its own advantages and drawbacks, we will now describe them in detail.

3.1 System and Application Failure Detectors

This is the most common type of failure detectors. They are able to monitor the operating system resources
(memory, CPU, etc), network interfaces, system services and others. With an accurate configuration they are also able
to monitor applications and check the resources that they are consuming, their availability etc.

In the field of commercial solutions we have names such as HP Openview [18] or IBM Tivoli [19] to accomplish
this task. Otherwise, if we prefer public domain solutions we can choose Zabbix [20], Nagios [21], Big Sister [22]
and others.

In our study we adopted Zabbix, which is one of the powerful and easiest platforms to work with. It is very easy to
deploy and to configure, provides a wide variety of features and stores all the data in a database, allowing external
programs to collect data from there. It is composed by a Zabbix Server and Zabbix Agent. The Agent is deployed in
the monitored host and sends all the information to the Server. The Server is then responsible for all the data analysis
and alarm triggering.
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3.2 Component Analyzers

One of the mostly known projects regarding component analysis is Pinpoint [16]. Pinpoint, developed in the
University of Stanford, is a project which aim is to detect application-level failures in Web Applications by using
path-analysis [17] and component interaction mechanisms. Having this project in mind, we instrumented a synthetic
application (which will be used in our experiments) and we added a new detection layer to it. This detection layer was
responsible for analyzing the components and detect the occurrence of Exceptions or high variations on the
components execution latency. If any of these problems is detected, this detection layer will trigger an alarm and store
a description of the problem on a specific database along with the respective timestamp.

The major drawback of our implementation is that it is application specific.

3.3 Log analyzers

Log analyzers are applications that parse log files and extract information from them.

Two of the mostly known standalone rule-based log analyzers are Swatch [23] and Logsurfer [24]. These log
analyzers are commonly used to do real-time analysis of the log files and check if certain regular expressions are
found there. If a certain regular expression, (e.g. an error message) is found, the tools will throw output events that
can be converted in alarms.

In our experiments we decided to use a tool developed by ourselves but with the same design as the ones presented
before. We developed a tool that simply sweeps the log files and tries to locate keywords that can indicate any kind of
error.

If the tool detects keywords such as "Exception”, "Error" or "OutOfMemory" an alarm is triggered and the
description of the problem is stored in an external database with the respective timestamp.

3.4 Remote Monitoring Tools

The external monitors are agents that run outside of the Grid platform and that are able to behave like real users.
They can visit webpages, do shopping and use services.

These external agents are able to detect DNS problems, TCP problems, HTTP errors, content matching errors and
high response times. If any of these problems is detected, the agent will store the timestamp and all the available
information about the problem in a database.

Once again, this was an implementation from ourselves which was based on external monitoring tools such as [29]
and [30].

4 Experimental Results

In this section, we will present two of the many results collected from experiments run in the CISUC cluster in
Coimbra. We used eight nodes of the Cluster and they were divided by: Main Server, Zabbix Server, External Agent
and normal clients.

Our main server was configured to expose TPC-W in Java [25]. TPC-W is a synthetic application written in Java
which is composed by a set of Servlets that simulate an e-business like Amazon.com. We deployed TPC-W over
Apache Tomcat (with 1024 MB JVM) [26] and we used MySQL [27] for data storage. As we have said before, we
added a failure detection layer to the TPC-W application with the goal of detecting component failures. In the same
machine we configured our log analyzer tool, which was constantly analyzing the Apache Tomcat logs and we
configured the Zabbix Agent which was responsible for analyzing the operating system resources and monitor the
Tomcat container activity.

In another node we deployed the Zabbix Server and a MySQL database. This database was very useful to
synchronize all the failure detection times since all the detection mechanism store the information about the failures
in this database.

The other single node was configured as an external monitoring agent. This agent executes transactions in the
TPC-W Web application and checks if errors appear during those transactions.

The remaining nodes were used to inject workload in the application. This workload consists in various
transactions according to the TPC distribution.
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All the internal detectors (Zabbix, Component, and Log) were configured with a 15 seconds polling interval while
the external agent was configured with 1 minute between each transaction.

After configuring our experimental framework we started our experiments. We configured our fault injector to
inject failures in the Tomcat container and we obtained very interesting results.

4.1 Memory Consumption

In this experiment we used our fault injector to simulate memory leaks in the Tomcat container. To achieve this,
we configured our fault injector to consume 1 MB of memory per second, we defined 120 seconds as our ramp-up
time and we did not defined any stoppage time. In Figure 3 we can see the detectors reaction to the fault.

Memory Consumption
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Figure 3 - Memory Conumption

By looking carefully at the Figure 3 we can see that the red line represents the injection period, the dark blue dots
represent the mechanism that detected the failure and the light blue dots represent the activated trigger.

If we check the detection points along the time we can see that the Zabbix Agent spotted the problem at 540
seconds. Since Zabbix was configured to trigger an alarm when the JVM reaches 90$\%$ of its maximum heap space,
this was as expected result. At this point, the JVM Memory is almost full and the application starts getting unstable.
This instability is immediately noticed by the components when they understand that the request latencies are getting
very high. After the components, also the external monitors detected the problem when they caught some HTTP
timeout errors. By last, the Log analyzer tool detected an error in the log file. Therefore, we can say that the errors
detected in the log files were OutOfMemory errors.

Since here, the service gets completely unavailable and only the external agents are able to detect the HTTP
timeouts.

With this experiment we were able to test the capabilities of both our fault injector and our four detection
mechanisms. Figure 3 can prove that both of them produced the expected results.

4.2 Table Deletion
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With this experiment we have seen how the system handles a table deletion operator error and what detectors are
able to detect this kind of problem. Since TPC-W uses various database tables, we configured our fault injector to
delete each one of those tables from 10 to 10 seconds. The objective of this table deletion fault is to simulate an

erroneous database backup.
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Figure 4 - Table Deletion

If we look at Figure 4 we can see that the component detector was the quickest to spot the failure. This time,
instead of detecting high latency in the components execution, it has detected an exception at component level. Since
Tomcat logs exceptions to log files, the Log Analyzer tool was also able to catch these exceptions; but lately.

Besides the component and log analyzers, also the external agents were able to catch this failure. They understood
that the content of the page that they were requesting was different from the expected one. By analysing the content,
they have seen that the exception

Once again our injector was able to accomplish its objective: triggering the detection systems.

5 Conclusions and Future Work

Using fault injectors to test the robustness of an application is one of the most common practices in the process of
development. In this paper we presented a new fault injection tool, named JAFL, which is slightly different from the
common injectors. JAFL was developed to consume operating system resources and simulate operator errors. After
choosing some detection mechanisms, we have run various experiments where we used JAFL to inject failures in a
synthetic application and we observed that most of those failures were detected by our detection mechanisms. This is
a very positive result since our objective was to develop a tool capable of triggering the various fault detection
mechanisms used in Web/Grid services. In the future we want to add more features to the JAFL tool and turn it
available to the community. Our objective is to allow the community to use JAFL in their own applications.
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