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Abstract

Storage elements that can scale to large capacities anepbifiirmance are an essential component of future
GRID infrastructures, especially for supporting an insieg number of data-intensive applications and servichs T
paper discusses two approaches for building scalable netdstorage elements: enterprise-level, Fibre-Channel-
based Storage (FCS) and commodity, Cluster-based Netd/@taage (CNS). We rst examine the characteristics
of FCS, which is currently widely used in high-end entemilisvel installations. We consider various aspects, such
as scalability, performance, availability, security, ammdt, and we discuss typical use-scenarios of FCS. Then, we
compare it with CNS and we examine how features of high-eediafized systems may be provided on top of this
new architecture. This discussion reveals the ‘featurp'lgetween FCS and CNS and exposes issues that need to be
addressed before CNS can be successfully used in a widex ciidgmanding applications. We believe that CNS has
a lot of potential for replacing FCS in many application dimsahowever there is a need for addressing a number
of problems at the architectural and storage managemesitslay emerging cluster-based architectures for storage
elements.

1 Introduction

Recently, there has been a lot of interest in building cifsicve storage elements that can scale to large capsicitie
(in the range of tens of PBytes) and high-throughput (tenGBytes/second). Such storage elements are required
to support an increasing number of data-intensive apphicatand services that impose stringent requirements on
modern storage systems. The main challenge in this direddido scale capacity and throughput without losing
important features, such as reliability and availabiligxibility, manageability, and security.

Scalable storage elements traditionally rely on custoomage-speci c components, such as FC (Fibre Channel) or
SCSI (Small Computer Systems Interface) controllersyaatenects, and disks. Fiber Channel-based Storage (FCS)
systems provide capacity and performance scalabilityh bigpilability and reliability, manageability, and sedwyyi
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however, at high costs. They are used extensively in afjditathat require strong guarantees in reliability, aalt

ity, and performance, such as banking, e-commerce, vittearaing and video-on-demand environments. Thanks to
their performance, manageability and exibility they als@popular in supercomputing centers and hosting compa-
nies. However, their very high costs and slow return on itmest (ROI) limit their usage to mission-critical systems
and applications. Furthermore, although the centrabinatioints present in these architectures help to provide the
aforementioned features, they may eventually limit thekxibility, capacity, and performance.

Recently, scalable storage systems have started to eVwimegh signi cant architectural changes that will allow
them to take advantage of commodity components (CPUs, mgintgrconnects, disks). These Commodity-based
Networked Storage systems (CNS) will be able to follow textbgy curves better than specialized storage architec-
tures and systems and offer similar or improved functiondl performance characteristics at lower cost. Moreover,
their open architecture may allow greater exibility in @ndto closely match the requirements of users and applica-
tions. Their lower costs, in comparison to FCS systems, @age the scienti ¢ and industrial researchers to nd
ways to provide important features such as performancelahildy and reliability as well as manageability and
performance on top of these decentralized systems buibbiwfapecialized, commodity components.
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Figure 1: Architecture of FCS.
One of the main features of FCS systems is that they are hutilbocustom storage devices (disk drives, disk

JBODs, matrix controllers etc.), interconnects, i.e. shats and host-bus adapters (HBAS), and storage-speci € com
munication protocols. All of these components are desigamatioptimized for I/O processing purposes. Figure 1
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shows the overall architecture of FC-based networked gtosgistems (FCS). Application servers are connected to
storage resources through the Storage Area Network (SA®eB are connected to SAN using custom switches
and Host Bus Adapters. Storage resources typically atthith8AN networks include disk matrices, tape libraries
and drives as well as magneto-optical, optical, and CD/DWkzpoxes. In this work we focus on disk-based storage
devices, since tape and optical media are useful for baakeimive purposes rather than for primary-storage applica-
tions.

Disk matrices contain a matrix controller equipped withrag® processors (CPUs), cache memory, and usually
specialized XOR engines that speed up computation of chetk$or RAID purposes. Matrix controllers present a
logical (virtualized) view of the attached drives, in therfoof logical volumes to applications.

FCS systems are essentially centralized. There are maaytmdtand actual centralization points such as matrix
controllers, FC switches and virtualization engines. atance, matrix controllers process I/O requests and imple
ment basic virtualization functions, such as logical voasnand reliability and availability mechanisms. In staddar
setups they control up to hundreds of disk drives, theredwem if replicated (dual-controller setups are typicaéyth
constitute a potential centralization point. In many casétualization features accessible in matrix contralare
not suf cient for a given application — e.g. in native FCS tgys, logical volumes cannot span multiple controllers.
They should be moved to host-side-, switch-side- or extdsoz-included software. However, after such shift, the
level of performance, reliability and availability guataas may be degraded. Moreover, the centralization point is
not removed - instead it is just moved, from the matrix cdigrdo another virtualization engine that may eventually
become a bottleneck.

Therefore, on the one hand, centralization is a great adgansince it facilitates mechanisms necessary to guar-
antee reliability, availability, predictability, and t@me extent security. On the other hand, it poses limitattons
scalability (both in terms of capacity and throughput), agement, and increases the cost of the system.

Finally, it is important to note that the use of FCS systemsiission-critical application domains is driven not
only from their architectural features but also from thesexice of solid industry standards and well-established
best practices related to FCS design, employment, manageams usage. Moreover, staff training and certi cation
schemes for FCS systems administrators facilitate exgtioit of the systems' advanced features by the end-users.
However, in these works, we are mostly concerned abouttanthral and technology issues.

Figure 2 shows the general architecture of a commodityteitisased networked storage system (CNS). Typical
storage nodes include one or two storage controllers, eachected to a subset of disks. Depending on the target
application domain, the storage node may also include &&ld and memory, in addition to the storage controllers.
The exact paths for data and control transfer may vary, dépgrn the speci ¢ node architecture.

CNS is currently being used (mostly) experimentally in @ad application domains. Cluster-based networked
storage systems provide numerous advantages: they benetthe technology curves for commodity components
(CPUs, memory, interconnection), they are more exible amay more easily adapt to application needs, they can
scale to larger systems providing higher capacities anfdpeance, they may employ a higher degree of redundancy,
and they exhibit lower acquisition costs.

Cluster-based storage systems introduce and rely on titectural characteristics to provide their many advan-
tages:

They eliminate centralization points in the storage syséet move intelligence from hardware to software
providing more exibility.

They rely on commodity components that address larger rteakel may take advantage of economies of scale.

These architectural characteristics are also a sourceréraus challenges in building cost-effective, scalable
storage systems. For instance, they require extensiversyssiftware support for sharing resources and data, rilabi
and availability, security and management issues.

In this work we rst examine important features of FCS and hbis currently used in typical installations. The
goal is to understand the features that CNS may need to silpgfore replacing FCS in new application domains. In
particular, we examine features in the following categarie

Capacity and performance scalability

Reliability and availability
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Figure 2: Architecture of CNS.

Manageability and exibility (virtualization)
Security
Spatial density and power consumption

Cost.

Our analysis shows that although FCS provides signi caaftifees in each category, it is limited by the centralized
architecture it employees and the use of specialized staragnponents. CNS has the potential for alleviating these
constraints.

However, given that storage is a critical application atkase are all essential features that need to be supported
before cluster-based storage becomes usable in wide afipficdomains. Currently, although CNS provides support
for capacity and performance scalability to some exters,rést of the feature areas are not adequately supported.
Thus, there is a need for research that will propose newisohkito problems in these areas, given the architectural
shift from FCS to CNS.

Architectural evolutions of the storage systems also afip{grid systems. Currently, Storage Elements in Grids
are typically a centralized, custom-technology-baserhg systems. For instance, most Grid infrastructuresytoda
(e.g EGEE [1]) use storage elements based on Fibre Chanmelewér large capacities are required. However, the
relatively high costs of custom storage technologies aloitly growing CPU speeds of commodity computer sys-
tems and rapidly increasing capacities of ‘desktop-cld#sks may result in a dramatic change to storage element
architectures.

The main goal of this work is to present today's state-ofdign high=end networked storage technology, discuss
its most important features and limitations, and examinand how emerging architectures based on commodity
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technologies may lead to similar or improved features att@beost-ef ciency.

The rest of this paper is organized as follows. Section 2nsitely discusses the features and possible limitations
of FCS. Section 3 presents typical uses of scalable FCSmsgst®ection 4 presents CNS features and contrasts them
to FCS. Section 5 comments on the related work and we nallyctade this paper in Section 6.

2 Categorization of FCS features

In this section we discuss the main features of FCS usingategories de ned in the previous point.

2.1 Capacity and performance scalability

An important component that may limit storage system sdihalis the internal system interconnect. Each FCS
interconnect network consists of two parts (Figure 1): teatrend network and the back-end network.

2.1.1 Front-end Network

The front-end network connects application servers to imatntrollers. The back-end network is responsible for
connectivity between storage devices and matrix contolEEach of these networks has different features that impac
scalability of the whole storage system.

The front-end network consists of client host (applicagerver) HBAs, disk matrix front-end I/O ports, and SAN
switches. The front-end network may take two basic formbiti@ted loop (FC-AL) and switched fabric (FC-SW).
In FC-AL (Figure 3) devices are connected in a one-way losifan in a ring topology, spanning up to 126 devices
(plus 1 optional FC switch port). Bandwidth is shared amoegjaks in the loop and only one pair of the devices on
the loop can communicate simultaneously. Thus, FC-AL igdichin terms of the network size and performance. But
due to its predictability, concerning mainly the 1/O requgansmission time, it is used as the internal interconnect
technology in disk matrices. FC-AL can be compared with S@Stually, the Fibre Channel Protocol (FCP) carries
SCSI frames on top of FC physical connectivity.
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Figure 3: FC-AL (left) and FC-SW (right) interconnectiorpapaches.

FC-SW is a network topology in which many devices are coratetd each other via FC switches. FC-SW offers
higher scalability and redundancy. In theory, FC-SW allawvaaximum of 16 millions devices to be connected to a
single network (limit of the 24-bit address space). Switchan be added to the fabric as the number of servers and
storage devices grows and more switch ports are needed.

However, additional switches should be added in a mannekéggs route length, latency, and throughput among
edge devices constant. This complicates scaling of the-&nd network. Furthermore, the internal fabric usually
uses redundant links and switches for path redundancy @rolvEs. This may signi cantly increase the number of
switch ports needed to interconnect a given number of dsvice
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Overall, FC-SW have signi cant advantages over FC-AL, heerat also has some scalability limits (connected
mainly to the host-disk route length) and its usage resultsgni cantly higher costs.

The most common topologies used by FC-SW front-end netwarkstar (single-switch fabric), tree and mesh
(multiple-switch fabric) as well as tiered structure. Tlma@est front-end topology is a star that consists of a &ngl
FC switch that connects all application servers and storagmurces. This is also the minimal network con guration.
Such a setup constitutes the entry-cost of the FC technoldgwyever, due to availability reasons, the most popular
con gurations of FCS front-end network contain at least tR@ switches. Switches can form independent SAN
networks, each of them having a star topology with a singte co they can be connected by Inter-Switch Link(s)
(ISL) and thus form a single fabric, e.g. a star with dualec@ee Figure 4).

N

Application server

= Application server
Application server

Figure 4: Dual and single fabric setups (with two FC switghes

In mesh topologies (Figure 5), alternative network pattistend might be used for both availability and perfor-
mance reasons. However, this topology is very costly in $eofnavailable ports vs. the number of switches used
to build a mesh. In a tiered topology (Figure 6), it is possital build the network with a relatively high number of
ports available for storage devices (typically connectethé top tier) and application servers (typically attacteed
the bottom tier) using a given number of FC switches. In tkisig, multiple, equal-cost server-storage paths exist
and may be used for availability and performance purposesveMer, these data paths are generally longer than in
a mesh topology and top-tier switches can be a performarttiedeck. Apart from using the appropriate topology,
application servers and storage devices are sometimescimuto multiple, independent SAN fabrics, which further
improves performance, availability, and reliability.

SAN switch

SAN switch

STORAGE AREA NETWORK

Application server

Figure 5: Meshed fabric topology.
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Figure 6: Tiered fabric topology.

We can see that many front-end network topologies suppbyt€S architectures can be used in order to optimize
selected criteria: predictability of 1/0 request transsioa time (loop), length and the redundancy of application
server-storage links (mesh, multiple fabrics), cost ofsyxgtem (tier) etc. However, the overall limitation obserie
the FCS front-end network is a relatively high cost of SANwmk devices. They can even constitute 1/3-1/2 of the
total cost of the storage system. In practice, this oftendsithe system owners to choose setups which constitute a
compromise between their actual needs and nancial ressurc

2.1.2 Architectural and practical limits in FCS front-end networks

The architectural limit for the number of FC switches in gyd@rfabric is 239 switches. In theory, this makes it possible
to con gure e.g. 3824 FC or 7648 ports using 16- or 32-port Biiches. However, in addition to architecture
limits, some practical limits exist and make the number oficks that can be attached to the SAN network even
smaller. These limits apply to the number of switches in taewvork, number of ports available for storage devices
and application servers, and physical size of the netwarkngrer of hops on the data path in the fabric).

The practical limit on the number of FC switches and devisesat clear as it depends on the topology of the
network, network con guration, type and capacity of CPUZ@ switch and matrix controllers, etc. Some vendors
provide recommendations concerning maximum values ottalegparameters of the network setup, e.g. maximum

fabric size expressed as the number of FC switches. Exag#uise limits can for instance impact the stability of the
FC fabric.
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As an example, let us consider the impact of topology on €adralability. In simple topologies (star, tree, etc.)
a relatively low number of switches in the core of the netwooknpared to the total number of switches can be an
important performance bottleneck. Although adding swékko the core can eliminate bottlenecks, unfortunately
this also decreases the maximum number of ports availabliefaces/application servers (assuming that we add the
switches only to the network core). This is caused by the tfaat part of the core switch ports must be used for
inter-switch links (ISLs).

There are contradictory effects of adding switches to thre &bric: on the one hand the performance bottleneck
is removed, on the other, ports availability is decreaséese€ effects are visible in Figure 7 that depicts the restilts
calculations made for networks in star and mesh topologit, @il 6- and 32-port switches. In considered networks
the optimal (in terms of available ports) values of the nundfeswitches are 18 for 16-port switches and 34 for 32-
port switches, making up 224 and 960 usable ports. Notetieatumber of available ports is not increased by adding
more switches to the fabric; it even falls down if the numbeswitches is above optimal. The analysis depicted
in Figure 7 also shows that increasing the number of switiléise core of the star-topology network (2 times in
comparison to the basic setup), signi cantly decreasesitimeber of usable ports (even by about a hundred in case of
34-switches con guration which is optimal from the pointwéw of the usable ports in a dual-core setup). Thisis a
serious drawback of the solution even if it increases theutpnput of the network core.

In more complicated topologies, e.g. trees, tiered topglsgnilar problems appear. While optimizing some
criteria, e.g. tier-topology is relatively cost-effecivthe other criteria are degraded, e.g. the maximum thimutgh
possible to obtain in the network (top-tier switches maydmee a performance bottleneck). Similarly, usage of some
auxiliary techniques for eliminating bottlenecks, e.g. ltiple inter-switch links (trunked or not) may negatively
impact the ports availability and/or increase costs of thele system assuming that a constant number of usable ports
is required.
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Figure 7: Number of usable ports in dual core star and mesifidgjes.

Overall, for particular topologies of the front-end netkwand port density of FC-switches multiple contradictory
criteria of the network setup cannot be optimized in the stme. This fact must be held in mind while considering
scalability of FCS interconnects. Extensive optimizatidrone of the parameters, e.g. network capacity, may neg-
atively in uence the other parameters of the network e.@ rietwork throughput, latency, stability, redundancy and
costs.

Although topology and network setup can be tted to the aggilon requirements (optimizing important param-
eters, ignoring the rest), but in practice the main probleat limits the FCS network scalability is the system cost.
Fibre Channel switches remain very expensive devicesefiver scaling the network features (e.g. the number of
usable ports) while keeping other parameters on a congtesit(e.g. throughput) can be very costly.
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2.1.3 Back-end Network

The back-end network consists of disk drives 1/O interfabask-end I/O ports in the matrix controllers, and network
links that inter-connect the devices, optionally with netkwswitches. The most popular topology used in a back-end
network is a loop (ring) that does not require any switchdsysial disks drives in matrices are typically grouped
in JBODs (Just a Bunch Of Disks) or SBODs (Switched Bunch skB)ji con gurations, enclosed in rack-mountable
chassis and connected to at least one matrix controlleicaiy the whole back-end network is implemented using
the FC-AL link topology.

In JBODs, disks form a logical chain, where each pair of niedgh is typically interconnected by two physical
links. Internal JBOD interconnects are implemented in tB®D back-plane and/or in the JBOD controller card.
Multiple JBODs may form a daisy-chain or are connected in la-based manner (see Figure 8); however, logically,
disks in JBODs form a FC-AL loop in both setups.

Controller | Controller |

Hub Hub

A JBOD B

A JBOD B
A JBOD B
A JBOD B

Figure 8: JBOD topologies [2]: Daisy Chain (left) and Hulséd (right).

This fact has some important implications on the back-emdark scalability. The maximum number of devices
per FC-AL loop is 125, but practical installations use a nraxin of about 40 disk devices per single FC loop for
performance and reliability reasons. As more and more dewdce added to a FC-AL segment, the ring-topology link
may become saturated and performance can degrade. Maorélae of any device in the loop may compromise
the whole loop's stability and availability, and thus intgst data access operations performed through it. To imgrov
reliability of IBOD con gurations, FC disk drives are duadrted and connected to two independent back-end loops.

SBODs (Switched Bunch Of Disks) exhibits better perforneaaed reliability than JBODs. Each SBOD contains
a mini-switch that connects the disk drives to one or moreRédntrollers through 'switching' FC loops (Figure 9).
This eliminates bandwidth limitations (more controllésidconnections are possible at the same time), latencydtmpa
on the performance (arbitrary controller-disk connecti@verses less FC ports than in JBOD setup) and increases
fault tolerance - in case of failure, problematic disk dsiw@an be 'switched off the loop' not affecting the rest of the
drives [2].

However, back-end network size limit in SBOD setups rem#iessame as in JBODs (at 125 drives per SBOD),
since disk drives in SBODs in a logical sense are still coteteim FC-AL loop topology.

SBOD-based matrices are a relatively novel solution, ndelyi available on the market. However, even with a
JBOD architecture, loop bandwidth and reliability limittioe back-end network can be obeyed to some extent. Usage
of multiple FC loops between matrix controllers and JBODa igery popular and proved solution. Even midrange
matrix con gurations contain more than one FC loop at thekbawd (typically 2-4). Typically they can span 12-20
JBODS enclosing 12-16 drives each, e.g. IBM FAStT700 in PE&\&uipped with 4 independent FC loops spanning
144 disks arranged in 12 JBODs. High-end matrices may aohtandreds of disks drives. In most cases they are
connected to controllers through FC loops.

An interesting aspect of back-end connectivity is the fhat it relies on a loop topology in most cases. In theory,
switched technology at the back-end could increase thalsitigl of this part of the system. The reason for loop
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Figure 9: JBODs (left) and SBODs (right) [2].

topology domination is that the implementation of a swittliek logic is much more complicated than the one of a
loop logic, and would signi cantly boost the system cost.efdfore its usage is limited to very sophisticated matrix
systems. An additional technical problem that blocks thegasof switched topology at the back-end is the lack of
fairness guarantees concerning 1/O request processing=@+#W links. This could have effect on link bandwidth
starvation and non-deterministic disk accesses for matmtrollers [2]. Such situation is not acceptable or resgiir
additional complicated logic in the controllers. This imrtiwould additionally boost the costs of the matrix system.

Overall, the scalability of the capacity and throughputte back-end network in FCS systems is limited and
costly. The trend is to implement this connectivity usingreiChannel loops whose capacity and number per matrix
is constant and limited. Such a con guration is rather statifter reaching the maximum capacity or throughput of
the matrix the total system capacity can be scaled only byereasing number of matrices in the system. Usage of
potentially more scalable switched technologies at théeand is dif cult for technical and cost reasons.

2.1.4 FCS interconnect scalability — overall

From the architectural point of view, FCS can reach extreagacities. The front-end connectivity allows FCS
systems to provide hundreds or even thousands of ports andaitk-end network allows a single disk matrix to
contain hundreds of disk drives. In that way, the number ek dirives in a FCS system can reach hundreds of
thousands. However, practical and cost limitations imposee realistic limits. Large FC-based disk matrices incur
very high costs; that are prohibitive for many applicatiamthins. Using SATA-based matrices may improve these
costs, however, also at reduced reliability, availahilityd performance. Moreover, when the front-end or back-end
network's size grows signi cantly, keeping the reliabjlibvailability, and performance at a constant level maydyg v
costly. It may require additional devices such as contreliad switches or even moving to higher-class equipment,
e.g. from regular switches to directors or from mid-rangererprise-class matrix controllers. Such device class
transition may be very costly.

Thus, given current disk capacities (around 750 GBytesdigiin early 2007 and 1TByte/spindle announced for
the end of the year 2007), even with practical limitatiorsglistic FCS systems can reach capacities of hundreds of
peta-bytes (PBytes). For instance, in a con guration usirig-range products, the front-end fabric can support a
few 10,000s of disks, which results in capacities at thelle?d0 PBytes . However, even in such setups (called
‘economic’ by vendors), cost is the limiting factor (see @t 2.6).

2.1.5 Processing and Memory

Processing and memory resources of network and storageedewi FCS systems are based on high-end, custom,
storage-speci ¢ architectures. Storage CPUs can offerhrhetter performance in 1/O requests processing than
general-purpose CPUs with similar clock speeds.

Although specialized and high-end, processing and menesgurces in FCS can limit the maximum capacity,
performance as well as stability and reliability of the afpg system. For instance matrix controllers' resources are
designed for some level of disks capacity, number of diskedr(typically very big, i.e. hundreds of disks), amount of
data traf ¢, number clients, data traf c load etc. (Tabletosvs their typical features). However, the capacity and dat
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traf ¢ volume demands concerning matrix controllers ait gtowing. Therefore, these devices must be over-scaled
by design and thus very expensive. If they are cheaper, ypégatly have limited scalability and lifetime.

Feature Mid-range FC disk matrix High-end FC disk matrix
Number of CPUs per controller 1-2 2-4 single or dual processors
CPU bus speed 0,6-1,2 GHz 1GHz and more

Special CPU features Hardware XOR Hardware XOR

Amount of cache per controller 1-4 GBytes 4, 8,16, 64 ... GBytes

Table 1: Typical parameters of matrix controllers.

Similarly processing resources of FC switches must be a-éigh specialized devices typically with very high
costs. They must have enough computing power to ef cienthcpss actual data traf ¢ as well as perform manage-
ment operations such as zoning, name services, VSANS lése(inanagement operations are discussed in points 2.3
'Security' and 2.4 'Management and exibility"). Moreovethey must have some resources in reserve to support the
data and management traf ¢ that grow during the systemdyfele.

Finally, scaling the processing resources in FCS is mucteroomplicated and costly than upgrades of general-
purpose CPUs and memory modules. One obstacle is the spedialchitecture of controllers and switches, that
often does not allow upgrading the CPUs and memory units.édewupgrade options are often inaccessible not only
due to technical issues, but also due to marketing or ecanmeasons. One of the economic issues is the fact, that
specialized storage devices compose a small and spediatiagket. Such environment offer low return on investment
(ROI) for manufacturers and thus is one of the factors thatiltén slower adoption of new technologies in FCS
components.

From the end-user perspective, the only way to scale primgesssources is often the upgrade of a whole com-
ponent (controller, switch) or adding new components alait network/matrix recon guration. However, both
solutions are costly and may be disruptive to system operathdditionally slow return of investments put to ex-
pensive storage devices may in practice limit these wayseping track of application and user demand by FCS
systems.

2.1.6 Throughput

Data throughputin the FCS system is the product of diskfotlat, controller-internal, controller-network, netrke
core, and network-server throughput (see Figure 10).

%) 1]
STORAGE AREA § Matrix g_ STORAGE AREA
NETWORK 2 = NETWORK
o controller S
(front-end) = - (back-end)
5 g
w 1]
E . internal . L.
H host-controller connectivity H I H disk-controller connectivity
H H H
H throughput H controller H throughput
i i througput i

Figure 10: Throughput-affecting elements of FCS system.

The disk-to-controller throughput available in the st@agstem is mostly affected by the number of disk-drives in
the matrix, throughput of the back-end network and the diskgrollers ratio. Typical values of the back-end network
and disks/controllers ratios are shown in Table 2.

Given a xed number of controllers and disks, the back-entivoek in a disk matrix and the controller/disk

ratio should make it possible to accommodate the maximumngeld performance by design, since scaling disk-to-
controller throughput beyond initial planning is not spfa-forward. In case there is a need for further increasing
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Parameter Mid-range matrix High-end matrix

Number of back-end ports 2-4 4-8
Link speed at back-end 2 Ghit/s 2-4 Ghit/s
Link topology at back-end '‘pure’ FC-AL (JBOD) or| 'pure’ FC-AL (JBOD),

'switched' FC-AL (SBOD) 'switched' FC-AL (SBOD) or
fully switched architecture
Disk/controllers ratio 12/2-224/2 up to hundreds/2

Table 2: Typical parameters of the back-end network in digkrites.

the back-end network throughput, there are three optioirst, Rdding more back-end communication ports to the
matrix controllers. In this case JBODs/SBODs must be regared to distribute disk drives over a larger number of
back-end links. Second, to upgrade link speeds in the badkeeg. from 2Gbit/s to 4Gbit/s (or 8 Ghit/s in the future).
However, this often requires upgrading also the contrelberupgrading JBODs/SBODs communication modules. The
third option is to upgrade the back-end connectivity fronCaAL to a FC-SW architecture. This allows to distribute
the back-end traf ¢ over multiple switched links (insteddmansferring it over a shared loop link), at at the same time
increasing the reliability of controller-disk connecton

Note however that mentioned back-end network upgrade mptoe available only for selected products and even
if available, are very costly. Thus, the possibility of saglback-end network throughput is in fact limited.

Internal controller throughput should be carefully comest at the system design phase, since scaling it is not
straight-forward. If requirements concerning controtfeoughput change during the matrix life-cycle, there arly o
two options: rst, to upgrade controller's processing andmuory units (in fact dif cult and limited options — see:
Section 2.1.5.); second, to replace controllers by moregpfulcomponents (also dif cult and limited availabilitpf
technical, marketing or economic reasons). However, bahtimned upgrade options are very costly and may be
disruptive to data availability and integrity.

Controller-to-network throughput mostly depends on th& throughput and the number of front-end ports used
for storage devices in the network. Typical parameters dfimaontroller front-end connectivity are presented in
Table 3. Disk matrices are typically equipped with 1-8 paés controller (mid- to high-end). Each matrix may
employ 2-8 controllers connected to the same or indepergieNtfabrics. A single mid-range controller can support
500-800 MBytes/s of throughput that is enough to saturaie 20Gbit/s FC links. High-end controllers may provide
more bandwidth, able to saturate four 4-Gbit/s links or eRjksbit/s links.

Parameter Mid-range class High-end class
Front-end ports per controller 2-4 2-8

Number of fabrics 2 2

Front-end ports per fabric 1-2 1-4

Maximum data throughput 500-800 MBytes/s 1600 MBytes/s

Table 3: Typical front-end matrix connectivity capabégiin FCS systems.

Although the above-mentioned parameters are quite impesamfortunately they are more or less static during
the matrix life-cycle. Thus the only option for scaling therit-end connectivity of disk matrices is to allocate addi-
tional front-end ports to controllers or to upgrade linkeg® These options do not leave a lot of room for increasing
the front-end matrix connectivity throughput.

Overall, in practice increasing disk to front-end netwdrioughput is done by increasing the number of matrices
(and thus controllers, disks, back-end and front-end petty. However, this requires re-distributing data across
storage devices, which is both costly and disruptive forsystem operation. Therefore, practical usability of these
upgrade options is very limited from the system owners' pofrview.

The front-end network throughput depends on the link spiaedyetwork topology used, and usage of ISL trunk-
ing. Increasing link speed is very costly since it requinegrading many components. Another option is to modify the
topology of the network in order to eliminate hot-spots, dag migrating from star to mesh. However, this approach
usually incurs a highly non-linear cost due to the increasadber of switches required by such changes. Cost-issues
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aside, the FC routing protocol supports link sharing andHbalancing of multiple fabric connections making this
a viable option. Finally, one can increase the number ofslin&ed to interconnect switches by using ISL trunking,
e.g. by creating a single virtual link composed of four 2@hitr eight 4Gbit/s links. This is the simplest approach to
increase network throughput, however, it may reduce sigartly the number of ports available to storage devices and
application servers and thus can have some impact on tHesyst@m cost, assuming a constant number of needed
ports.

Finally, server-network throughput depends on the HBAgluseservers and the link throughput of the front-
end network at the edge switches. Typically, servers araexted through one FC-SW link per fabric. Therefore,
typical client-fabric throughput is about 200-400 MByteslepending on the link speed (2-Gbit/s or 4-Gbit/s). Using
multiple HBAs along with server-side link trunking or myolke independent fabrics one can increase this throughput,
however, this requires software support in the client,italand storage resource software. Cost issues connedted wi
server-network throughput scaling are quite importamjlarly to the other parts of the FCS network. They apply
mainly to the costs of HBAs (about $1000 each; note that tht®imparable to the cost of a commodity PC) and the
cost of trunking feature.

As a summary, high throughput in FCS storage systems is giesé by the usage of custom, storage-specic
technologies in storage and network devices along with@pjate back-end and front-end network con gurations
and topologies. However, while being high-end, these @svare relatively costly and have rather static features.
Therefore evolving the FCS system that aims in scaling isutphput is both dif cult and expensive.

2.2 Reliability and availability

FCS systems are con gured to avoid a single point of failOigere is always a dual path from any server to any block
of data and each data block is replicated to more than one (figure 11).
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Figure 11: Data block and data paths replication in FCS syste

Firstly, providing dual paths happens by using a combimatioreplicated resources:

Typically, client machines access disk volumes in a matsing two HBAs and can switch HBAs in case of
failure of the primary/preferred controller.

The topology used in the front-end network may have redutiaths, even within a single fabric.

High-availability features are included also in FC swittheHigh-end FCS switches (also called directors)
employ a fully redundant architecture. Mid-range switchage redundant power supplies, hot-swappable fans,
etc. but most of their logic components (CPUs, I/O units)etee not redundant.

Disk matrices (JBODs or SBODs) may be equipped with two adietrs. The control over the disk pools, RAID
structures, and logical disk volumes can be shared by dters@r overtaken by one of them in case of failure
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of the other one. Matrix controllers have a redundant desigmselves. They may be equipped with multiple,
hot-swappable power supplies, fans and in some cases, {© &ach disk matrix may connect to more than
one independent fabric, using redundant links for eachesifadpric.

Disks may also be dual ported (FC, SAS) and accessible by dntyalers using independent back-end links.
Single-ported (ATA, SATA and SATA 1l) disks can be connectednultiple controllers using port multiplexers,

however, in this case, the I/O unit of the disk drive remalresgingle point of failure on the disk-to-controller
path.

Hot-spare disks and use of appropriate RAID levels enahidirmoous access to data in case of disk drive
failure(s). Failed disks can be replaced without a shutdommeboot step (hot-swap) in the controller.

Avoiding a single point of failure in FCS is suf cient in mogtactical situations. Moreover techniques of achieving
this are standardized and well-documented. However, irestases, a higher level of redundancy would be useful.
But con guring FCS systems for higher redundancy may entensigni cant problems and may incur signi cantly
higher costs.

Secondly, the most important block replication technigueBCS systems include: RAID support, matrix con-
troller cache memory content protection techniques, miimgopand support for snapshots. RAID support makes user
data available in the presence of data block damage, e.q aviisk drive fails. Apart from local mirroring and other
levels of RAID support, remote data replication is used tutgut against environmental disasters: re, terrorisnsact
etc. Some FC switches support mirroring over long-distdings, i.e. up to 120 km using standard FC protocols and
over longer links using FC protocol extensions or encapisula

A problem with RAID support is the duration of the rebuild gka When employing RAID-type data replication
over large capacity disk drives (e.g. 750 GBytes SATA diivescovering from a failure may require a considerable
amount of time. During this time, the RAID volume operates idegraded mode and may be vulnerable, e.g. failure
of any additional drive during RAID rebuild may compromise tintegrity of data. Although the priority of the
RAID rebuild operation in a majority of matrices may be setrtimimize rebuild time or interference with application
performance, this is only a partial solution to the problérhe rebuild speed is severely limited by the performance
of a single disk drive. Although higher levels of redundan@y help in such situations, they are not easily supported
in FCS systems (at reasonable cost).

Protecting controller cache contents from failures is ntam@plex:

First, cache blocks are periodically read in order to ded@ct correct single- and double-bit errors resulting
from memory bits ipping. This technique is known as cacheubbing.

Second, when write caching (i.e. write-back mode) is emhfifedual-controller setups only), cache contents
are mirrored to two controllers and are kept coherent by askedging writes to the application only after both

cached copies have been updated. This prevents the lostproblem, i.e. the situation where the application
is unaware that data are not really written to disk and mapstsfter e.g. a controller failure. Note that support
for maintaining caches coherent may be quite involved, deiog on the level of asynchrony required in the
operation of the two controllers.

In addition to coherency and mirroring techniques, the eonbf cache memory is protected against power
failures. Cache memory may use a battery module during poweruptions, typically up to 72 hours. A
variation of this technique is cache-vaulting, that is,ube of a UPS for both the cache and the disks for as long
as it takes to write the cached blocks to disk.

Besides user data, it is also important to protect FCS medligtich as system con guration. The integrity of the
con guration data is critical from the point of view of theosshge system availability and reliability. Techniquesduse
to protect system meta data are:

Storage of con guration data in some selected disks indigenbatrix. Thus, data are accessible even after
replacement of both matrix controllers and no additiomaktis needed to restore them.

Another solution used both for a disk matrix and FC switch goration data is to save them on the external
media, such as ash cards, or to export them through the n&tteoa management database. In some devices
you can have two copies of device con guration data, heldvem independent cards. The second copy can
be created periodically or before device upgrade, recoragon etc. You can use it to recover the device to
operation in case of failure or in order to move the con gimatjuickly to another compatible device.
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Overall, cost is an important issue when providing highatality and availability. For instance, let us analyze the
extra cost that must be spent in order to minimize the impkttteoRAID rebuild phase discussed above. Considering
a given matrix capacity, RAID rebuild time can be reduced ihatrix is built of large number of small FC drives,
e.g. 350 GBytes per drive, instead of a small number of bigiSéives, e.g. 500-750 GBytes per drive. Also high
rotational speeds (10-15K RPM) and more advanced logicagtiees high data throughput with FC drives, compared
to 7-10K RPM SATA drives. Moreover, FC disk drives are morigatde due to their specialized design and more
robust mechanical elements. However, building a storagiesywith a given total capacity from smaller FC drives
requires more drives, JBODs/SBODs chassis, and may remuire controllers and switch ports. Moreover, per-
component costs of FC-based matrices are higher than [itecasts of SATA-based ones. Therefore, the additional
cost of extra-reliability may be prohibitive for many apgation domains.

Finally, FCS systems employ detailed component monitoaind error reporting, usually in each component's
rmware. Any failure is automatically reported to systennaidistrators or support staff in the form of email alerts,
SNMP traps, SMS messages, etc. For instance, error chedksliénperiodic disk surface scanning as well as trial
read and write operations to unused areas of disks durindrive periods. This improves system availability as
failures are immediately detected and dealt with, befoeg ttause the system outage. Finally, any rmware upgrade
to system components happens in a non-disruptive mangegaising system availability.

Summing up, the reliability and availability features o&tRCS systems are well-established and proved. They
are supported by fundamental system architecture feataesdralization that makes it possible to de ne semantics
during failures and redundancy of data paths and blockgptieatnts from possible failure effects. Beside architectu
itself, reliability and availability of FCS are supportey bumerous additional techniques employed in FC switches,
matrix controllers and host-, storage- or network-sidévearfe.

However important limitation of reliability and availaky features in FCS is the fact, that they are achieved at very
high cost. First, redundancy of expensive resources ntigkihe total costs of the system. Second, reliability and
availability technigues employed in FCS components mugtdig by end-users in the form of a very high purchase
price of these components. Another important limitatiorredfability and availability in FCS is that higher levels
of resources redundancy are sometimes hard to achieve dudittie customization level of redundancy features
implemented in FCS components. Even if optimized and prowexse features are relatively static and have limited
exibility.

2.3 Security in FCS
2.3.1 Techniques for traf c separation, access control andecure management

Another issue in FCS systems is the lack of the native sufipostrong security techniques related to data links and
data storage. This fact has a historical background: allyirFCS systems were designed to be dedicated, physically
separated infrastructures used by single organizationsveMer, when FCS systems span geographically dispersed
organizations and/or are shared among multiple orgapnizaind users, security issues arise.

Basic security techniques supported in FCS systems affec $egparation and access control techniques. Addi-
tional methods support con dentiality of the data trandpdrand stored in FCS.

A simple technique for access control in SAN networks is LUBIsking, implemented in the matrix controller.

A particular disk volume de ned in the matrix can be mappedetected servers and thus the requests from all other
servers in the network can be rejected by this volume.

FC switches support zoning that allows to logically sepatia¢ data traf c between selected ports of FC switches
and/or selected devices in FCS. Essentially, zoning makeges belonging to different zones mutually invisible.
There are three basic types of zoning: port zoning, WWN zgaimd mixed zoning. The rst technique uses domain
and port numbers to group the traf ¢ in particular zones. $beond uses the physical addresses of devices, i.e. world-
wide names (WWNSs) to guarantee that only allowed devicescaess devices in a zone. The third technique, known
also as port-binding, is a combination of two previous oiitelows the host (HBA) to authenticate as the member of
the zone only if its WWN and switch port-number combinatis@ppropriate.

VSAN is a technique that allows several ports or WWNs to beigeal together and form a virtual fabric. In that
way, single physical fabric can host multiple virtual SANwerks, each of them having full fabric functionality in-
cluding routing, zoning, and name services. Similarly toey mutual visibility of devices is limited to a given viaiu
fabric, but contrary to zones, con guration data of par@(VSANSs (zones, hames, routing) remain independent from
other virtual fabrics.
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There is a security issue known in complex fabrics that tegtdm con guration con icts that can happen while
attaching new switches to the fabric, e.g. while fabric e¥gd@an due to increasing port requirements. To deal with this
certain switches are designated as 'trusted’, and theioretre used to resolve con icts and propagate (hopefully
correct) settings to (non-trusted) switches.

The practical effectiveness of the above-mentioned sigcathniques is actually limited. For instance, WWN-
based zoning can be bypassed by the malicious server in WiitiN of the FC HBA can be changed using even
standard HBA management software. Similarly, LUN-maskiag be useless if hosts connected to SAN are able to
spoof WWNSs. Another problem is that zoning and LUN-maskiechhiques are independent of Name Services in
fabrics, and thus an arbitrary host, once connected to SANgoery the Name Services even if it does not belong to
any of the fabric zones. Overall, these simple securityrigghes constitute the rst line of defense in FCS systems,
but are not suf cient to assure security of the system itselecurity of the data stored in it.

The second line of defense is needed if several organizatioorganization departments share the FCS fabric.
For that purpose access control lists (ACLs) for fabricsitgoand other ne-grain resources combined with PKI
authentication mechanisms are used. ACLs are typicallgrsetper-switch, per-port, or per-WWN basis. PKIl-based
techniques are applied for management-domain to fabmeadio, switch-to-switch, as well as host-to-switch and
storage-resource to switch authentication. Also managmtiges, i.e. administrators or management applicatams
be authenticated in that way (besides the obvious usewpadsnechanism). Security of the management channel
itself is supported by SSL. In addition, in some FCS devickferent levels of administration privileges can be
de ned, and assigned to distinct management entities aelgninistrators, monitoring entities, security of cers et

Experts [14] say that, in addition to PKI-based autheniiceand access control techniques, some organization-
level solutions such as key management, periodic passelmdges, securing storage servers etc. are needed to keep
the actual system security at a certain level. Additionatignitoring, auditing, event logging, integrity checkslan
security threats detection techniques should be employEGS in order to constantly control the security level in the
system. Unfortunately, today's FCS systems do not natisepport these techniques and external tools are necessary,
obviously with additional costs.

What is worse, the actual usage of these tools in real FC®rags still limited. According to Leroy Budntk
"today, storage infrastructures (...) are highly vulndéeab attack because of the gap between known security tech-
nigues and their level of implementation,” [14]. One of tluses of that situation (beyond historical reasons) is the
storage administrators believing that FCS storage syséeesecure and not targeted by potential intruders because
the are specialized (kind of a 'security through obscudyproach).

2.3.2 Data con dentiality and integrity techniques

Security techniques discussed in point 2.3.1 protect maghinst the threats coming from the outside of the sys-
tem, organization or department. However, many threatpam®rmed from the inside of today's storage networks.
Therefore, additional security means are needed to pregamst unauthorized access to con dential data. The most
effective method to deal with this threat is strong data yptoon.

However, real-time encryption of high-volume informatibiat should be accessed with high-performance is very
challenging. In fact, it cannot be performed by the appiicaservers because it is computation-intensive and would
consume too much computing resources the on applicatierrsévoreover, the encryption/decryption performance
possible to get basing on software solutions would not beigndor real-life data-intensive applications. To deakwit
this encryption performance issues, hardware-based ardnie. software-hardware-based encryption solutions ca
be used [11]. Hardware-based solutions (e.g. from DecruN&bScale [10] consist of security appliances connected
to the storage network (see Figure 12). The data are ciploerdde way from the application server to the storage
device. Security appliance may be connected 'in paralethie FC switch or put ‘in-line' between the host and the
network or between the network and the storage device (gped-12). For high-availability reasons, a typical setup
consists of two appliances connected to the SAN infrastredinot shown in the Figure).

Mixed solutions (hardware- and software-based) can beogiedlon different levels of data abstraction (see Fig-
ure 12), allowing to encrypt whole disk partitions, lesgats, selected les or directories, or even selected databas
tables or elds (e.g. Ingrian Networks' DataSecure Platid9]). They typically use the hardware-based security
servers or appliances along with software agents installegplication servers, e.g. Vormetric CoreGuard [12], and
optionally specialized PCI cards for servers acting asygricm of oad engines.

1Chairman of SNIAs Storage Security Information Forum.
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Figure 12: In-band, hardware-based (left) and mixed (Jigaturity appliances in FCS systems [5, 9, 12].

However, even these specialized encryption solutions kawee limitations related mainly to performance is-
sues, scope of their possible usage, costs and admirosti@terheads connected to them. While encryption appli-
ance/solutions suppliers claim that their appliances atpeat wire speed' (e.g. Decru saying that their DataFort
operate 'at multi-gigabit speed’', NeoScale claiming thayfoStor FC Disk supports up to 4Gbit/s traf c), their
actual performance is unclear - some consulting companigs gtate that "encryption is an interesting option, but
mainly for tape” [14].

Overall, one may suppose that encryption appliances canbwdtieaneck in the FCS system, especially if they
are used to encrypt everything — not only selected, limitedwants of data. The source cited before [14] says that:
"real-time encryption of everything at line speed is verseraln order to widen the range of encrypted data, mixed,
software-hardware solutions can be used. At the cost ofarased load in the application servers (5-10%) for agent-
based solutions), applying encryption at higher data abstm levels allows to de ne which data should actually be
encrypted with high ne-granularity. For instance, it isgsible to limit the encryption to selected volumes, les,
records or database tables or elds. However, the actuakdiedion of the performance of data accesses caused by
encryption is again not clear.

An important advantage of mixed solutions is that the dagaesicrypted before getting into SAN. On the other
hand, mixed solutions are operating system-dependentambe available only for a limited scope of platforms or
applications.

Some sources (e.g. [14]) suggest that the costs of the eifmmtpased security solutions can be very high. Perfor-
mance demands may force FCS system owners to use multiplgoéioo engines per system or even per application
or application host. High-availability requirements maypiose redundancy of encryption appliances. Therefore, the
total cost of the encryption solutions may constitute aisignt factor of the total cost of the storage system — prices
for a single security appliance start from $30,000 (e.g.rDedeoscale 'boxes').

Another issue connected with employment of encryption irSRE€ the administration overhead related to key
management and the risk of the key loss that would make thy@iec data useless. This process can be maintained
manually; however, this solution is costly, requires spksiaff training, and is human mistake-prone. This process
may also be supported by the key management solution, addée encryption system or available as an external,
independent product. Such solutions typically suppork&ys backup, archiving and recovery using robust, secure
mechanisms, e.g. a hardware-supported mechanism thate®guuorum of recovery smart cards to perform any cru-
cial recovery functions (see [6, 7]). Note however that kenagement systems come at some considerable additional
costs, composed of the system purchase, maintenance #richating costs.

Finally, an important problem related to the employmentrafrgption systems in FCS is their mutual compatibil-
ity. Experts suggest (see [8]) that the encryption prodacesdesigned using standard encryption algorithms, bt th
way they're applied is different, so there's no interopéiigbamong various products. This may result in binding the
users to a single vendor solution and complications of thrgraion between products.

Summing up, multiple security techniques for FCS systerasagailable. Native techniques for traf ¢ separa-
tion, access control and secure management provide a eoaBld level of security, limited to the protection against
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potential threats coming from the external sources (froendiganization or system point of view). More advanced,
non-native encryption techniques are also available, aadalieved to be an effective defense means against the
con dential data thefts. However, 'industry analysts amshsultants see three (...) obstacles to widespread storage
encryption (...): cost, latency and key management' [14].

2.4 Management/ exibility

In everyday practice, the possibility to exploit the featpf a storage system and its components strongly depends
on the management techniques and tools available in thersySometimes advanced management techniques, such
arbitrary partitioning and combining of a physical spaceviiual volumes or presenting the illusion of a virtual
volume that is available 24x7 in the presence of failuresgfierred to as storage virtualization.

In general, virtualization provides logical abstractiofithe physical storage available in the system by hiding the
complexity and details of the storage infrastructure frquplations. Three basic types of virtualization mechansis
are distinguished by the part of the systems in which theyimptemented: host-side (software installed on client
nodes), network-side (SAN switches, virtualization appties) and storage-side (software/hardware embedded in
the storage devices). Each of them has some advantagessautyatitages which we do not discuss here. The
current trend is to move most virtualization features tortevork, for technical (essentially, the network has a glob
view of the system, which is not easily possible at eithergterer or the controller side) and marketing reasons
(standardization).

2.4.1 Management techniques for FCS components

Managementtools for FCS systems cover the network compeasmvell as data storage devices, server hosts, and the
data itself. FCS systems components can be controlledghrioteractive, graphical (Web, Java) and text (telnet, ssh
serial console) interfaces. They can also generate asymohs alerts (event-triggered SNMP traps, emails, SMSs) to
inform system administrators about critical events.

Fabric: Speci c management techniques for FC switches enable a@batrd monitoring over their important
parameters, e.g. switch ports setup, trunking con guratiabric routing, zoning, name services and FC protooadile
features. Important mechanisms in FC fabrics is Name Sestitat provide translation between world-wide names
(WWNSs) and symbolic node names (human readable). Mondariechanisms available for FC switches include
basic event logging and reporting as well as performanceitoramg and analysis that can be applied to particular
ports, zones and other components and may cover their Igageuand ef ciency. A practical feature available in
FC fabrics is the single access point for management. It ponant especially in complex setups, since it enables
administrators to manage a whole fabric through a singleiatt or serial connection to one of the fabric switches
and to have the complete picture of a fabric state, settamysperformance.

Important mechanisms that are related to fabric manageaneriie Fabric Login mechanism, i.e. ‘the process by
which a Fibre Channel node establishes a logical conneitiafiabric switch' [19] and the State Change Noti cation,
i.e. an FC switch mechanism that allows noti cation to régied nodes if a change occurs to other speci ed nodes
[19]. These mechanisms are run automatically by FC switeahdsnodes (and thus are not user-driven), but they are
explained here since they are referred in some points optper that concern FCS management issues.

Matrices: Management tools for disk matrices are used for two maingse®: to control the arrangement of the
logical data volumes on the physical devices (RAID and LUNagement) and to setup and monitor parameters of
matrix controller operation; in particular:

RAID: Management tools allow to de ne RAID volumes as well as re-gare them during the system oper-
ation (e.g. grow, expand). Typical parameters are: RAIRIERAID stripe size, the default owner for a given
RAID (i.e. which controller), spare assignment mode, hairepdisks selection, and RAID rebuild process
settings.

LUNs: Matrix management tools support setup and control ovecldgiolumes (LUNS): creation, mapping
them to hosts or host groups and changing their parametisasumapping, LUN masks, or even size during the
volume life-cycle. Application servers can use e.g. the Lgitw feature to dynamically scale their le-system
size.

Controllers: Management tools allow to control the controllers' colledtion mode (e.g. active-active vs.
active-passive), their settings related to the front-esidvork ports (link speed, frame size) and management
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network interface(s) (IP addresses, alarms/traps). Aufditly, monitoring features cover the load and perfor-
mance of logical and physical resources (LUNs, RAIDs, CRtaghes, disk drives) as well as detection of
controller failures etc.

Controllers' cache memory: Matrix management tools provide means to optimize cachirgeacy — it is
possible to set the cache stripe size, write mode (writéclmaonrite-through), cache management policies
(for random, sequential, mixed access patterns, etcjngstinay apply to the whole cache memory or to the
particular cache partitions (in selected products); cqarétions can be dedicated to selected client machines
or logical volumes.

Overall, although vendor-speci c management tools aahiseme level of functionality, there is no universal
management platform for FCS systems that are built of hg&reous components (exception is SMI-S - discussed
in the next point). This makes management of heterogeneBG&sdystems complicated and costly, and the actual
scalability of the system hard to achieve.

Management is sometimes further complicated by limitatitrat are not known upfront: in addition to ‘hard'
limits known upfront, e.g. provided by device manufactardfCS systems are sometimes subject to 'soft' limits,
which are not known a priori. Such constrains are relatedhéoamount of control data that is maintained during
system operation or exchanged during network (re)con gonanetwork size, topology, zoning, name services. This
may limit not only the con guration options but also systeerformance, reliability, availability, and predictabjli
For instance, making changes in switch con gurations reggurecalculation of the fabric routing tables and, in a
complex topology, 1/O traf ¢ can be paused for that reasondrtended periods of time, resulting in failing 1/0O
requests (timeouts).

In particular, management becomes extremely challengirigrge FCS systems that span multiple geographic
locations. Maintaining data consistent and available chssystems is further complicated by delays introduced by
network links and the load of switch CPUs that need to be takernaccount.

2.4.2 General FCS management issues

Basic management and virtualization features in FCS aeadyr present and proved to be working. They allow to
setup and control basic con guration settings of FCS congpts and the interconnection network. Similarly, the
native FCS virtualization features allow to slice storago( volumes, partition etc.) and aggregate storage (e.g.
into RAID structures), but their exibility is limited. Mogover, non-native virtualization techniques are avadad
software- or hardware-based solutions. At some consitieeadulitional costs they provide more advanced features
like: virtual volumes (e.g. spanning multiple matrix caiters), snapshots, versioning, compression and enonypti

However, a still unsolved issue concerning managementigtuélization in FCS is the lack of standardized, inte-
grated, cross-vendor approach to these problems. Sexéstihg management tools are limited to a given parts/areas
of the system (e.g. separate tool for management of matdx¥-&switches), a given level of the system layers and
data abstraction (e.g. physical disk drive, RAID/LUN) ampiy a given vendor's products. Similarly, several vir-
tualization techniques often provide different levels b$taction of the resources and due to this fact their mutual
compatibility is limited.

Fortunately, some standardization efforts are made inrdadsolve this problem. The Storage Networking In-
dustry Association (SNIA) [17] drives the Storage Managehieitiative (SMI) that provides the SMI Speci cation
(SMI-S) [15] addressing issues connected with multi-versorage system management. The rst version of SMI-S
covers disk matrices, FC switches, clients hosts, HBAs ahaihwe managers [16]. 'Support for (...) host-based con-
trollers, storage enclosures, (...) le system quotas,n@ protection and consistency management for snapshot and
replication management (...) are expected to be includédume releases of the SMI-S standard' [20].

An important fact is that SMI-S has been designated and ISDEB@G standard 'This designation is expected to
further accelerate the (...) adoption of the standard bragvendors and IT users (...)' [20]. Note that beside the
SMI-S standard development, SNIA drives SMI-S speci catidonformance Testing Program [18], in which many
big market players participate (e.g. Brocade, Cisco, IBM/GE Emulex, HP, Network Appliance, Qlogic, Quantum,
Hitachi Data Systems). This fact promises growing adoptibtihe SNIA standards and in consequence solving the
compatibility problems of management and virtualizatiool$ and techniques in FCS. However, this requires some
time (perhaps years) of vendor-SNIA collaboration.

However, despite the existence of standards and estal@ighoh various management tools for FCS systems in
commercial (mission-critical) applications, guaranteeservice level agreements (SLAs) in complex FCS setups is
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still challenging. Depending on the FCS architecture, ipl@tusers and applications may share many FCS resources,
including HBAs, switches, ports, links, storage contndeeaches, and disk drives. Overloading any resource in the
I/O path may degrade performance for all applications uiirggame path or parts of it. Although logical separation of
FCS networks and systems is possible, e.g. using zones dM¥,Stonly addresses part of the problem — the physical
resources are still shared by logical system partitionser@l; the only method for providing strong, per-applioati
guarantees for performance, availability, reliabilitydasecurity is to either use dedicated FCS systems or apply fu
component redundancy along with careful system designjeyment and testing. But, all of these techniques incur
prohibitive costs.

Automating management of FCS systems can signi cantly cedassociated costs. Certain management oper-
ations can be automated, e.g. using Hierarchical Storagealgament (HSM) systems or Information Life-cycle
Management (ILM) concepts, but there is still no completatsan for data management automation.

The Hierarchical Storage Management (HSM) system allscstizrage media to data objects ( les) basing on
usage policies, mainly related to data capacity and daectbjusage statistics. For instance, large and rarely used
les may be automatically moved to 'lower" layers of the haechical systems, e.g. from high-end FC disks to near-
line SATA disks-based storage or from disk storage to a tifyparly. They may be then recalled to a 'higher' level of
the hierarchy in case of user access to the data or becaugg®fd® ned policy, e.g. for media defragmentation or
periodic media checks.

More complete data management concepts, known as Infamiaife-cycle Management (ILM) aim in applying
management policies to data objects at the different stafjfee data objects' life-cycle. This approach includes
automatic assignment of media (and thus devices) to dagzshihat may be based on the data type, data source as
well as usage, performance, failure statistics of datacblajed/or media. ILM approach considers data objects' statu
changes such as data creation, relocation, archivingupacgstoring, enabling/disabling of data sharing, regmiaent
of hardware/software components of the system, data deletixpiration, etc. Data movement between media can
be triggered by these events or by occurrence of other dondjtsuch as exceeding certain usage or failure-rate
thresholds.

HSM and ILM concepts provide a certain level of data managegomation. However, the scope of automation
is still limited. HSMs cover only a limited scope of actia$ related to data and media management. Moreover,
typically they have static setups based on the user-prdydécies. The ILM approach is more complete, but in fact
it is more in a conceptual stage than ready to put into prac#iccording to some sources [21], 'too many pieces of
the solution, like data classi cation' are still missingltAough some ILM products are available, they address a very
limited scope of the ILM concept.

Overall, although storage system and data management atibons a vital need of organizations, FCS system
owners, managers and end-users, there is still no completss-vendor-compatible, exible and cost-effectiveusol
tions.

2.5 Spatial density and power consumption

The demand from end-users and organizations demands oangeata capacity grow constantly. This results in the
increase of the required IT rooms surface or in increasiagpatial density of storage systems. Therefore, the $patia
density and power consumption of storage systems signilg@mpact their costs of ownership.

Currently, FCS products can enclose up to 16 disks and 2altatmodules in a single 3U chassis. Using 500
GByte SATA Il disks, the spatial density of data is 8TByt&$/3Vith usage of 750 GByte disks, the density reaches
12TBytes/3U. 1 TByte drives are announced for the mid of 887, so the spatial data density is going to reach the
value of 16 TBytes/3U very soon.

In terms of power consumption, the most demanding compsremet disks. Table 4 shows the typical values
of electrical power of disk drives. A general rule is that tiigher rotation speeds of disks, the higher the power
consumption in the idle mode (no read/write operationsy digks spinning). Power consumption during seeks and
under the workload also follows this rule (but this resuligimly from more powerful electronics in faster spinning
drives).

Power consumption of disk matrices in FC is the product ofpiner needs of controllers, disk units and enclo-
sures. Example 'nominal' power rates of matrix building ¢ke are shown in Table 5. In some disk matrices, the
matrix controllers are contained in separate enclosuré{uch con gurations, the disk expansion chassis does not
contain any matrix controllers. In other matrices, disktcolfers are put together with disks into controllers/disk
enclosures and another disk expansion enclosures areatedrte this controller/disks unit.
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Disk drive type Idle power [W] Low workload [W] High workload [W]
FC 15k RPM 8.3-14.8 8.8-155 12.3-18.6

FC 10k RPM 6.8-11.7 47-12.0 7.0-15.6

SATA 7.2k RPM 7.4-8.9 7.6-9.1 9.3-12.1

Table 4: Power consumption of disk FC and SATA disk drives [3]

FCS module Power [W]
Disk controller enclosure 200-400
FC disk expansion enclosure 400-500
FC disk enclosure with controllers 430-570
SATA disk expansion enclosure 300-450
SATA disk enclosure with controllers 350-490

Table 5: Example nominal power rates of disk matrix compasien

The power required for the interconnect is signi cantly $iemacompared to disk drives. Typical values for FC
connectivity devices are shown in the Table 6.

Switch type average [W] max [W]
32-port switches 80 120
64-port switches 175 300
128-port directors 320 480
256-port directors 600 750

Table 6: Example values of power consumption of FC switchgs [

For instance, let us consider the 56 TByte-capable FCSgetosgstem, based on 112 SATA disk drives (500
GBytes each) would have nominal capacity of about 2100-3t4ils (assuming the usage of one controller enclosure
and 7 SATA disk expansion enclosures). In addition, two F@ches (redundant con guration) would require about
240 Watts. This would make a total power consumption of thetesy about 2400-3400 Watts. Its spatial capacity
is 25U (i.e. 7x3U+1x2U+2x1U=25U), so its spatial data dnisi about 2,24 TBytes/U (i.e. 56 TBytes/25U). The
power density of the system is 96-136 W/U (Watts per 1U).

As a sumary, thanks to ongoing improvements in the eleatsomanufacturing technology, spatial data density in
storage systems grows constantly. At the same time, thermmsumption of these electronic devices is optimized,
e.g. 750 GByte disk SATA drive has similar power consumptms00GByte drive, while providing more storage
capacity. Overall, this makes it possible to store more datag a given IT room surface and a given amount of
electric power.

Without improvements of hard drive capacity, increasing fipatial and power density of the storage system
would face serious practical limits. Possible savings egioy increasing the spatial density of storage devicegcoul
be wasted by growing costs of the IT room surface. Room seidast would increase because of higher power density
of the devices — the increased power density in turn requiv@® advanced cooling technology, and thus increases
the actual costs of IT room square meter.

2.6 Costissues

Costs are an important aspect of the storage system, siegedh limit the actual availability of storage solutions to
organizations. Costs of the FCS system should be considtetet aspects: acquisition (purchase) and maintenance
(management) cost.

The purchase cost of FCS is composed of two factors: SAN nktamd storage resources. Storage network costs
are about 10-15 KEuro for a midrange 32-port SAN switch (4t§&bitechnology) and 0,8-1,2 Euro per client FC
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HBA card. Storage resource costs depend mainly on the kiddisk$ drives used in the matrices. SATA disk-based
matrices in redundant con guration (2 controllers, redantback-end links) cost about 50 KEuro per 20 TBytes (=
2,5 KEuro/TByte). Fibre Channel disk-based matrices inrdukindant setup have price 1,5-2 times higher, so their
cost ratio is about 3,75-5 KEuro/TByte.

Post-warranty service and maintenance cost for FCS comp®ine 5/12 mode (it means that you can report
failures 5 days a week, during 12 working hours) is about 15%he system purchase price per year. This cost
must typically be paid after three years from purchase. &ligiiass maintenance programs may be even twice more
expensive than 5/12 programs. Thus, the maintenance dastarge FCS system can form a signi cant factor of the
total cost of ownership of this infrastructure.

Next, we examine in more detail the total cost of FCS systeom three viewpoints: cost vs. capacity, cost vs.
number of servers assuming a constant total capacity, atdvsonumber of severs assuming a constant capacity per
server.

Table 7 and Figure 13 show the purchase and maintenance ¢638systems for different capacities and 8 server
hosts. The analysis uses matrices with a capacity of 56 BBydeh and 32- or 64-port switches.

Total TBytes 56 112 224 336 448 672 896 1120 | 1344
Matrices 1 2 4 6 8 12 16 20 24
Switches 2 2 2 2 2 2 2 2 2
-port switches 32 32 32 32 32 64 64 64 64
usage of switches 0,31 |038 |050 (063 |0,75 |050 |0,63 |0,75 | 0,88
cost of matrices (SATA) 80 160 320 480 640 960 1280 | 1600 | 1920
cost of matrices (FC) 160 320 640 960 1280 | 1920 | 2560 | 3200 | 3840
cost of switches 25 25 25 25 25 44 44 44 44
cost of HBAs 12,8 (12,8 | 128 |12,8 | 128 |12,8 |12,8 | 12,8 | 12,8
total cost (SATA) [KEuro] 118 198 358 518 678 1017 | 1337 | 1657 | 1977
total cost (FC) [KEuro] 198 358 678 998 1318 | 1977 | 2617 | 3257 | 3897
per TByte (SATA) [KEuro] 2,1 1,8 1,6 15 15 15 15 15 15
per TByte (FC) [KEuro] 3,5 3,2 3,0 3,0 2,9 2,9 2,9 2,9 2,9
yearly maint. per TB (SATA)| 0,3 0,3 0,2 0,2 0,2 0,2 0,2 0,2 0,2
[KEuro]

yearly maint. per TB (FC) 0,5 0,5 0,5 0,4 0,4 0,4 0,4 0,4 0,4
[KEuro]

Table 7: Purchase and maintenance cost of FCS systems jamgaapacity and xed number of clients.
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Figure 13: Purchase and maintenance cost of FCS systemarfong capacity and xed number of clients.

We see that costs scale nearly linearly with capacity. Hewéhke entry-level cost even for a small FCS installation
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is quite high — even a low capacity system must contain hogt(€B FC switches (at least two for redundancy), and
matrix or matrices with redundant controllers. Also, degieg on system capacity it may be preferable to use FC
switches with higher port counts, since the switch unit sgsies linearly with the number of ports in the system and
they do not require inter-switch links.

Table 8 and Figure 14 examine the total cost of the systemeasuimber of servers increases, but given a xed
total capacity of 1344 TBytes (24x56 TByte matrices). Thiewations assume that 96 ports are used for matrix-to-
switch connectivity. Note that a higher number of switchexguires more ports to be used for switch interconnection
purposes. The calculations are based on a mesh topology.

Client hosts 8 16 32 64| 128| 256| 512 1024
Switches (64-ports) 4 4 4 4 8 12 24 48
total ports 256 | 256| 256| 256| 512| 768| 1536 3072
ports needed for host connectivity 16 32 64 128 | 256| 512| 1024 2048
ports used as interconnects 12 12 12 12 56 132 | 552 2256
usage of switches 0,44 05| 063| 088| 069| 0,79| 0,73 0,70
cost of matrices (SATA) [KEuro] 1920| 1920| 1920| 1920| 1920| 1920| 1920| 1920
cost of matrices (FC) [KEuro] 3840| 3840| 3840| 3840| 3840| 3840| 3840| 3840
cost of switches [KEuro] 88,0| 88,0| 88,0| 88,0| 176,0| 264,0| 528,0| 1056,0
cost of HBAs [KEuro] 12,8| 25,6| 51,2| 102,4| 204,8| 409,6| 819,2| 1638,4
total cost (SATA) [KEuro] 2020| 2034| 2059| 2110|2301 | 2593 | 3267| 4614
total cost (FC) [KEuro] 3940| 3954 | 3979| 4030| 4221 | 4513| 5187| 6534
cost per TByte (SATA) [KEuro] 150 151| 1,53 1,57| 1,71| 1,93| 243 3,43
cost per TByte (FC) [KEuro] 293 294| 296| 3,00, 3,14| 3,36| 3,86 4,86
yearly maint. per TB (SATA) [KEuro] 0,23| 0,23| 0,23| 0,24| 0,26| 0,29| 0,36 0,52
yearly maint. per TB (FC) [KEuro] 0,44| 044| 0,44| 045| 0,47| 0,50| 0,58 0,73

Table 8: Total cost of the FCS system for varying number ofessrand xed total capacity.
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Figure 14: Total cost of the FCS system for varying numbetliefits and xed total capacity.

We see that the purchase and maintenance costs scaleylingtirla growing number of clients. Note however
that in the above simulation, besides the storage cap#uitgmount of the other resources of each storage device also
remains constant. They include ports, controllers, prsingsand memory resources of the controllers etc. Thus, the
fraction of resources available for each client becomedlemaith a growing number of clients. This may degrade
performance.

The cost analysis in Table 9 and Figure 15 eliminates thiblprm and scales storage device resources available
to each server. In this case we assume that each server hdicatele capacity of 7TBytes. We use 64-port switches
interconnected in a mesh topology and each matrix has a itap&66TBytes.
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Client hosts 8 16| 32 64 128 | 256 512 1024
total TBytes 56 | 112 | 224 | 448| 896| 1792| 3584| 7168
matrices 1 2 4 8 16 32 64 128
switches 2 2 2 4 8 12 24 48
-port switches 64 64 64 64 64 64 64 64
total ports 128 | 128 | 128 | 256| 512| 768| 1536| 3072
ports used as interconnects 2 2 2 12 56 132 552 | 2256
ports used for matrix connectivity 4 8 16 32 64 128 256 512
ports needed for host connectivity 16 32 64 128 | 256| 512| 1024| 2048
usage of switches 0,16 0,31 0,63| 0,63| 0,63| 0,83 0,83 0,83
cost of matrices (SATA) [KEuro] 80| 160| 320| 640| 1280| 2560| 5120| 10240
cost of matrices (FC) [KEuro] 160 | 320| 640 | 1280| 2560 | 5120| 10240| 20480
cost of switches [KEuro] 44,0| 44,0| 44,0| 88,0| 176,0| 264,0| 528,0| 1056,0
cost of HBAs [KEuro] 12,8| 25,6 | 51,2 | 102,4| 204,8| 409,6| 819,2| 1638,4
total cost (SATA) [KEuro] 137| 230| 415| 830| 1661| 3234| 6467| 12934
total cost (FC) [KEuro] 217 | 390| 735| 1470|2941 | 5794 | 11587 | 23174
cost per TByte (SATA) [KEuro] 241 21| 19 1,9 1,9 1,8 1,8 1,8
cost per TByte (FC) [KEuro] 39| 35| 33 3,3 3,3 3,2 3,2 3,2
cost per client (SATA) [KEuro] 17,1| 14,4} 13,0| 13,0| 13,0 12,6 12,6 12,6
cost per client (FC) [KEuro] 27,1| 24,3| 23,0| 23,0 23,0| 22,6 22,6 22,6
yearly maint. per TB (SATA) [KEuro] 0,4| 0,3| 0,3 0,3 0,3 0,3 0,3 0,3
yearly maint. per TB (FC) [KEuro] 06| 05| 05 0,5 0,5 0,5 0,5 0,5

Table 9: Total cost of the FCS system for varying number @it and xed per host capacity.

We see that the shape of the per-TByte and per-server cog<isr similar and almost at. The per-unit cost is
close to constant above a certain level of storage systeacitgfmore than 224 TBytes) and above a certain number
of servers (more that 32). However, for small capacitiess(khan 224 TBytes) and small numbers of servers (less
than 32) the per-unit cost is higher due to the cost of higlt-gensity switches used in the analysis.

Overall, an important problem concerning FCS system cdhkgigthe total cost of the system with a given capacity
compared to the cost of the disks drives that are needed tadgrthe same capacity is very high. For instance,
assuming the usage of 500 GByte SATA disks, the per-TByteafdhe SATA-based FCS system is 6-8 times bigger
than the cost of disk drives that provide the same capaciguing the usage of 300 GByte FC drives, this relation
is between 1,5-2x, but the total cost of the FC drives-bagsttm is much higher — in the considered example FC
drives-based system would be 6 times more expensive thak 8/ATes-based.

3 Typical FCS con gurations

FCS systems are typically designed for speci ¢ applicatiand user needs. In this section we present typical con-
gurations of FCS systems suitable for typical applicataneas or storage systems. Next we brie y discuss speci ¢
application needs and how FCS features can be used to meetrtbeds.

3.1 Temporary storage for high-end computing

Some applications require temporary, 'scratch' volumesafisiderable capacity, bigger than provided by internal
resources of computing/application server. For that pseptisk resources of FCS systems can be used. Usually,
the most important features of temporary space is capanitytiaroughput, whereas availability and security are
not important concerns. Reliability of temporary data mayifmportant for long running computations that use
checkpoints and do not want to restart the computation ie cddata corruption. Finally, we should note that
availability may be important for computations that areuiegd to nish within a speci ¢ time budget, e.g. short-term
weather prediction. A detailed discussion of the appla@atequirements and con guration setting suitable for them
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Figure 15: Total cost of the FCS system for varying numbetiefits and xed per host capacity.

is presented in Table 10.

Requirements Impor- Con guration

tance

(1) high capacity: High Capacity depends on the application and host requirements

(2) high performance | High RAIDO or RAIDS for high throughput (+ mixes: 1+0, 5+0 if all@sl by the

(general): budget). At least two controllers per volume.

(2a) for seq. 110 High FS block size, RAID stripe size and cache management palicgd on

or for random 1/O per-application or per-host basis.

+ block size medium (e.g. 64 KByte)
(3) storage reliability | Medium- | RAIDO, no additional considerations for redundancy. Caehite: write-
Low back for higher performance.
(4) high availability Medium- | Multiple network links, HBAs, switches, matrix controlmRAID5 instead
Low RAIDO if availability is important (to assure continuousasption).

(5) security Low Temporary volume — normally for exclusive use, no secunitbfems.

(6) management/ Low No special techniques used (capacity requirements cdrestahanges only

virtualization in case of server upgrade)

(7) sharing Low Exclusive access directly at the block level (local volumaumt). Access
through a shared lesystem not optimal — performance andrigdssues
would arise.

(8) costs High Costs depends on assumptions/requirements:

- if very high IOPS is required large number of disk drivesiddde used
- if not, costs depend on the RAID structure type used

Table 10: FCS con guration for temporary storage in higlttenmputing.

As an example, Gaussian [22] is an application used in coatipail chemistry calculating energies and vibration
frequencies in molecular structures. Temporary space B BQised to store intermediate results of computations
(checkpoints) therefore the temporary volume must sugpostorage reliability. A sample con guration for Gaussia
is: a 0.5 TByte FCS volume on an IBM FAStT 700 disk matrix, cgared using RAID5 composed of 16 low-capacity,
high-performance FC drives (73 GBytes, 10K RPM Seagate k€gly. RAID5 segments are 64 KBytes and the cache
management policy is set to automatic. The compute sermaing Gaussian is an SGI Origin 3800 with 96 R12000
400MHz CPUs (76,8 GFLOPS peak) and 72 GBytes of main memadng sErver is connected to the FCS system
using two Qlogic QL2310 FC 2-Gbits/s interfaces. This caimrgtion achieves a maximum of 160 MBytes/s sustained
throughput and guarantees link redundancy. However, syghiticular setup the matrix is shared by many servers.

Perhaps, better throughput could be achieved if matrix was iexclusive access mode.
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3.2 Generic le-system

A generic le-system is one of the most popular applicatidois FCS systems. The main requirements are high
capacity, good performance, high reliability and avaiiabi Performance expectations depend on the kind of les
stored in the le system and the applications used. Datasscoptimization techniques should match the type of
traf c generated in the le system, e.g. large or small leschsequential or random accesses. In most cases cache
management policies are optimized for either mixed or oalydom accesses; in practice, even if the majority of
applications running over a disk volume access the dataégaential way, the overall traf ¢ generated on the volume
has a mixed or random access pattern. This is especiallforosulti-process and multi-user computing environments.
Optimizations for sequential data accesses are typicatlyed to appropriate read-ahead cache settings. Sharing
setups require some special solutions to avoid non-pgede intentional, or accidental data access or modi cation
Such situations require administrators to be very carehémintroducing shared FCS solutions. Depending on the
implementation, shared FCS solutions can be error-prodenaay complicate management of the storage system
instead of making it easier.

A detailed discussion of the application requirements ardguration setting suitable for them is presented in
Table 11.

Requirements Impor- Con guration
tance
(1) high capacity: High Disk volume of multiple TBytes.
(2) high performance | High RAID5 for good throughput.
(general):
(2a) for seq. 110 Low FS block size and RAID stripe size medium. Cache managenudiat/p
and random 1/O High for mixed access. Write cache mode: write-back (writes wheadon't

have to be immediately done on media) in order to speed upatatess
operations (from the point of view of user/application)o&t size — tuned
for the block size of the lesystem (e.g. 16KBytes, 32KBytasg. if many
small les stored in the system — should be smaller; if majoof the les
is big/large — should be bigger.

(3) storage reliability | High RAIDS5 for 'normal’ data block redundancy, RAID6, RAID5+1 fhigher
redundancy
+ backup/archive run on that volume.

(4) high availability High Multiple network links, HBAs, switches, matrix controlmRAID6 instead

RAID5 if big disks are used and availability is crucial (stesrsparing time,
lower risk of outage because of two drives failed at the same)t

(5) security Medium | For local volume with exclusive access — no security proklemce secu;
rity provided on FS level. If sharing enabled — issues arise.

(6) management/ Medium | Non-disruptive volume grow feature and RAID level changefuk On-

virtualization the- y operations useful or needed (depending on appbecetirun on that
volume).

(7) sharing Low If exclusive access to volume, at the block level (local waéumount) — no

problem. Sharing:

- through a le-server that mounts the FCS volume and expbitsclients,
e.g. through NFS: pros: easy sharing between multiple tchieats, cons;
centralization, performance

— by mounting disk volume locally + sharing techniques; propsgrfor-
mance, architecture simplicity; cons: issues arise forishae.g. known
solutions lead to centralization or require locking (pemiance bottleneck
(8) costs High Costs strongly depends on capacity and performance, hilajlaredun-
dancy requirements of a given application.

Table 11: FCS con guration for generic le systems.

An example application is the storage of home directoriedtie users of a PC cluster. These directories are
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accessed from 300 cluster nodes through the NFS servenghatte 1 TByte the volume de ned in the IBM FAStT
disk matrix (RAID 5). Average throughput gained from thewuke observed in the matrix performance monitor is
about 70 MBytes/sec. Sharing is provided by the NFS servgair in this setup the matrix is shared by many other
application servers (beside the NFS server). Therefoeepmay suppose that higher throughput could be gained if the
matrix was used exclusively.

3.3 Database

Databases are perhaps the most demanding applicatiomsisi & storage system performance, reliability, and avail-
ability. Performance-wise, the most important metric $tatage systems must optimize is the number of I/O opera-
tions per second (IOPS). The majority of database opematieguire access to small and often dispersed data blocks.
Such random access operations include both data operatibakso indexing, logging, journaling and backup/restore
High IOPS demand is the reason why the most demanding datalgatems run over high-end disk matrices, often
used exclusively by the database. These disk systems adocaltypequipped with high-end matrix controllers with
powerful storage processors, large caches, and advanued @and con guration features. These matrices typically
use a large number of small disk drives with high rotatiopeesis and low seek times. This allows for distributing
delay-sensitive data traf c over a large number of drivesdétailed discussion of the application requirements and
con guration settings suitable for them are presented inlg42.

Requirements Impor- Con guration
tance
(1) high capacity: Low Disk volume of multiple TBytes.
(2) high performance | High RAID5 for good throughput.
(general):
(2a) for seq. 110 Low -
(2b) random 1/O High FS block size and RAID stripe size small-medium. Cache mamagt pol-

icy: for random access. Huge cache useful. Write cache mafdite-back
for better performance + hardware cache protection (e.tjetygprotected
cache, cache vaulting). If no hardware cache protectiomwrée-through
cache mode used (but may cause performance problems).

(3) storage reliability | High RAID5, RAID6, RAID5+1 (or even RAID1) for data block redunuzy+
backup/archive run on DB level or snapshot/mirroring med$ras.

(4) high availability High Multiple network links, HBAs, switches, matrix controligRAID6 instead
of RAIDS if availability is crucial (shorter sparing time).

(5) security Low Typically local+exclusive volume mount — no security prels. Extra

data con dentiality may be assured by DB-level mechanismidualiza-
tion/ciphering box in FCS.

(6) management/ Medium | Volume grow feature useful (+ non-disruptive grow useful).

virtualization

(7) sharing Low -

(8) costs Medium- | May be very high since high IOPS may require big number of diskes.
High High-redundanttypes of RAID structures (RAID6, RAID5+1AR1) may

further increase the costs.

Table 12: FCS con guration for databases.

3.4 Backup and Archiving

Backup/archive applications require large capacity ampisetial access performance. As an example, performing
backup copies of a portal services database PSNC uses a @& vVdume, con gured within RAID5 structure. The
volume consists of 30 FC drives (146 GBytes per drive, 10K RRth a total RAID capacity of 3,8 TBytes. The
measured throughput is up to 180 MBytes/s of backup traf sevleed in case of simultaneous backups from multiple
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sources. Another example is the video-stream archive faurgg cameras. The backup system archives streams from
105 security cameras located in the same city as the ar@dyst#m. Cameras generate on average 1 TByte of video
stream data per day (i.e. 85 GBytes/hour, 24 MBytes/s). &/&teeam data are collected on a RAID5, SCSI-based
matrix and then backed up using two LTO2 tape drives and a@dolO2 tapes. The primary storage matrix has a
capacity of about 2 TBytes and is tuned for multiple seqatdtta accesses (for mixed workloads). The throughput
of the matrix is at least 2x24 MBytes/s, which is enough tdemlabout 1 TByte/day of data and to copy all data in
parallel to the tape subsystem. A detailed discussion cdpipdication requirements and con guration setting suéab
for them is presented in Table 13.

Requirements Impor- Con guration
tance
(1) high capacity: High Disk volume of multiple TBytes.
(2) high performance | High For Archiving: RAID5 for good throughput. For Backups: RAADor
(general): RAID5+0 (mainly for high throughput of temporary volumes).
(2a) for seq. 110 High Cache management policy: for sequential access (long4&yrage vol-

umes) or for mixed/random access (temporary backup poGlaghe size
not crucial. Write cache mode: write-back + cache proteatechanisms
(backups mainly) or write-through. Block size should bednig tuned with
source or temporary lesystem block size.

(2b) random 1/0 Low -
(3) storage reliability | High RAID5, RAID6, RAID5+1, RAID1 for data block redundancy, dapling
on performance, redundancy requirements and the budgétizdea

(4) high availability Low -
(5) security High If local volume mount — no security problems. If sharing (ptsp ap-
proach) — issues arise... Data con dentiality may be askbrevirtual-
ization/ciphering box in FCS.

(6) management/ High Volume grow feature useful.
virtualization
(7) sharing Low Shared con guration is popular (e.g. backup/archive ¢limachine shares

the volume with computing/application server in order tdkenthe backupg
server-free).

(8) costs Medium | Costs may be optimized by usage of appropriate media higrardaster
and more expensive media for primary storage, slower — eér¢agrchival
storage.

Table 13: FCS con guration for backup and archive applimasi

4 From Fiber-Channel-based to Cluster=Based Networked Stage

4.1 Scalability
4.1.1 Connectivity

One of the main advantages of CNS systems is expected to lbs¢haf scalable, commodity interconnects both for
storage and client nodes. Such networks have been dentedstracale very well to thousands of nodes at affordable
costs. Furthermore new emerging 10Gbps Ethernet netwgpskititches, feature path failover functionality, similar t
FCS, but at a cost that is constantly dropping [25]. Todastesy area networks use topologies such as fat trees and
Clos that scale to thousands of nodes.

4.1.2 Capacity

The capacity of a CNS system depends on the maximum capddhg interconnects used. This speci es the max-
imum number of storage nodes in the system as well as the roaximumber of clients that may access the storage
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system. Today, a storage node may host up to 32-48 disksd&ilting in 10s of TBytes per storage node. Given that
modern commodity interconnects can scale to thousandsd#s)@CNS can practically scale to very large numbers
of disks and 100s of PBytes. Finally, adding more clients @\ system corresponds to adding more nodes in the
interconnect used by the system.

4.1.3 Processing and Memory

CNS allows both memory and processing resources to scateadst nodes can be equipped with one or two CPUs
and large amounts of memory without signi cant increasdsdse system cost, since this is commodity hardware.

4.1.4 Throughput

Disk-Controller: CNS can scale disk-controller throughput by varying the benof disks in each storage node. In
general it is expected that each storage node will contagt/fiold a small number of disk controllers (1-4) with each
controller holding a small number of disks (2-16). This pd®s a wide range of options in scaling the disk-controller
throughputin each installatio@ontroller-Network and Client-Network: CNS storage nodes use 1-2 network links
to connect to the system interconnect (1 or 10 Gigabit E#teMyrinet, In niband). The maximum number of links
that may be used depends on the bandwidth available in themnadtstorage node paths. Modern storage nodes can
have 1/0 buses that are able to achieve throughput at thedévi® Gbits/s full duplex, e.g. two slots of 8x PCI-
Express. However, data may have to be staged in the main rgemhde being transferred from disk to the network
(or vice versa). Thus, CNS storage nodes can support nauttigtivork links, e.g. 4x1 Gigabit/s or even 2x10 Gbit/s
links.

Moreover, as both disk controllers (storage nodes) andtslieonnect to the system using the same commaodity
interconnect, similar characteristics apply to clientwark throughput scaling.

Network: One of the main advantages of CNS is that it uses a generpbpainterconnect, mainly system area
networks that have been demonstrated to scale to a largearwhibodes in various application areas, e.g. high-
performance cluster computing. Although many issuesedlat interconnects and communication protocols that will
be used in CNS systems are not clear and are the subject ehtuesearch, these interconnects will offer signi cantly
more throughput and con guration exibility at a lower cosbmpared to traditional FC interconnects. As the same
interconnect can be used both for controller-controller efent-controller connectivity, we expect that CNS wiitl,
the long-run, have better scalability characteristics jparad to FCS.

4.2 Reliability / availability

The reliability of commodity hardware is steadily increasand some recent results by Google and CMU [23, 24] in
large populations of disks indicate that drive failure sateSCSI, FC and SATA drives are in reality close. This was
not expected from the cheap drives, compared to the mucherds€ and SCSI “enterprise” disks with their much
higher MTBFs. The papers conclude that there are littleediffices in failure rates, which may be an indication that
disk-independent factors, such as operating conditidfes;tdailure rates more than component speci c factors.

Architecture-wise, a main challenge with CNS is that, umBCS, CNS needs to support storage volumes that span
(large numbers of) storage nodes. In FCS systems a volungpicatly con ned to a single storage controller. This
single controller has complete control over all accessamtiame blocks. All accesses to this block can be ordered
and thus, it is easy to deal both with consistency issues dsawéailures. Accesses to different blocks are usually
ordered and/or made atomic by mechanisms that are extertid FCS system and are usually part of the le system.

CNS, on the other hand, needs to support volumes that spaiplastorage nodes (controllers). Although CNS
may be con gured with volumes being con ned within a singterage node, this imposes signi cant limitations to
how CNS may be con gured and how it may adjust dynamicallyhe application needs. For instance, if volumes
are con ned within a single storage node, they may span oflilyited (and relatively small) number of disks; repli-
cated blocks may reside only within a single node, requireplication of all node components to achieve dual path
redundancy; accesses to disk blocks are limited to a smalbeuof network links.

Thus although a CNS system may be con gured similarly to F@8ny of the bene ts of using CNS derive from
its more distributed nature and the ability to distributduvees across storage controllers. However, this imposes
signi cant challenges that are the subject of current redeaFundamentally, CNS systems need to provide ordering
of accesses to distributed copies of a single block and mglef accesses to different blocks of a volume (and their
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copies) in the presence of failures. Offering high religpiand availability in CNS systems is the topic of current
research. Today research prototypes exist for providingCRiinctions across storage nodes, using erasure coding
techniques, or stronger voting techniques.

4.3 Security

CNS systems use interconnects that may perform similarsacoentrol and traf ¢ separation as in FCS systems.
Both of these have been investigated extensively in loc aetworks and are currently the subject of research in
higher-end system area networks. However the main diféerétom FCS is that CNS interconnects and nodes tend
to be 'general-purpose’, as opposed to specialized FC&imn@ects and controllers, and thus are more susceptible to
attacks. For instance, given that a CNS system may allonsadoghe CNS interconnect to large numbers of clients
for direct access to storage, ‘illegal’ clients may obtainess to the network and thus will be able to send I/O requests
to storage nodes. Currently, given that all I/O checks arfopmaed in traditional lesystems, storage nodes replylto a
I/O requests, providing access to raw blocks. Such probserdgheir solutions are currently the subject of research.

4.4 Management / Flexibility

If a CNS system is con gured to provide similar guaranteed s@mantics to an FCS system, then existing storage
management tools can be used on top of CNS systems. Howheereal potential of CNS is to provide higher
exibility, reliability, availability, and security compred to FCS systems. In this case management tools will also
need to adapt to the new capabilities. Moreover, given theeased capabilities of CNS systems and the increased
requirements of modern applications, it is expected thatagament tools should be able to automatically deal with
many of the issues that today require human operator intéoreand expertise. Currently, there is very little pragre

in this area and the role of future research is expected t@mbheant [26].

4.5 Power Consumption and Spatial Density

CNS systems are projected to use powerful, commodity CPldadh storage node. Today's CPUs have high power
demands (in the order of 50-100W). Since each storage noeguipped with one or two such CPUs, CNS will
require more power than FCS, especially if storage nodesgugped with a small number of disks. Commodity
interconnects such as Gigabit Ethernet that may be used B I@&iNe low power consumption. A 24-port Gigabit
Ethernet switch may typically have a maximum power consionpif about 30W. Typically, storage nodes with 10-
20 disks would be equipped with 400-500W power suppliesiltieg to similar power consumption per 3U as FCS.
Similarly, we expect CNS systems to have the same charsiiteras FCS in terms of spatial density.

4.6 Cost

Table 14 and Figure 16 show the cost of a CNS system, assumairagye nodes that are con gured with 16 disks of
500 GBytes each and two Gigabit Ethernet interfaces withCP®s and 1GByte of main memory. Thus, a single
storage node holds 8TBytes of storage at about 4KEuro (206/éisk, 800 Euro for the rest). We assume a CLOS
network topology, we do not reserve ports for client systemesassume switches are connected to each other with a
single link, and each storage node is connected throughimks/$witches to the network.

Note, however, that the number used for the comparison dimdoide management costs (human administrators).
Until truly autonomic features are integrated into CNS egw, the latter are likely to incur substantially higher
management costs than FCS sytems.

Table 15 and Figure 17 show the cost with the number of cliesth We assume a xed capacity of 1344 TBytes
with a storage node con guration similar to Table 8 (168 ag® nodes).

Finally, Table 16 and Figure 18 show the cost of a system withrging number of clients, where each client has
dedicated 8 TBytes storage (so the total system storageases with the number of clients).

4.7 Costs comparison: CNS vs FCS

Comparison of total and per-TB costs of CNS and FCS systefiBNSand FC-based) is presented in Figure 19. We
see that costs of CNS systems are much lower than FCS systehtisad they scale almost linearly — there is no big
entrance costs for small capacity FCS systems, which iragntay be observed in the FCS approach.
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total TBytes 56| 112| 224| 336| 448 672 | 896 | 1120| 1344
# Disks 112 | 224 | 448 672 | 896 | 1344| 1792| 2240| 2688
# Storage nodes 7 14 28 42 56 84 112 | 140| 168
# Switches 2 2 2 2 4 4 8 8 8
— # Ports/switch 48 48 48 48 48 48 48 48 48
Usage of switches 0.14| 0.28| 0.56| 0.84| 0.64| 0.93| 0.72| 0.87| 0.64
Cost of nodes 28 56 | 112 168 224 336 448 | 560 672
— Cost of disks only 22.4| 44.8| 89.6| 134.4| 179.2| 268.8| 358.4| 448 | 537.6
Ccost of switches 3 3 3 3 6 6 12 12 12
Cost of HBAs 0 0 0 0 0 0 0 0 0
Total cost [KEuro] 31 59| 115| 171| 230| 342| 460| 572| 684
Cost per TByte [KEuro] 05| 05| 05 0.5 0.5 0.5 05| 05 0.5

Table 14: Purchase cost of a CNS system for varying capauoityx@d number of clients.
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Figure 16: Purchase cost of a CNS system for varying numbdresfts and xed total capacity.

5 Related Work

Due to the importance of commodity architectures and thergi@tl of replacing FCS with CNS there is currently

signi cant research work on issues related to performameeszalability, reliability and availability, and autoredt

management. As our goal in this work is not to discuss cumesgarch work and results in the area, but rather to
contrast two architectures, we do not comment on these athefu

6 Conclusions

Our analysis shows that FCS has been fairly successful wiging high scalability and advanced management fea-

tures, ful lling stringent requirements on capacity, parhance, reliability, availability, and manageabilityowdever,

FCS exhibits certain architectural and functional limidas and results in high complexity and cost. For these rea-
sons, the shift towards more commodity architectures fimagie elements is an important trend. Although CNS has
a signi cant potential to reduce system cost and eliminatefional limitations, there is still a number of issuesttha
need to be addressed before CNS prototypes can be deplogedianding real-life applications. However, as this
shift will dramatically impact the nature of the storage syggiem in Grid infrastructures, higher level Grid services

and architectures should start considering the impactesgtarchitectural trends.
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hosts 8 16 32 64| 128 | 256 | 512| 1024
# Disks 2688 | 2688 | 2688 | 2688 | 2688 | 2688 | 2688 | 2688
# Storage nodes 168| 168| 168 | 168| 168 | 168 | 168| 168
# Switches 12 12 12 16 22 32 48 80
— # ports/switch 48 48 48 48 48 48 48 48
# Total ports 576 | 576| 576| 768| 1056 | 1536 | 2304 | 3840
# Ports for host connectivity 16 32 64| 128| 256 | 512 | 1024 | 2048
# Ports for storage connectivity 336| 336| 336| 336| 336| 336| 336| 336
# Ports used for switch connectivity 24 24 24 32 44 64 96| 160
Usage of switches 0.65| 0.68| 0.73| 0.64| 0.60| 0.59| 0.63| 0.66
Cost of storage nodes [KEuro] 672 | 672| 672| 672| 672| 672| 672| 672
Cost of switches [KEuro] 18 18 18 24 33 48 72| 120
Cost of HBAs [KEuro] 0 0 0 0 0 0 0 0
Total cost [KEuro] 690| 690| 690| 696 | 705| 720 | 744| 792
Cost per TByte [KEuro] 051| 0.51| 051| 051 0.52| 0.53| 0.55| 0.58

Table 15: Purchase cost of a CNS system for varying numbedieoits and xed total capacity.
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Figure 17: Purchase cost of a CNS system for varying numbaresfts and xed total capacity.
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