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Abstract

Automatedmodelingof softwareagingprocessesis a prerequisitefor cost-effective usageof adaptive software
rejuvenationasaself-healingtechnique.Weconsidertheproblemof suchautomatedmodelingin server-typeapplica-
tionswhoseperformancedegradesdependingon theÒworkÓdonesincelastrejuvenation,for examplethenumberof
servedrequests.Thistypeof performancedegradation- causedmostlyby resourcedepletion- is common,asweillus-
tratein astudyof thepopularAxis Soapserver1.3. In particular, weproposedeterministicmodelsfor approximating
the leadingindicatorsof agingandan automatedprocedurefor statisticaltestingof their correctness.We further
demonstratehow to usethesemodelsfor Þndingoptimalrejuvenationschedulesunderutility functions.Our focusis
on theimportantcasethattheutility functionis theaverageof aperformancemetric(suchasmaximumservicerate).
We alsoconsideroptionalSLA constraintsunderwhich theperformanceshouldnever dropbelow a speciÞedlevel.
Ourapproachis veriÞedby astudyof theagingprocessesin theAxis Soap1.3server. Theexperimentsshow thatthe
deterministicmodelingtechniqueis appropriatein this case,andthattheoptimizationof rejuvenationschedulescan
greatlyimprove theaveragemaximumservicerateof anagingapplication.

1 Intr oduction

In the last decadesthe softwareapplicationshave beenhighly increasingin complexity. In spiteof the advancesin
softwareengineeringtechniqueseventhemostmission-criticalapplicationsarestill proneto somelatentbugsandon
topof thatthey arebecomingmoredifÞcultto manage.

This increasein thecomplexity wasobserved, for instance,by IBM that in 2001launchedtheAutonomicCom-
putingInitiative asa vision to conductresearchefforts in theareaof systemself-management.Thetopicsaddressed
includesystemconÞguration,protection,healingandoptimization.Oneof thefour propertiesthat is aimedis thede-
velopmentof self-healingcomputingsystems.A self-healingsystemshouldbeableto automaticallypredictor detect
potentialerrorsandto executesomeproactiveactionsto avoid theoccurrenceof failures.

This paperpresentsa contribution to this topic of self-healing.Oneof the main concernsin nowadayscomplex
softwaresystemsis the appearanceof softwareaging. The term software aging describesthe phenomenonof pro-
gressive degradationof the runningsoftwarethat may leadto systemcrashesor undesirablehangups[17]. It may
happendue to the exhaustionof systemsresources,like memory-leaks,unreleasedlocks, non-terminatedthreads,
shared-memorypool latching,storagefragmentation,datacorruptionandaccumulationof numericalerrors.

Theagingphenomenais likely to befound in any typeof softwarewith enoughcomplexity, but it is particularly
troublesomein long-runningapplications.It is notonly aproblemfor desktopoperatingsystems:it hasbeenobserved
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in telecommunicationsystems[1], web-servers[12, 6], enterpriseclusters[5], OLTP systems[4], spacecraftsystems
[27]. Thisproblemhasevenbeenreportedin military systems[21] with severeconsequencesfor thelossof lives.

Thereareseveralcommercialtoolsthathelpto identify somesourcesof memory-leaksin thesoftwareduringthe
developmentphase[26, 23]. However, not all the faultscanbe spottedandthosetools cannotwork in third-party
softwarepackageswhenthereis no accessto thesource-code.This meansthatexisting productionsystemshave to
dealwith theproblemof softwareaging.

The currentstateof softwaresystemsfor IT systemsis notably increasingin complexity with the introduction
of Web-Technologies,the useof complex middlewarefor enterpriseapplicationintegrationandthe usageof SOA.
As a consequence,thereare increasingconcernswith this phenomenaof software aging, and it is wise to devise
sometechniquesto dealwith this problemin orderto increasedependabilityof autonomiccapabilitiesof complex IT
systems.

Themostnaturalprocedureto combatsoftwareagingis to applythewell-known techniqueof softwarerejuvena-
tion [17]. Two basicrejuvenationpolicieshave beenproposed:time-basedandproactive rejuvenation.Time-based
rejuvenationis widely usedtodayin somerealproductionsystems,for instanceby someweb-servers[12,6]. Proactive
rejuvenationhasbeenstudiedin [5, 4, 13, 28, 19, 15, 18, 16, 29] andit is widely understoodthat this techniqueof
rejuvenationprovidesbetterresults,resultingin higheravailability andlowercosts.

In this paperwe presentsometechniquesthatcanbeappliedto Þndout theoptimumrejuvenationtime, with the
mainpurposeof improving thereliability of theapplicationsandminimizing thepossibledowntimedueto a rejuve-
nationaction. Our focusextendsto any complex server-basedsoftwarethathasto run 24x7with strict requirements
of sustainedperformanceanddependability.

In a previous experimentalwork with an implementationof a SOAP server ApacheAxis 1.3 - we have demon-
stratedthat this particularpackageof middleware is highly proneto the problemof softwareaging[25]. We have
also found that this problemwashighly deterministicwhich drove us our attentionto develop somemathematical
techniquesto modelthephenomenaandÞndout theoptimalstrategy for rejuvenationof thecomputationalserver in
single-serverandclusterconÞgurations.

Thiswork canbeappliedto any softwaresystemthatmaypotentiallysuffer from theproblemof agingandhavea
deterministicbehaviour: thatis, evenif you restartthesystemtheproblemwill show upsomewherein thefuture,in a
time-independentway, but directly relatedwith theusageof systemresources.

Theagingbehaviour of any softwarecanbecapturedby oneor moreindicatorsof aging. Suchanindicatoris any
measurablemetricsof theserver likely to beinßuencedby thesoftwareaging,for examplethemaximumnumberof
requestsit canservepersecond.Theagingindicatorsfrequentlydependon thetimesincelastrejuvenation,but might
alsodependentonothermetricssuchasnumberof processedrequests,numberof performeddatabaseoperations,size
of theswapÞleor theamountof mainmemoryusedby thesoftware.

Thebasisof this paperis a simpledeterministicapproachfor time-independentmodelingof theagingindicators.
Ourmainassumptionis thattheleadingindicatorsof performancedegradationcanbeapproximatedas(deterministic)
functionsof someÒworkÓ-relatedmetric, e.g. the numberof served requestssincelast rejuvenation. This type of
softwaredegradationmight beattributedto memoryleaks,unterminatedthreads,staleÞle locks,andotherresource
depletionoccurringwith eachrequest,or aseriesof them.

Modeling agingbehaviour asa deterministicprocessdependingon the amountof work sincelast rejuvenation
offers several advantages.Firstly, suchagingprocessdescriptionprovidesindependenceof the work (e.g. request)
arrival rateor its timedistribution. Comparedto time-basedcharacterisationsthesemodelsaremoreuniversalandhave
lessparameters.A consequenceof thedeterminismis asimpleandconcisedescriptionof themodel- for example,as
aninterpolatingsplineor asequenceof functions.Thisgreatlyfacilitatesanalyticaltreatmentandoptimization- tasks
muchmorecumbersomefor probabilisticmodelspredominantin modelingof agingphenomena[29]. Furthermore,if
applicable,deterministicmodelingis likely to yield ahigherlevel of accuracy thattheprobabilistictechniques.Finally,
the generalapplicability of thesetypesof modelsis high sincethey correctlydescribethe agingprocessif memory
leaksor otherunreleasedresourcedaretheprimarycauseof thedegradation.We have conÞrmedthis empiricallyfor
theagingprocessesidentiÞedin ApacheAxis 1.3(for therequestratecapacityasanagingindicator).

Of course,not every aging indicatorcanbe describedasa function of the performedwork. In somecasesan
approximatemodelprovided by our approachmight besufÞcient,while in othercasesdeterministicmodelswill be
not applicableat all. Herea veriÞcationprocedurefor the applicability of the modelsundera given approximation
error toleranceis needed.To automatethemodelingprocess,sucha veriÞcationshouldfollow objective criteriaand
not rely on expert judgement.Sucha modelveriÞcationprocedureoffersanautomatedselectionof thesuitablework
metricor eventheir combinations.We discussin this paperthecomplete,automatedprocessof choosingandÞtting
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themodelsof performancedegradationwith statisticaltestingthatthesemodelsareappropriate.
The obtainedmodelscanbe usedto Þndoptimal rejuvenationschedulesfor individual serversandserver pools

in order to maximizesomeutility function, possiblywith additionalconstraints. For example,we might want to
maximizeastheutility function theaverageserviceratecapacityof a server, while ensuringthat this capacitynever
dropsbelow a certainlimit. This techniqueis describedandevaluatedin this paper. We derive for this caseanalytical
formulasfor efÞcientcomputationof therejuvenationtimesof individual servers.

Theapplicationof thesetechniquesis illustratedandevaluatedviaacasestudyof ApacheAxis 1.3agingbehaviour.
Herewe obtaindeterministicmodelsfor therequestratecapacityasa functionof thenumberof servedrequests.We
derive theoptimalrejuvenationschedulesby our techniqueandverify their optimality via experiments.

Themaintechnicalcontributionsof thispaperare1) adeterministictechniquefor modelingtheleadingindicators
of agingin dependenceof work metrics,2) an automatedprocedurefor selectinga suitablework metrics,Þndinga
modelfor theagingprocess,andstatisticalveriÞcationof theseresults,3) anapproachfor Þndingoptimalrejuvenation
schedulesof applicationsfor maximizingtheaveragevalueof a performancemetrics(suchasthemaximumservice
rate),4) evaluationof ourapproachvia acasestudyon theApacheAxis 1.3serverwheretheÒworkÓ-relatedmetricis
thenumberof servedrequestssincelastrejuvenation.

Therestof thepaperis organizedasfollows: afterreviewing relatedwork in Section2, we presenttheprocessof
determiningandverifying deterministicmodelsfor agingin Section3. Thenext Section4 explainshow to obtainthe
optimal rejuvenationscheduleswithout andwith SLA constraints.Section5 describesthe setupof the experiments
performedon ApacheAxis 1.3server. Theevaluationof theexperimentsis presentedin Section6. We discussthere
the obtaineddeterministicmodelsfor an agingindicator(maximumrequestratecapacity)of the server, the results
of modiÞedANOVA tests,and the optimal rejuvenationtimes for maximizing the averagemaximumrequestrate
capacity.

2 Relatedwork

SoftwarerejuvenationwasÞrstproposedin [6] andsincethentensof papershavebeenpublishedin theliterature.Two
policieshavebeenstudiedto applythesoftwarerejuvenation[21]: (a)by schedulingperiodicactionsfor rejuvenation;
(b) estimatethetime for resourceexhaustionandperforma techniquefor proactive rejuvenation.

While theÞrstpolicy is simpleto understandandapply it doesnot provide thebestresultin termsof availability
andcost,sinceit maytriggerunnecessaryrejuvenationactions.Proactive rejuvenationis deÞnitelyabetteroption.

Thereare two basicapproachesto apply proactive software rejuvenation: (i) Analytic-basedapproachand (ii)
Measurement-basedapproach.

The Þrst approachusesanalytic modelingof a system,assumingsomedistributions for failure, workload and
repair-time and tries to obtain the bestoptimal rejuvenationschedule. Several papershave beenpresentedin the
literaturethatdescribeanalyticalmodels.A survey aboutpapersthat follow this approachcanbefoundin [29]. The
paperpresentedin [17] presenteda continuous-timeMarkov chainmodel to Þnda closed-formexpressionfor the
optimal trigger rate. In [9] waspresenteda semi-Markov model that relaxed the assumptionfor time-independent
transitionrates.[14] presenteda Markov regenerative processthatallowedtherejuvenationtriggerclock to startin a
robuststate.A modellingapproachfor transactionalsystemswaspresentedin [13]. This Markov-basedmodeltook
into accountsomedetailsof transactionarrivalsandloss.

In themeasurement-basedapproach,thegoalis to collectsomedatafrom thesystemandthenquantifyandvalidate
theeffectof agingin systemresources.Threemaintechniqueshavebeenpresentedin theliterature:[13] useda time-
basedandworkload-independentestimationof softwareaging.A differentstudythattakesinto accounttheworkload
waspresentedin [28]. Thoseauthorspresentedthensomefurtherpaperswheretheir modelhasbeenreÞned.A yet
differentapproachwasusedby [19] that madeuseof ARMA/ARX modelsto validatethe occurrenceof software
agingin a web-server. Thework presentedin [5] consideredseveralalgorithmsfor predictionof resourceexhaustion,
mainlybasedoncurve-Þttingalgorithms.

In [19] is presenteda studyaboutsoftwareagingin a Web-Server (Apache).Thatstudyusestime-seriesanalysis
to predict the occurrenceof softwareaging. Proactive detectionof softwareaging in OLTP serverswasstudiedin
[4] usingmonitoringdatacollectedduring a periodof 5 months. That datawasusedto train a pattern-recognition
tool. After the training phase,the systemwent backto productionandkept the monitoringactivity. That tool was
ableto predicttheoccurrenceof softwareagingwith a long time in advance.Anotherrelatedstudywaspresentedin
[15]. TheauthorsappliedMSET(astatisticalpatternrecognitionmethoddevelopedby NASA andUSDepartmentof
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Figure1: Approximatingagingindicatorby aconcatenationof elementaryfunctions

Energy) for proactivedetectionof softwareagingin clustersystems.MSETprovidedexcellentresultsandwasableto
detecttheoccurrenceof memorycontentionproblemswith high-sensitivity andwith low probabilityof false-alarms.
Furtherwork waspresentedin [18] thatkeptproving theeffectivenessof MSET for eagerdetectionof softwareaging
andrunaway processes.In [16] is presentedanotherrelevantstudythatusessequentialprobabilityratio tests(SPRT)
to achieve earlywarningof potentialagingproblems,by theon-linemonitoringof severalhardwareparametersand
softwareperformancemetrics.

Our modelingapproachrequiresÞtting elementaryfunctions(polynomials,exponentialfunctions)to noisy data
from multiple trials. Oneof themostpopularapproachesto describeandapproximatesampledsignalsis thecurveÞt-
ting usingsplines[7]. AdvancedtechniquessplineÞttingproblemsin presenceof noiseandnon-stationarityhavebeen
studiedin medicine(particularlyneuroscience)recently. They includeDMS andSARS,andtheBayesianAdaptive
RegressionSplines(BARS)approach[8]. Thismethodhasbeenfurtherextendedto Þttingcurvesfrom multiple trials
[3] andto non-parametrictestingof equalityof functions[2]. An alternative approachfor Þtting splinesoffers ap-
proximationof databy basic,parametrizedfunctionssuchasliner functions,exponentialfunctionsandhigher-degree
polynomials.TheÞtting processusuallyperformedvia theLevenberg-Marquardtalgorithm[20]. Thedisadvantage
is a difÞculty of approximatingthe whole sampleby a single function. As a remedy, a concatenationof separate
functionsoverdifferentargumentrangesis used.

3 Modeling Aging Processes

We denotean indicatorof agingby y. The amountof ÒworkÓperformedby an applicationsincelast rejuvenation
is describedby a work metricsx, suchasthe numberof served requestssincereboot. The key assumptionof our
approachis that the indicatorsof aging dependprimarily on a single work metricsx, i.e. y = y(x). While this
assumptionmightnotapplystrictly for amajorityof theagingprocesses,it is sometimessufÞcientto haveapproximate
modelsof the above kind. For a user-speciÞedapproximationerror level this approachcanbe followed if we have
veriÞcationprocedureto detectwhetherthespeciÞederror level is not likely to beexceeded.Moreover, automating
suchaprocedureofferstheopportunityto automaticallytestandselectthework metrics(or evenfunctionsfor several
of them)from a pool of collectedmetrics.In this sectionwe describehow to build a work metrics-basedmodelfor a
givenagingindicatorandhow to testautomaticallyits applicabilityasamodelinput.

3.1 Approximating aging indicators by splines

Work metricsarein generalmonotonefunctionsof time - they eitherincreaseor decrease.Thisallows for usingthem
asargumentsof otherfunctions- in our casemodelsfor indicatorsof aging. Using a work metricsasanargument,
we Þnda functionS(x) which approximatesanagingindicatory via curve Þtting. Unfortunately, anagingindicator
cannotbe in generaldescribedby onebasicfunction (suchasa polynomialor exponentialfunction)over thewhole
rangeof its argument. We handlethis problemby subdividing the argumentrangethe into a setof segments, and
Þttingabasicfunctionseparatelyfor everysegment.For example,takingthemaximumservicerateP asanindicator
of agingandthenumberof served requestsasx, we couldapproximateP = P (x) asa (low-order)polynomialfor
x = 0, . . . , n1, anotherpolynomialfor x = n1 + 1, . . . , n2, andyetanotherfunctionfor x > n2 (seeFigure1).
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Automatedand efÞcientproceduresfor Þtting curves via a concatenationof low-order polynomialshave been
extensively studiedunderthe term splineÞtting [7]. A spline is a piecewise polynomial function S : [a, b] → R
consistingof k polynomialpiecesPi : [xi, xi+1] → R, where

a = x0 < x1 < . . . < xk−1 = b.

The k pointsarecalledknots. The piecesPi arepolynomialsof (commonly)degrees3 or 4, andthey specify the
valuesof S(t) over [xi, xi+1], i.e. S(x) = Pi, xi ≤ x < xi+1 for i = 0, . . . , k − 2 . Their coefÞcientsarechosenin
suchaway thatPi approximatesin a bestway the(inputdata)samplesover [xi, xi+1] andthatS hasacertaindegree
of smoothnessat xi (andxi+1). The latter propertyis ensuredby enforcingthat the two piecesPi−1 andPi share
commonderivative valuesfrom thederivative of order0 (functionvalue)up throughthederivative of somespeciÞed
orderri. In this paper, knotscorrespondto thex valuesat which theagingindicatorvalueshave beensampled,and
theintervals[xi, xi+1] correspondto thesegmentswith separatelyÞttedbasicfunction.

From thewide rangeof splinefunctionswe areinterestedin smoothingsplines[11]. Their essentialpropertyis
thatsuchsplinesdo not necessarilypassthroughtheoriginal sampledpoints(xi, yi) = (xi, y(xi)). This allows more
smoothcurvesthanthosestrictly determinedby theinputdata.In thiswaythejitter introducedby measurementerrors
or somesecondaryÒnoiseÓprocessesis Þlteredout. Thedegreeof thesplinesmoothnessversustheproximity to the
original samplescanbecontrolledby thesmoothingparameterp. Formally, asmoothingsplineS minimizes

p
k∑

i=1

αi(yi − S(xi))2 − (1− p)
∫

d2S

dx2
dx,

whereαi areweightsfor eachpoint (usuallyall 1). The smoothingparameterp is deÞnedbetween0 and1. While
p = 0 producesa leastsquaresstraightline Þt to thedata(linearregression),choosingp = 1 yieldsÒperfectlyÞttingÓ
cubicspline interpolant.The interestingrangeof p is near1/(1 + h3/6), whereh is theaveragespacingof thedata
points.Weassumein thefollowing thatp = 1/(1+h3/6), whichallowsfor automated,non-parametricÞttingprocess.

An alternativeapproachto splineÞttingis to Þndthesegmentendsaccordingto avisualinspectionof theplot of y
vs. x, andto Þt a basicfunctionfrom a functionpool (linear, exponential,high-orderpolynomial)over eachsegment.
For eachsegment,the function type with the bestgoodness-of-Þtmeasure(suchascoefÞcientof determinationR2

[10]) is selected. The advantageof this methodis that we can have lesssegments,and possiblymore ÒnaturalÓ
approximatingfunctionsthanpiecewisepolynomials.While this is mostlyamanualprocess,it is possibleto automate
theselectionof thesegmentendsvia adivide-and-conqueralgorithm.For eachproposedsegmentweÞteachfunction
typeandthenusethegoodness-of-Þtmeasureof theÒbestÓtypeasameasurefor thequalityof thesegmentselection.
Thequality of a choicefor a collectionof segmentsis takenasa sumof thesenumbers.However, thecomplexity of
automatingthisprocedureinclinedusto preferthespline-basedmethod.

The processof recordingthe data,preprocessingandobtaininga smoothingsplineapproximationS consistsof
thefollowing steps:

1. Selecttheagingindicatory andthework metricx (directly observableor a functionof observables).Perform
t experimentswith the systemunderstudy for the samesystemconÞgurationparameters(like memorysize,
systemworkloadetc.). Recordthe samples(x, yi(x)) for eachexperimenti = 1, . . . , t. Repetitionof exper-
imentsservestwo purposes:Þlteringour of transientvariationsof theagingprocess,andallows for statistical
veriÞcationof themodel.

2. Optionally, generateplotsof yi asadependentvariableof x for eachof thet experiments.If avisualinspection
shows that theplotsshow differentcurves,selectanotherwork metricsx andreturnto step1, or concludethat
thismodellingapproachis notapplicable.

3. Createany-average by averagingtheyi(x) valuesfor eachmeasurementat x (over t experiments).Thus,the
y-averageis aseriesof points(x, y(x)) wherex is thevalueof thework metricsfor whichthemeasurementwas
taken,andy(x) = 1/t

∑t
i=1 yi(x). If thevaluesof x aredifferentfor eachexperiment,they mustbegriddedto

havesamexÕs- in eachof thet point series.

4. Use a smoothingspline algorithm describedabove to Þnd a splineS approximatingthe y-averagewith the
smoothingparameterp = 1/(1 + h3/6).
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3.2 ANOVA-basedmodel veriÞcation

Our assumptionthat an agingindicatordependsprimarily anddeterministicallyon a singlework metricsmight not
holdfor morecomplicatedagingprocesses.To handlethis issue,weproposeatestfor appropriatenessof ourmodeling
techniquewhichdoesnotrequirehumaninvolvement.While thepositiveresultof thetestensureswith highconÞdence
thatour approachis applicable,a negative resultdoesnot completelyexcludeour modellingtechnique.It might just
indicatethat the choiceof the work metricswasnot correct,or possiblysomefunction (e.g. a linear combination)
of observable work metricsshouldbe usedas x. The fact that this test can be carriedout automaticallyallows
for deploymentof automaticsearchingprocesses(suchasgeneticalgorithms)for determiningthe mostappropriate
ÒsyntheticÓwork metricsasacomplex functionof recordedsystemobservables.Wheninvolvementof humanexperts
is desirable,experimentingwith plots of the aging indicatorsvs. different work metricsor their functions is an
appropriateway to discover thecorrectwork metrics.

Theideaof thetestis to comparethemeansof relativeresidualerrorsof theoriginalsampledpoints(x, yi(x)) ver-
sustheapproximatingsplineS. To thisaimwe form t groupsof therelative residualsfrom eachof thet experiments,
andadditionallyagrouptherelative residualsobtainedfrom thesplineÞtof they-average.If themodelis correct,we
expectthemeansto beall ÒstatisticallyÓequalto eachother. Themeanof theresidualsfrom they-average(lastgroup)
is very closeto 0 by thepropertyof thesmoothingsplineandthechoiceof thesmoothingparameterp. If themodel
is correct,the last fact implies that all meansarestatisticallynearly0. In otherwords,in all t experimentsthe data
shows no essentialresidualerrorsagainstthemodel. If this null hypothesisH0 cannotberejected,we canconclude
with high probability thatour modelis appropriate.On theotherhand,a testrejectionof thenull hypothesisgivesa
strongindicationthatat leastoneof themeansdiffers,andthatthemodelis not correct.

To verify theH0, weusethestatisticalANOVA methodwhichanalysesthevarianceof therelative residualsfrom
eachof the t + 1 groups. Essentially, the varianceof the residualsover the datafrom all groupscanbe estimated
by two numbers:theMeanSquaredError (MSE,or sW ) which is basedon thevariancewithin experiments,andthe
MeanSquareBetween(MSB, or sB) which is basedonthevariancebetweenexperiments.If H0 is true,thenbothsW

andsB shouldbeaboutthesamesincethey arebothestimatesof thesamequantity(total variance).However, if at
leastoneof themeansdiffers,MSB canbeexpectedto belargerthanMSE.Consequently, theANOVA-testrequires
computationof theANOVA F statistic:

Fstat =
sB

sW
.

Obviously, largervaluesof Fstat indicatethat thenull hypothesisis morelikely to bewrong. To Þnalizethe testfor
our Fstat valuewe needto Þndits p-value,i.e. the probability of obtaininganFstat aslarge or larger thanthe one
computedfrom thedatawhile H0 is true. If thep-valueis lower thata givensigniÞcancelevel (usually0.05 or 0.01),
thenull hypothesismustbe rejected,andso themodelis unlikely to becorrect. Thep-valuecanbe found from the
Fstat statisticsby referringto theF -distribution (samplingdistribution). To usea tablefor this distribution, we need
to specifythetwo degreesof freedomparameters:dfn = K − 1 anddfd = N −K, whereK = t + 1 is thenumber
of groupsandN is thetotal numberof samplesin all groups.For furtherdescriptionof ANOVA see[22].

3.3 EnhancingANOVA by a tolerancelevel

The above processprovides an automatedÒyes/noÓtest for the appropriatenessof the model for the casethat the
measurementsfrom all t experimentsarenearlyidentical. In practicethis situationis rare,andsoit is very helpful to
have aninstrumentfor admittingcertainlevel of differencesbetweenthegroupmeans.Sucha user-deÞnedtolerance
level allowsto separatetheprimarymodelinputvariablesfrom thesecondaryonesby neglectingthelatteratthemodel
testingstage.It alsogreatlyfacilitatesin estimatingtherelative (mean)errorof themodelvia a simplebinarysearch
procedureminimizing theapproximationlevel until thevalueatwhich themodelis rejected.

Unfortunately, the ANOVA methoddoesnot allow for specifyinga ÒtoleranceÓvalue by which the datafrom
differentgroupsmight differ but the meansarestill reportedasequal(asmosthypothesistests,ANOVA allows for
speciÞcationof theÒsigniÞcancelevelÓ,though).As a remedy, we proposeto transformtherelative residualsin each
groupin sucha way that thegroupmeanswith pairwisedifferenceof approximately2" or lessbecomenearlyequal.
Theparameter" is aused-deÞnedtolerancelevel. Thetransformingfunctionis deÞnedby

Z(r) = r

(
1− e−r/!

1 + e−r/!

)2

, " > 0
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Figure2: Roleof theparametersin optimizingtheaverageperformance

andhasbeenderivedfrom thelogistic function1/(1 + e−r). As easilyveriÞed,this functionÒsquashesÓthevaluesof
theargumentsin [−", "] to nearly0, while mappingr to approximatelyr± " for |r| > ". For " = 0 wesetZ(r) = r as
theabove functionconvergesto theidentity when" → 0. After thetransformationonly residualswith absolutevalue
" or abovearesigniÞcantlycontributing to thehypothesistesting.

Summarizing,anautomatedtestof themodelappropriatenessconsistsof thefollowing steps:

1. For eachexperimenti andthey-average(denotedhereasyt+1), computetherelative residualsri(x) of thedata
versusthesmoothingsplineS by ri(x) = (yi(x)− S(xi))/yi(x) for i = 1, . . . , t + 1 andeachrecordedwork
metricvaluex.

2. For agivenvalueof thetolerancelevel " ≥ 0 transformtheresidualsby thefunctionZ.

3. For agivensigniÞcancelevel p conducttheANOVA-testfor theequalityof meanson thet + 1 datagroups.

Theabove procedurefor the modelcreationandtestingis exempliÞedvia a studyon ApacheAxis 1.3 describedin
Section6.1.

4 Optimal RejuvenationSchedules

The modelsof software aging presentedin the previous sectionare important instrumentsfor proactive software
rejuvenation[28]. They canhelp to Þndautomaticallyrejuvenationscheduleswhich optimizesomeuserspeciÞed
utility functionsor performancepolicies.An examplefor thelatter is a conditionthatanagingindicatormight never
drop below a certainlevel L while a rejuvenationshouldperformedas infrequentlyas possible. This simple yet
commonpolicy occurstypically asa partof ServiceLevel Agreement(SLA) scenarios[25]. If a deterministicmodel
of agingis (essentially)monotone,thesolutionto thisproblemis just trivial: theoptimalrejuvenationpointshouldbe
scheduledfor thework metricvalueof x∗ −D, wherex∗ is solutionto theequationL = S(x∗) andD is theamount
of ÒworkÓ(in termsof thework metric)droppedby theserverduringtherejuvenationphase.

A more challengingproblemis the optimizationof an average of the aging indicator over many rejuvenation
cycles.Typically for this case,theagingindicatorwill representsomeperformancemetricof theserver. Theproblem
hereis thusto optimizethe averageperformancewhile paying lessattentionto outagetime of a server. While the
latter is not desirablein the caseof a singleserver, suchscenariomakessensein a server pool. Hereeven frequent
rejuvenation(apossibleside-effectof optimizedaverageperformance)is tolerableaspeerserverscanhandlerequests
of anunavailableserver. In this sectionwe treatthisproblemin context of ourdeterministicmodels.

4.1 Optimizing the averageperformanceover a rejuvenationcycle

To simplify the treatment,we focuson the casethat the agingindicatoris the maximumnumberof requestswhich
can be served by the application(the treatmentalso appliesto other metrics). We denotethis numberby P and
will call it (instantaneous)performance. We alsoassumethat this performancedependson thenumberw of served
requestssincelast rejuvenation,i.e. P = P (w). Consequently, w = x will be assumedto be the work metric
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x in the modellingcontext. While it is importantin SLA scenariosto keepthe performanceabove a certainlevel,
we areinterestedin averagingthis numberover a largeramountof work x∞, typically includingmany rejuvenation
cycles. This average performancePave(x∞) is deÞnedas the expression1/x∞

∫ x∞
0 P (x)dx if P (x) is constant

over [x, x + 1], or as1/x∞
∑x∞

i=0 P (i) otherwise. Maximizing averageperformancedoesnot necessarilyimply a
lower boundon theinstantaneousperformanceP (whentheapplicationis active, i.e. outsidetherejuvenationphase).
However, sucha lower boundis interestingfor SLA guarantees.Therefore,we additionallyconsiderin thefollowing
theoptimizationof Pave undertheconstraintof sucha lower bound.Furtherdiscussionin this sectionis devotedto
maximizingPave(x∞) underdifferentperformancepolicies.

Recallthat in our agingmodelsP (x) is approximatedby a functionS(x) concatenatedfrom basicfunctionsover
consecutive argumentintervals(e.g. splinesegments).Within eachsegmentS is describedby a differentpolynomial
(or somebasicfunction). The ideaof our approachis to iterateover theconsecutive segments,computetheoptimal
work metricvaluex∗ over eachone,andoutputtheoverall bestsolution.To simplify thenotation,we identify P (x)
andS(x) in thefollowing.

Sinceweareinterestedin averagingperformanceoververy largenumberof requestsx∞, wecanassumethatx∞
is a multiple of thenumberof requestsper rejuvenationcycle. Moreover, if theserver behavesidenticallyaftereach
rejuvenation(andit betterdoes),we might setx∞ to theamountof work performedin onerejuvenationcycle. Thus,
wecanlimit our considerationsto onecycle.

For a given interval I = [u, v] of the work metric value(i.e. segmentof a model),the cumulative performance
Pu =

∫ u
0 P (x)dx in theprevioussegmentsmight inßuencethesolution. However, this Pu is a constantover I and

canbe easilycomputedfrom the informationon previous segments(their boundariesandmodel functions)by the
deÞnitionof Pave. Also the startu of the interval I inßuencesthe valueof Pave(x) for x ∈ [u, v]. Thus,while
searchingfor theoptimal rejuvenationpoint underthe functiondescribingP (x) over I we musttake Pu andu into
account.Figure2 illustratesthenotation.

This leadsto the following generalapproach.We obtainthemaximumaverageperformancePave(x) by rejuve-
natingoncethework metrichasincreasedby x∗, with x∗ determinedasfollows:

S1. For eachsegmentI = [u, v] of themodel,assumethatI containsx∗. ComputePu andÞndtheoptimalvaluefor
x∗(I) ∈ I asdescribedin thenext section.

S2. Compareamongall segmentsthe averageperformancePave(x∞) achieved by the respective optimal solution,
andoutputthebestonex∗ = x∗(I) for somesegmentI.

4.2 Optimal rejuvenationpoint in a singlesegment

Let D betheamountof work (in termsof thework metricx) droppedby theserverduringtherejuvenationphase.The
latterhasusuallyaconstanttime,andsoD is inßuencedby this timeandtherequestratedistribution. Thispotentially
introducesdependenceon the requestrate- somethingwhich we try to avoid. However, we might assumethat the
rejuvenationtime is shortcomparedto thelengthof thefull cycle,andsotherequestrateduringrejuvenationcanbe
assumedasconstant.Therefore,D canbe estimatedasa productof the rejuvenationtime andthe averagerequest
rate. While this is systemspeciÞc,we canassumeit asa constant,andsoescapethedependency on therequestrate
distribution.

For agivensegmentI = [u, v], theaverageperformancePu from x = 0 to x = u, andagivenfunctionP (x) over
I, we Þndthe optimal rejuvenationpoint z∗ = x∗ − u (i.e. the ÒoffsetÓof x∗ from the startof the segment)in the
following way:

• Determineananalyticalexpressionfor the integral F (x) =
∫ x
0 P (x)dx. HereP (x) is understoodasthebasic

functionover I only (transformedsothatsegmentstartsat0).

• Findz∗ whichmaximizes

Pave(z) =
Pu + F (z)
u + z + D

for z ∈ [0, v − u].

Thelatterequationfollowsfrom thedeÞnitionof Pave(x∞): thenumeratorsumsupthecumulativeperformancefrom
0 to u + z, z ∈ [0, v−u]. Thedenominatorsumsupthenumberof requestsoverprevioussegments(u), requestsover
thesegmentstartuntil offset(z), andthenumberof droppedrequestsduringrejuvenation(D), seeFigure2.
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For abasicfunctionoverI, theÞrststepis to computetheÞrstderivativeof Pave(x), solveP ′
ave(z) = 0 andverify

that it is a maximum.If sucha candidatevaluefor z∗ is within theboundariesof thecurrentsegment,we have found
the optimal valueandareÞnished.In othercaseswe mustsearchfor z∗ numerically(e.g. via a binary searchfor
unimodalfunctions)by maximizingtheexpressionfor Pave(z) over thecurrentsegment.In thefollowing we discuss
how to obtainz∗ for thecasesthatP (x) is linear, polynomial,or exponentialfunctionover I.

4.2.1 Linear function

For P (x) = ax + b obviously F (x) = a/2x2 + bx. With constantsa, b, u, v andPu, we maximizePave(x) =
(Pu + a/2x2 + bx)/(u + x + D). By solvingP ′

ave(x) = 0 andchoosingtheconcavedownwardinßectionpoint , we
Þndthatthepotentialsolutionis

z∗ = −
a(D + u) +

√
a(2Pu + (D + u)(a(D + u)− 2b))

a
.

4.2.2 Polynomial function

For a polynomialof orderk P (x) =
∑k

i=0 aixi , we have F (x) =
∑k

i=0
ai

i+1xi+1. TheÞrstderivateof P ′
ave(x) is

then

P ′
ave(x) =

∑k
i=0 aixi

u + x + D
−

Pu +
∑k

i=0
ai

i+1xi+1

(u + x + D)2
.

In general,theequationP ′
ave(x) = 0 hasa closedform for eachk, but they aresocomplex for k > 1 thatwe suggest

usingasymboliccomputationpackage[24] for Þndingthem.

4.2.3 Exponential function

For anexponentialfunctionP (x) = eax+b wehaveF (x) = 1
aeax+b. As apotentialsolutionweget

y∗ =
−aD − au + W

(
aPue−b+aD+au−1

)
+ 1

a

whereW (z) is theLambertfunction,asolutiont to theequationz = tet whichhasnoclosedanalyticalform.

4.3 Optimizing the averageperformanceunder SLA constraint

In single-serverenvironmentsit is frequentlydesirablethattheinstantaneousperformanceP (x) of aservermustnever
dropunderacertainthresholdL (disregardingtherejuvenationphase).Suchaconditionmightbeimposedby anSLA
or otherpolicies,andbasicallyguaranteesthat the server is never Òunder-performingÓ.To solve this problem,we
proposean approachsimilar to the onein Section4.1, rulesS1 andS2. We iterateover all segments,computethe
potentialsolutionin eachcase(if it exists), andselectthe bestoneamongall cases.However, stepS2 needsto be
changed.In the new scenariowe musttake into accountan additionalconstraintP (x) ≥ L for a x ∈ [0, x∗] for a
givensegment.

In general,this is anon-linearmathematicalprogrammingproblem(optimizationwith constraints)in onevariable.
Someinstancesof this problemmight have specializedsolvers. However, to reducethe solution complexity and
sinceweareapproximatingtheÒtrueÓagingprocessanyway, it is moreadvisableto searchfor anoptimalandfeasible
solutionin thefollowing way. For eachsegmentseg consideredin S1andits optimalsolutionx∗I , weÞndtheminimum
valueof P over [0, x∗seg]. If thisvalueis smallerthanL, thesolutionfor I is excludedfrom consideration.Heretolerate
the error that anotherx ∈ I, x '= x∗seg might be optimal within I underthe SLA constraint,andso the segmentI
mightcontaintheoptimalsolution.However, if thesegmentsareÞneenough(asin caseof thespline-basedmodeling),
takinganeighboringsegmentin this caseprovidesasufÞcientapproximation.

To Þndtheminimumvalueof P over [0, x∗seg], we iterateover all segmentscoveringthis range,andfor eachseg-
mentdeterminetheminimumof its basicfunctionby computingtheextremepoints(via 1stderivative) andchecking
thesegmentends.For thelastsegment(containingx∗seg) weapplythesameprocessaftersettingits endto x∗seg.

In general,ÞndingtheoptimalsolutionsundertheSLA constraintsincursomecomputationalcosts,but thisneeds
to bedoneonly oncefor a givendeterministicmodel. The latterwill not changefrequentlyif theserver parameters
(hardware,softwaresettings)remainthesame.
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GroupA run# 1 2 3 4 5 6
max.connections 20 20 20 25 25 25

GroupB run# 11 12 13 14 15 16
max.connections 50 50 50 100 100 100

Table1: GroupsA andB andtheir parameters

5 Experimental Setupand Data Collection

We have conducteda study of dependabilitybenchmarkingwith ApacheAxis 1.3. The resultswere presentedin
[25]. In thatstudy, we have useda tool of workloadandstress-testing(calledQUAKE) andwe have useda synthetic
SOAP-basedweb-servicethatresemblesthebehaviour of abankingapplication.

Thetestinginfrastructurewascomposedby aclusterwith 12machines.Fromthose12machines,onewasrunning
theSOAP application,otherwasdedicatedto theBenchmarkManagementsystem;theremaining10 machineswere
running instancesof the clients that were in practicethe workloadgenerators.Eachclient nodeof the clusteris a
machinewith the following hardwarecharacteristics:Intel celeron1GHzwith 512Mbof memory. Every noderuns
Linux v2.4.20andtheclient modulesof theQUAKE tool wereimplementedin Java 1.5. TheSUT web-servicewas
runningonacentralnode(dual-processor)of thecluster. Thiscentralnodehadthefollowing hardwarecharacteristics:
dual-processorAMD Opteron64 bits 246,2GHz,a memoryof 4x1Gb(4Gb)DDR 400anda disk SATA2 of 160Gb.
In factwe have two similar centralnodeswith theexactsamecharacteristics:onewith Linux v2.6 thatwasusedfor
someof theexperiments,andanequalnodewith Windows 2003Server, for someotherexperiments.Theconnection
of theclientnodesto thecentralnodeis donethroughanEthernetswitchof 100mbit/s.

Theexperimentsweretakenin a clusterwith 10 machinesinjectingworkload(doingsimultaneousrequests)in a
centralserver. Eachclient hadm threadswhich workedconcurrentlydoingrequeststo theserver. So, in theoverall
themaximumnumberof total connectionwasequalto 10m.

Wehave recordedin theexperimentsthefollowing systemmetrics:

• freememory:availablememoryin theJVM of theSOAP server,

• cpu_user:% of CPUtime usedby theuserapplications,

• cpu_system:% of CPUtimeusedby theoperatingsystem,

• cpu_idle:% of time wheretheCPUis idle,

• request_per_sec:the throughputof theSOAP server, measuredin termsof numberof requeststhanbeenexe-
cutedpersecond,

• min_lat: minimumobservedvaluefor therequestlatency,

• maxlat: maximumobservedvaluefor therequestlatency, and

• avg lat: averagevalueof therequestlatency .

Weperformed12experimentsfor modelingof agingin thefollowing way. Wesentservicerequeststo ApacheAxis 1.3
with a constantrateexceedingthecapacityof this server. All experimentswereperformedwith thesameparameters,
exceptfor themaximumnumberof total connection.We partitionedtheseexperimentsinto two groupsdependingon
theseparameters.Wesummarizetherunsandtheir parametersin Table1.

It is importantto notethat the successorto ApacheAxis 1.3 (Axis 2.0) doesnot suffer suchsevereproblemsof
memoryleaks.However, usingAxis 1.3for astudyis still valid asit representsof whatwebelieve is acommonaging
behaviour.

6 Empirical evaluation

TheApacheAxis server canserve only a certainamountof requestspersecond.We have introducedthis metric in
Section4.1astheserviceratecapacityP or performanceof aserver. As thismetricsis animportantcharacteristicsof
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Figure3: Serverperformanceversusnumberof servedrequests:original (gridded)dataandthey-averages

theserver, weselectedit astheagingindicator. Thecaseof aserver-typeapplicationoffersaverynaturalwork metric:
thenumberof requestsservedw sincelast rejuvenation.We have testedall the recordedmetrics(exceptnumberof
requestspersecond)aspotentialwork metrics,but thenumberof requestsservedturnedout to bethebestchoice.We
assumethechoicesx = w andy = P in thefollowing.

6.1 Modeling service rate capacityof ApacheAxis 1.3

In thissectionwedemonstratethemodelingapproachto theagingprocessof theApacheAxis 1.3server. For eachof
thegroups,wehaveÞrstperformedthegriddingof thedatato obtainequalvaluesof thework metricsin eachrun. To
this aim,we have subdividedtherecordedrange[0 . . . 106] of w into 100 equally-sizedbins,andtook thebin startas
thegriddedw value.ThegriddedP valuehasbeenobtainedby averagingtheP valuesof thesamplesfalling into the
bin.

Accordingto the modelingprocedurefrom Section3.1, we computedthey-averageby taking the meanof all 6
P valuesbelongingto the samegriddedw value. The smoothingsplineswereÞttedover this y-averageusingthe
default smoothingparameterp = 1/(1 + h3/6) = 6× 10−12 (with h = 104). Figure3 shows thegriddeddataalong
with they-averages,while Figure4 presentstheÞtsof thesmoothingsplinesalongwith theabsoluteresidualsof the
y-averagesagainsttheÞttedsplines.Wealsoincludetheplotstherelativeresidualsof theoriginalgriddeddataagainst
the splinesin Figure5 (the vertical axis hasbeencappedto interval [−10%, 10%] which excludedsomeoutliers).
Theseplotsrevealsomesystematicerrors:in groupA, runs2 and6 have largestof them,while in groupB thelargest
systematicerroroccursfor run15. However, almostall of therelativeerrorsremainin theinterval [−10%, 10%] which
is seeminglytheinßuencerangeof secondary, notmodeledfactorsandtransientphenomena.

Figure6 shows thebox andwhisker plotsof theZ-transformedrelative residualsfor tolerancelevel " = 5% (few
outliersoutside[−10%, 10%] arenot shown). Theboxeshave linesat the lower quartile,median,andupperquartile
values. The whiskersextendto the mostextremedatavaluewithin 1.5 timesthe interquartilerangeof the sample.
Obviously therelative residualsfor groupB have lessdifferencesbetweenthemeans(andmedians)thanthosefrom
groupA. The applicationof the Z-transformationhasmoved the residualsclosertogether(andto 0) asin the non-
transformeddataasintended(cf. Figure5). The resultsof the ANOVA-analysisfor differenttolerancelevels " are
shown in Table2. We have highlightedthe p-valuesat tolerancelevels for which the modelcanbe acceptedat the
signiÞcancelevel p = 0.05. A deterministicmodelfor groupA canbeacceptedat tolerance" = 6% (or higher),while
for groupB this is alreadythecasefor " = 1%. However, in thelattercaseincreasedtolerancelevel up to " ≤ 10% do
not translateto higherassurancethata modelis correct.We attribute this to the fact thatmostof thebetweengroup
variance(or equivalently, MSB) comesfrom theoutliersoutsidethetestedtolerancelevels,which arenot affectedby
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Figure4: SplineÞtsandtheabsoluteresidualsof y-averages
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Figure5: Relative residualsof theoriginal (gridded)dataagainstthesplineÞt (outliersoutside[−10%, 10%] arenot
shown)
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Figure6: Bar plots of the relative residualsof the original (gridded)dataagainst the splineÞt for " = 5 (outliers
outside[−10%, 10%] arenot shown)

" 0 1 2 4 6 7 8 9 10 15 20
A Fstat 18.86 16.84 10.49 3.73 2.09 1.77 1.57 1.44 1.34 1.08 0.94

p-value 0 0 0 0.001 0.053 0.103 0.152 0.197 0.236 0.375 0.463
B Fstat 2.40 2.10 1.91 1.90 1.98 2.00 2.02 2.02 2.01 1.90 1.75

p-value 0.027 0.051 0.077 0.078 0.067 0.063 0.062 0.061 0.062 0.078 0.108

Table2: Resultsof theANOVA-testsfor differentlevelsof thetolerance"

the transformationZ. Summarizing,we concludethat for bothgroupsthe splinefunctionsof thenumberof served
requestsw canbeacceptedasdeterministicmodelsfor theagingprocesswith reasonabletolerancelevel " = 6%.

6.2 Optimizing rejuvenation times

Group D 0 500 1500 3000 4500
A x∗ 43812 45925 49700 55091 60156

Pave(x∗) 405.87 401.39 393.25 382.59 373.35
Group D 0 500 1500 3000 4500

B x∗ 51862 55014 60146 66312 71760
Pave(x∗) 411.10 407.30 400.41 391.34 383.36

Table3: Optimalrejuvenationpointsx∗ andthecorrespondingaverageperformancePave(x∗)

Weusedthesplinemodelsobtainedin theprevioussectionto determinetherejuvenationschedulesoptimizingthe
averageperformancePave. We appliedin the optimizationprocessfrom Section4.1 the formulasstatedin Section
4.2.2asthey apply to polynomialsof degree3 providedby thesplinemodels.The optimizationshave beencarried
out for differentvaluesof D (numberof requestsdroppedduring the rejuvenation)anddifferentSLA levelsL. As
themaximumrejuvenationtime of theApacheAxis 1.3 server was10 secondsandits peakperformancewasbelow
450 requestspersecond,themaximumnumberof requestsduring therejuvenationis 4500. To incorporatedifferent
(constant)requestratesof 0, 150, 300 and450 we studiedD valuesof 0, 1500, 3000 and4500. TheparameterL has
beenstudiedfrom 0 (no SLA condition)up to 300, which wasapproximatelythe initial performanceof theAxis 1.3
server.
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Figure 7: AverageperformancePave plots for group A dependingon the rejuvenationpoint: varied numbersof
droppedrequestsduringrejuvenationD (left, for L = 0) andvariedSLA levelsL (right, for D = 4500)

Group L 50 100 200 250 300
A αL 797980 404040 181820 141410 0

Pave(αL) 149.11 222.12 314.16 337.98 0
Group L 50 100 200 250 300

B αL 818180 434340 202020 15152 121210
Pave(αL) 155 226.63 321.21 350.31 367.55

Table 4: Maximum rejuvenation points before SLA violation αL and the correspondingaverageperformance
Pave(αL)

Figure7 showstheplotsof theaverageperformancePave dependingon therejuvenationpoint for groupA (group
B producedsimilar results).Thepeaksof thesecurvesdeterminetheoptimalrejuvenationpoints.In theleft Þgure,we
variedD. With increasedvaluestheoptimalrejuvenationpointscamelater(afterlargernumberof servedrequests)and
themaximumaverageperformancedecreasedasexpected.Table3 shows theexactvaluesof theoptimalrejuvenation
pointsandthecorrespondingaverageperformancefor bothgroupsA andB. Theoptimalrejuvenationpointsarequite
early in the whole cycle. Interestingare the relatively sharppeaksof the curves in Figure7. This underlinesthe
importanceof the optimizing the rejuvenationtimesto attaina high level of averageperformance,sinceeven small
deviationsfrom thepeakresultin largedropsof Pave.

In theright Þgurewe ÞxedD to 4500 andregardeddifferentSLA levelsL. Thedropor cut-off αL of eachcurve
to 0 (not plotted)occursat a x-valuefor which the SLA cannotbe fulÞlled any more. In otherwords,only if the
rejuvenationpoint is in interval [0, αL), theperformanceP of theserver never dropsbelow L. Thevaluesof cut-off
pointsarevalid alsoin a scenariowhenwe only wantto observe theSLA condition,without maximizingtheaverage
performance.Table4 shows the cut-off pointsandcorrespondingvaluesof the averageperformancefor different
valuesof L. In thecaseof theAxis 1.3models,theoptimal rejuvenationpointsarealwaysbeforethecut-off points,
andsothesameaswithout theSLA condition.

6.3 Modeling error sensitivity analysis

The introductionof the tolerancelevel " raisesthe questionaboutthe sensitivity of the optimal rejuvenationpoints
to the errorsin the datausedfor modelingof the agingprocess.To investigatethis relation,we have distortedthe
y-averagedataby multiplying eachvaluewith arandomerrorE = 1+r, wherer wasarandomnumberdrawn from a
normaldistribution with mean0 andstandarddeviation of d/100. We call d asthedistortionfactor. Thus,eachpoint
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Figure8: AverageperformancePave plots for distorteddata(left); relative absoluteerrorsof themaximizedaverage
performancefor differentdistortionfactors(right) (D = 4500, L = 0)

of the original datahasa high probability to be distortedby d percentof its value,andlower probability for higher
deviations.Thevalueof thedistortionfactorrelatesto thevalueof thetolerancelevel ": datawhich deviatesfrom the
y-averageby adistortionfactorof d ≤ " will not causethemodelrejectionfor agivenvalueof ".

Theplotsof theaverageperformancevs. the rejuvenationpointsfor differentdistortionfactorvaluesareshown
in the left Þgureof Figure8 (groupA, D = 4500 andL = 0). In the right Þgureof Figure8 we show the relative
absoluteerrorsof theaverageperformancePave for theoptimal rejuvenationpointscomputedfor thedistorteddata.
In otherwords,after computingthe maximizedaverageperformancev1 = Pave(x∗) for the original data(i.e. the
y-average),we have computedtheanalogousnumberv2 for distorteddata,andcalculatedtherelative absoluteerrors
abs(v1 − v2)/v1. We repeatedthis procedure50 timesfor eachof thedistortionfactors.Themeaningof thebox and
whisker lines is thesameasin Section6.1. Obviously therelative errorsof themaximizedaverageperformanceare
sub-linearin thedistortionfactord, whichshowssomerobustnessof Pave(x∗), i.e. smallsensitivity to errors.

7 Conclusion

Self-managementis a topic of interestnot only for the academiabut alsofor the IT Industrythat hasnow in hands
a problemof unprecedentedcomplexity in thesoftware-basedsystems,that is increasingthe total costof ownership
andtheimpactof dealingwith failures.In this paper, we have presenteda contribution in thedomainof self-healing,
proposinganautomatedapproachfor deploying adaptivesoftwarerejuvenation.

Ourmethodis basedonÞndingdeterministic,requestrateindependentmodelsof agingprocessesandastatistical
testfor verifying their correctness.On top of thesemodelswe proposedanapproachfor Þndingoptimalrejuvenation
pointsundercertainutility functionsrelatedto averageserver performance.Thesesoftwarerejuvenationtechniques
canbe generalizedto any softwareapplicationthat may presentsomedeterministicpatternof softwareaging. The
experimentalevaluationof our techniqueusingtheApacheAxis v1.3hasillustratedthataccurateagingmodelscanbe
achievedby theproposedmethods,andshowedtheimportanceof optimizingtherejuvenationpointsfor maximizing
theaverageserverperformance.

Futurework in this domainwill focuson two topics: improvementof modeladaptivity andthegeneralizationof
the optimizationtechniqueto server pools. For the former topic, we plan to incorporateinto the modelthe running
valuesof applicationmetrics(e.g.agingindicators)to achieve higheradaptivity via on-linecorrectionsof themodel.
Concerningtheserver pools,we wantto Þndoptimalrejuvenationschedulesfor poolsof serverswith heterogeneous
agingbehaviour.
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