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Abstract

Automatedmodelingof software agingprocessess a prerequisitefor cost-efective usageof adaptie software
rejuvenationasaself-healingechnique We considetthe problemof suchautomatednodelingin senertypeapplica-
tionswhoseperformancelegradesiependingon the OvorkOdonesincelastrejuvenation for examplethe numberof
senedrequestsThistypeof performancelegradation causednostlyby resourcealepletion is common asweillus-
tratein astudyof the popularAxis Soapsener1.3. In particular we proposedeterministionodelsfor approximating
the leadingindicatorsof aging and an automatedorocedurefor statisticaltestingof their correctness.We further
demonstratéow to usethesemodelsfor Pndingoptimalrejuvenationschedulesinderutility functions.Ourfocusis
ontheimportantcasethatthe utility functionis theaverageof a performancenetric (suchasmaximumservicerate).
We alsoconsideroptional SLA constraintaunderwhich the performanceshouldnever drop belov a specibedevel.
Ourapproachs veribedby a studyof theagingprocessem the Axis Soapl.3sener. Theexperimentshaw thatthe
deterministiomodelingtechniquds appropriatén this case andthatthe optimizationof rejuvenationschedulesan
greatlyimprove the averagemaximumservicerateof anagingapplication.

1 Intr oduction

In the last decadeghe software applicationshave beenhighly increasingn compleity. In spiteof the advancesn
softwareengineeringechniquegventhe mostmission-criticalapplicationsarestill proneto somelatentbugsandon
top of thatthey arebecomingmoredifcultto manage.

This increasen the compleity wasobsenred, for instancepy IBM thatin 2001launchedhe AutonomicCom-
puting Initiative asa vision to conductresearctefforts in the areaof systemself-managemenfrhetopicsaddressed
includesystemconbgurationprotection healingandoptimization.Oneof the four propertieghatis aimedis thede-
velopmenif self-healingcomputingsystemsA self-healingsystemshouldbe ableto automaticallypredictor detect
potentialerrorsandto executesomeproactie actionsto avoid the occurrencef failures.

This paperpresentsa contrikution to this topic of self-healing. One of the main concernsn novadayscomplec
software systemds the appearancef software aging. The term softwae aging describeshe phenomenorof pro-
gressve degradationof the running software that may leadto systemcrashesor undesirablehangups[17]. It may
happendue to the exhaustionof systemsresources|ike memory-leaksunreleasedocks, non-terminatedhreads,
shared-memorpool latching,storagegragmentationdatacorruptionandaccumulatiorof numericalerrors.

Theagingphenomends likely to befoundin ary type of softwarewith enoughcompleity, but it is particularly
troublesomen long-runningapplicationslt is notonly a problemfor desktopoperatingsystemsit hasbeenobsened
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in telecommunicatiosystemg1], web-serers[12, 6], enterpriseclusterg5], OLTP systemg4], spacecrafsystems
[27]. This problemhasevenbeenreportedn military systemg21] with severeconsequencesr thelossof lives.

Thereareseveralcommerciatoolsthathelpto identify somesourceof memory-leaksn the softwareduringthe
developmentphase[26, 23]. However, not all the faults can be spottedand thosetools cannotwork in third-party
software packagesvhenthereis no accesgo the source-code This meanshat existing productionsystemshave to
dealwith the problemof softwareaging.

The currentstateof software systemsfor IT systemss notablyincreasingin compleity with the introduction
of Web-Technologiesthe useof complex middlewvare for enterpriseapplicationintegrationandthe usageof SQA.
As a consequencethereare increasingconcernswith this phenomenaf software aging, andit is wise to devise
sometechniquego dealwith this problemin orderto increasedependabilityof autonomiccapabilitiesof complex IT
systems.

The mostnaturalprocedurgo combatsoftwareagingis to apply the well-known techniqueof softwarerejuvena-
tion [17]. Two basicrejuvenationpolicies have beenproposed:time-basedand proactie rejuvenation. Time-based
rejuvenationis widely usedtodayin somerealproductionsystemsfor instanceby someweb-serers[12, 6]. Proactve
rejuvenationhasbeenstudiedin [5, 4, 13, 28, 19, 15, 18, 16, 29] andit is widely understoodhat this techniqueof
rejuvenationprovidesbetterresults,resultingin higheravailability andlower costs.

In this paperwe presensometechniqueghat canbe appliedto Pndout the optimumrejuvenationtime, with the
main purposeof improving the reliability of the applicationsand minimizing the possibledowntime dueto a rejuve-
nationaction. Our focusextendsto ary complex sener-basedsoftwarethathasto run 24x7 with strict requirements
of sustainegerformanceinddependability

In a previous experimentalwork with animplementatiorof a SOAP sener ApacheAxis 1.3 - we have demon-
stratedthat this particularpackageof middlewvareis highly proneto the problemof softwareaging[25]. We have
also found that this problemwas highly deterministicwhich drove us our attentionto develop somemathematical
techniquedo modelthe phenomenandbndout the optimal stratey for rejuvenationof the computationakenerin
single-serer andclusterconbgurations.

Thiswork canbeappliedto ary softwaresystenthatmay potentiallysuffer from the problemof agingandhave a
deterministicbehaiour: thatis, evenif you restartthe systenthe problemwill shav up somevherein thefuture,in a
time-independenway, but directly relatedwith the usageof systemresources.

Theagingbehaiour of arny softwarecanbe capturedoy oneor moreindicators of aging. Suchanindicatoris ary
measurablenetricsof the sener likely to beinlRuencedy the softwareaging,for examplethe maximumnumberof
requestst cansene persecond.Theagingindicatorsfrequentlydepencdbon thetime sincelastrejuvenation but might
alsodependenbn othermetricssuchasnumberof processedequestsnumberof performeddatabaseperationssize
of theswap ble or theamountof mainmemoryusedby the software.

The basisof this paperis a simpledeterministicapproactfor time-independemnmnodelingof the agingindicators.
Ourmainassumptioris thattheleadingindicatorsof performancelegradationcanbeapproximate@s(deterministic)
functionsof someOworkO-relatednetric, e.g. the numberof sened requestssincelast rejuvenation. This type of
software degradationmight be attributedto memoryleaks,unterminatedhreads staleble locks, and otherresource
depletionoccurringwith eachrequestpr a seriesof them.

Modeling aging behaiour asa deterministicprocessdependingon the amountof work sincelast rejuvenation
offers several advantages.Firstly, suchaging processdescriptionprovidesindependencef the work (e.g. request)
arrival rateor its time distribution. Comparedo time-basedaharacterisationthesenodelsaremoreuniversalandhave
lessparametersA consequencef thedeterminisnis a simpleandconcisedescriptionof the model- for example,as
aninterpolatingsplineor asequencef functions. This greatlyfacilitatesanalyticaltreatmentndoptimization- tasks
muchmorecumbersoméor probabilisticmodelspredominantn modelingof agingphenomeng29]. Furthermoreif
applicabledeterministianodelingis lik ely to yield ahigherlevel of accurag thattheprobabilistictechniquesFinally,
the generalapplicability of thesetypesof modelsis high sincethey correctlydescribethe agingprocessf memory
leaksor otherunreleasedesourcedarethe primary causeof the degradation.We have conbPrmedhis empirically for
theagingprocessesglentipedn ApacheAxis 1.3 (for therequestatecapacityasanagingindicator).

Of course,not every agingindicator can be describedas a function of the performedwork. In somecasesan
approximatemodelprovided by our approachmight be sufecient,while in othercasesdeterministicmodelswill be
not applicableat all. Herea veribcationprocedurefor the applicability of the modelsundera given approximation
errortolerances needed.To automatehe modelingprocesssucha veribcationshouldfollow objectve criteriaand
not rely on expertjudgement.Sucha modelveribcationprocedureoffersanautomatedelectionof the suitablework
metric or eventheir combinations.We discussn this paperthe complete automatecprocesof choosingand btting
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the modelsof performancelegradationwith statisticaltestingthatthesemodelsareappropriate.

The obtainedmodelscanbe usedto bndoptimal rejuvenationscheduledor individual senersand sener pools
in orderto maximize someutility function, possiblywith additional constraints. For example,we might want to
maximizeasthe utility functionthe averageservicerate capacityof a sener, while ensuringthatthis capacitynever
dropsbelow acertainlimit. Thistechniquds describedandevaluatedn this paper We derive for this caseanalytical
formulasfor efbcientcomputatiorof the rejuvenationtimesof individual seners.

Theapplicationof thesetechniquess illustratedandevaluatedvia acasestudyof ApacheAxis 1.3agingbehaiour.
Herewe obtaindeterministicmodelsfor therequesratecapacityasa function of the numberof senedrequestsWe
derive the optimalrejuvenationschedule$y our techniqueandverify their optimality via experiments.

Themaintechnicalcontritutionsof this paperarel) adeterministicdechniquefor modelingtheleadingindicators
of agingin dependencef work metrics,2) an automatedprocedurefor selectinga suitablework metrics,bndinga
modelfor theagingprocessandstatisticalveribcatiorof theseresults 3) anapproacHor bndingoptimalrejuvenation
schedule®f applicationsfor maximizingthe averagevalue of a performancametrics(suchasthe maximumservice
rate),4) evaluationof our approactvia a casestudyon the ApacheAxis 1.3senerwherethe OvorkO-relatedhetricis
thenumberof senedrequestsincelastrejuvenation.

Therestof the paperis organizedasfollows: afterreviewing relatedwork in Section2, we presenthe procesof
determiningandverifying deterministiomodelsfor agingin Section3. The next Section4 explainshow to obtainthe
optimal rejuvenationschedulesvithout andwith SLA constraints.Section5 describeghe setupof the experiments
performedon ApacheAxis 1.3 sener. The evaluationof the experimentds presentedn Section6. We discusghere
the obtaineddeterministicmodelsfor an agingindicator (maximumrequestrate capacity)of the sener, the results
of modiPedANOVA tests,and the optimal rejuvenationtimes for maximizing the averagemaximumrequestrate
capacity

2 Relatedwork

SoftwarerejuvenationwaspPrstproposedn [6] andsincethentensof papersave beenpublishedn theliterature. Two
policieshave beenstudiedto applythe softwarerejuvenation[21]: (a) by schedulingoeriodicactionsfor rejuvenation;
(b) estimatethetime for resourceexhaustiorandperformatechniquefor proactive rejuvenation.

While the brstpolicy is simpleto understandndapplyit doesnot provide the bestresultin termsof availability
andcost,sinceit maytriggerunnecessargejuvenationactions.Proactve rejuvenationis depbnitelya betteroption.

Thereare two basicapproacheso apply proactive software rejuvenation: (i) Analytic-basedapproachand (ii)
Measurement-basexpproach.

The brstapproachusesanalytic modelingof a system,assumingsomedistributions for failure, workload and
repairtime andtries to obtain the bestoptimal rejuvenationschedule. Several papershave beenpresentedn the
literaturethat describeanalyticalmodels.A surwey aboutpapershatfollow this approachcanbe foundin [29]. The
paperpresentedn [17] presenteda continuous-timeMarkov chainmodelto bnd a closed-formexpressionfor the
optimal trigger rate. In [9] was presentech semi-Marlov modelthat relaxed the assumptiorfor time-independent
transitionrates.[14] presented Markov regeneratie procesghatallowedthe rejuvenationtrigger clock to startin a
robust state. A modellingapproacHor transactionasystemsvaspresentedn [13]. This Markov-basedmodeltook
into accountsomedetailsof transactiorarrivalsandloss.

In themeasurement-basegproachthegoalis to collectsomedatafrom the systemandthenquantifyandvalidate
theeffect of agingin systenmresourcesThreemaintechniquedave beenpresentedhn theliterature:[13] usedatime-
basedandworkload-independerdstimationof softwareaging.A differentstudythattakesinto accountheworkload
waspresentedn [28]. Thoseauthorspresentedhensomefurther paperswheretheir modelhasbeenrebned.A yet
differentapproachwas usedby [19] that madeuse of ARMA/ARX modelsto validatethe occurrenceof software
agingin aweb-serer. Thework presentedn [5] considereageveralalgorithmsfor predictionof resourceexhaustion,
mainly basedn cune-bttingalgorithms.

In [19] is presented studyaboutsoftwareagingin a Web-Serer (Apache).Thatstudyusestime-seriesanalysis
to predictthe occurrenceof software aging. Proactve detectionof software agingin OLTP senerswas studiedin
[4] using monitoring datacollectedduring a period of 5 months. That datawasusedto train a pattern-recognition
tool. After the training phase the systemwentbackto productionand keptthe monitoringactiity. Thattool was
ableto predictthe occurrencef softwareagingwith alongtime in advance.Anotherrelatedstudywaspresentedn
[15]. TheauthorsappliedMSET (a statisticalpatternrecognitionmethoddevelopedby NASA andUS Departmenbf
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Figurel: Approximatingagingindicatorby a concatenatiof elementarnfunctions

Enegy) for proactive detectionof softwareagingin clustersystemsMSET providedexcellentresultsandwasableto
detectthe occurrenceof memorycontentionproblemswith high-sensitrity andwith low probability of false-alarms.
Furtherwork waspresentedh [18] thatkeptproving the effectivenesof MSET for eagerdetectionof softwareaging
andrunavay processesln [16] is presentednothemrelevant studythatusessequentiaprobability ratio tests(SPR)
to achieve early warningof potentialagingproblems by the on-line monitoringof several hardware parametersaind
softwareperformancenetrics.

Our modelingapproactrequiresptting elementaryfunctions(polynomials,exponentialfunctions)to noisy data
from multiple trials. Oneof the mostpopularapproacheto describeandapproximatesampledsignalsis thecurve bt-
ting usingsplineq7]. Advancedechniquesplinebttingproblemsn presencef noiseandnon-stationarithave been
studiedin medicine(particularlyneurosciencejecently They includeDMS and SARS,andthe BayesianAdaptive
RagressiorSplines(BARS) approach8]. This methodhasbeenfurtherextendedo btting curvesfrom multiple trials
[3] andto non-parametridestingof equality of functions[2]. An alternatve approachfor btting splinesoffers ap-
proximationof databy basic,parametrizedunctionssuchasliner functions,exponentiaffunctionsandhigherdegree
polynomials. The btting processusually performedvia the Levenbeg-Marquardtalgorithm[20]. The disadwantage
is a difpculty of approximatingthe whole sampleby a single function. As a remedy a concatenatiorof separate
functionsover differentargumentrangess used.

3 Modeling Aging Processes

We denotean indicator of agingby y. The amountof OverkOperformedby an applicationsincelast rejuvenation
is describedoy a work metricsz, suchasthe numberof sened requestssincereboot. The key assumptiorof our

approachis that the indicatorsof aging dependprimarily on a single work metricsz, i.e. y = y(z). While this

assumptiomightnotapplystrictly for amajority of theagingprocessest is sometimesufecientto have approximate
modelsof the above kind. For a userspecibedapproximationerror level this approachcanbe followed if we have

veribcationprocedurdgo detectwhetherthe specibecerrorlevel is notlikely to be exceeded.Moreover, automating
sucha procedureoffersthe opportunityto automaticallytestandselectthework metrics(or evenfunctionsfor several

of them)from a pool of collectedmetrics.In this sectionwe describehow to build a work metrics-basedhodelfor a

givenagingindicatorandhow to testautomaticallyits applicabilityasa modelinput.

3.1 Approximating agingindicators by splines

Work metricsarein generaimonotonegunctionsof time - they eitherincreaseor decreaseThis allows for usingthem
asargumentsof otherfunctions- in our casemodelsfor indicatorsof aging. Using a work metricsasan argument,
we Pndafunction S(z) which approximatesnagingindicatory via curve btting. Unfortunately an agingindicator
cannotbein generaldescribedoy onebasicfunction (suchasa polynomialor exponentialfunction) over the whole
rangeof its agument. We handlethis problemby subdviding the agumentrangethe into a setof segments and
bttinga basicfunctionseparatelyor every sggment.For example takingthe maximumservicerate P asanindicator
of agingandthe numberof senedrequestsasz, we could approximateP = P(z) asa (low-order)polynomialfor
x =0,...,n1, anothempolynomialfor x = n; +1,...,nq, andyetanotherfunctionfor = > n, (seeFigurel).
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Automatedand efbcientproceduredor btting curves via a concatenatiorof low-order polynomialshave been
extensiely studiedunderthe term spline btting[7]. A splineis a piecavise polynomialfunction S : [a,b] — R
consistingof k& polynomialpiecesp; : [z;, z;+1] — R, where

a=290<x1 <...<xp_1=>0.

The k pointsare calledknots The piecesP; are polynomialsof (commonly)degrees3 or 4, andthey specifythe
valuesof S(t) over [z;, z;11],i.€. S(x) = P;, ; <z < x4y fori =0,...,k — 2. Theircoebcientsarechoserin

suchaway that P; approximatesn abestway the (input data)samplesover [x;, z;+1] andthatS hasa certaindegree
of smoothnesst z; (andz;+1). The latter propertyis ensuredoy enforcingthat the two piecesP;_; and P; share
commonderivative valuesfrom the derivative of orderO (functionvalue)up throughthe derivative of somespecibed
orderr;. In this paper knotscorrespondo the z valuesat which the agingindicatorvalueshave beensampledand
theintervals|x;, z:;41] correspondo the segmentswith separatelyttedbasicfunction.

Fromthe wide rangeof splinefunctionswe areinterestedn smoothingsplines[11]. Their essentiapropertyis
thatsuchsplinesdo not necessarilypassthroughthe original sampledpoints (z;, y;) = (x;, y(z;)). This allows more
smoothcurvesthanthosestrictly determinedy theinputdata.In thisway thejitter introducedoy measuremersrrors
or somesecondaryOnoiseProcessess Plteredout. The degreeof the splinesmoothnessersusthe proximity to the
original samplesanbe controlledby the smoothingparameterp. Formally, a smoothingspline S minimizes

k 2
P>l — S - (1-p) [ G5,

whereq; areweightsfor eachpoint (usuallyall 1). The smoothingparametep is debnedetweend and1. While
p = 0 producesaleastsquarestraightline btto the data(linearregression)choosingy = 1 yields OperfectlypttingO
cubic spline interpolant. The interestingrangeof p is near1/(1 + h3/6), whereh is the averagespacingof the data
points. We assumén thefollowing thatp = 1/(1+h2/6), whichallows for automatednon-parametritttingprocess.

An alternatie approacho splinebttingis to Pndthe segmentendsaccordingo avisualinspectionof theplot of y
vs. z, andto btabasicfunctionfrom afunction pool (linear, exponential high-orderpolynomial)over eachsegment.
For eachsggment,the function type with the bestgoodness-of-bieasurgsuchas coebcientof determinationk?
[10]) is selected. The advantageof this methodis that we can have less segments,and possibly more OnaturalO
approximatingunctionsthanpieceavise polynomials.While this is mostlyamanualprocessit is possibleto automate
theselectionof the segmentendsvia a divide-and-conquealgorithm. For eachproposedegmentwe bt eachfunction
typeandthenusethe goodness-of-bheasuref the Obest@pe asa measurdor the quality of the segmentselection.
The quality of a choicefor a collectionof sggmentsis takenasa sumof thesenumbers.However, the compleity of
automatinghis procedurenclinedusto preferthe spline-basednethod.

The processof recordingthe data, preprocessingnd obtaininga smoothingspline approximationS consistsof
thefollowing steps:

1. Selectthe agingindicatory andthe work metric x (directly obsenableor a function of obsenables).Perform
t experimentswith the systemunderstudy for the samesystemconbguratiomparameterglike memorysize,
systemworkloadetc.). Recordthe samplegz, y;(x)) for eachexperiment; = 1,...,t. Repetitionof exper
imentssenestwo purposesplteringour of transientvariationsof the agingprocessandallows for statistical
veribcationof themodel.

2. Optionally, generateplotsof y; asadependentariableof = for eachof thet experimentslIf avisualinspection
shaws thatthe plots shov differentcurves,selectanothemwork metricsz andreturnto stepl, or concludethat
this modellingapproactis notapplicable.

3. Createany-average by averagingthe y;(x) valuesfor eachmeasuremerst = (over ¢t experiments).Thus,the
y-averages aserieof points(z, y(z)) wherez is thevalueof thework metricsfor whichthemeasurememnas
taken,andy(z) = 1/t 3°_, vi(z). If thevaluesof = aredifferentfor eachexperimentthey mustbegriddedto
have samez@- in eachof thet point series.

4. Use a smoothingspline algorithm describedabove to Pnd a spline S approximatingthe y-averagewith the
smoothingparametep = 1/(1 + h3/6).
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3.2 ANOVA-basedmodel veribcation

Our assumptiorthat an agingindicatordependgprimarily and deterministicallyon a single work metricsmight not
hold for morecomplicatedagingprocesseslo handlethisissue we proposeatestfor appropriatenessf ourmodeling
techniquevhichdoesnotrequirehumaninvolvement.While thepositive resultof thetestensuresvith highconbdence
thatour approachs applicable a negative resultdoesnot completelyexclude our modellingtechnique.lt might just
indicatethat the choiceof the work metricswas not correct,or possiblysomefunction (e.g. a linear combination)
of obsenable work metricsshouldbe usedas x. The fact that this test can be carried out automaticallyallows
for deploymentof automaticsearchingprocessegsuchasgeneticalgorithms)for determiningthe mostappropriate
Osynthetic@ork metricsasa complex functionof recordedsystemobsenables.Wheninvolvementof humanexperts
is desirable,experimentingwith plots of the agingindicatorsvs. differentwork metricsor their functionsis an
appropriatevay to discover the correctwork metrics.

Theideaof thetestis to comparehe meanf relative residualerrorsof the original sampledoints(z, y; (x)) ver
sustheapproximatingsplineS. To this aimwe form ¢ groupsof therelative residualdrom eachof thet experiments,
andadditionallya grouptherelative residualoobtainedrom the splinebt of the y-average If themodelis correct,we
expectthemeando beall Ostatistically@qualto eachother Themeanof theresidualsfrom they-average(lastgroup)
is very closeto 0 by the propertyof the smoothingsplineandthe choiceof the smoothingparametep. If the model
is correct,the lastfactimplies thatall meansare statisticallynearly 0. In otherwords,in all ¢ experimentsthe data
shavs no essentiatesidualerrorsagainstthe model. If this null hypothesisH, cannotbe rejectedwe canconclude
with high probability thatour modelis appropriate.On the otherhand,a testrejectionof the null hypothesiggivesa
strongindicationthatat leastoneof the meandiffers,andthatthe modelis not correct.

To verify the Hy, we usethe statisticaANOVA methodwhich analyseshevarianceof therelative residualsrom
eachof thet + 1 groups. Essentially the varianceof the residualsover the datafrom all groupscanbe estimated
by two numbers:the MeanSquarecerror (MSE, or sy) which is basedon the variancewithin experimentsandthe
MeanSquareBetweenMSB, or s z) whichis basednthevariancebetweerexperimentslf Hj is true,thenboth sy,
andsg shouldbe aboutthe samesincethey areboth estimatef the samequantity (total variance).However, if at
leastoneof the meandiffers, MSB canbe expectedto belargerthanMSE. Consequentljthe ANOVA-testrequires
computatiorof the ANOVA F statistic:

sB

Fstat = -

SW
Obviously, largervaluesof Fy;,; indicatethatthe null hypothesiss morelikely to bewrong. To Pnalizethe testfor
our F,,: valuewe needto Pndits p-value,i.e. the probability of obtainingan F;,; aslarge or largerthanthe one
computedrom thedatawhile Hy is true. If thep-valueis lower thata givensignipcancéevel (usually0.05 or 0.01),
the null hypothesismustbe rejected,andsothe modelis unlikely to be correct. The p-value canbe found from the
Fy.; Statisticsby referringto the F-distribution (samplingdistribution). To useatablefor this distribution, we need
to specifythetwo degreesof freedomparametersdfn = K — 1 anddfd = N — K, whereK =t + 1 isthenumber
of groupsand N is thetotal numberof samplesn all groups.For furtherdescriptionof ANOVA see[22].

3.3 Enhancing ANOVA by atolerancelevel

The above processprovides an automatedOyes/no@st for the appropriatenessf the modelfor the casethat the
measurementisom all ¢ experimentsarenearlyidentical. In practicethis situationis rare,andsoit is very helpful to
have aninstrumentfor admittingcertainlevel of differencesetweerthe groupmeans.Sucha userdebnedolerance
level allowsto separatéheprimarymodelinputvariablesrom thesecondarpnesby neglectingthelatteratthemodel
testingstage.lt alsogreatlyfacilitatesin estimatingthe relative (mean)errorof the modelvia a simplebinary search
procedureminimizing theapproximatiorievel until the valueat which the modelis rejected.

Unfortunately the ANOVA methoddoesnot allow for specifyinga Otolerance@lue by which the datafrom
differentgroupsmight differ but the meansarestill reportedasequal(asmosthypothesistests, ANOVA allows for
specibcatiomf the OsignibpcandevelO though).As aremedy we proposeto transformthe relative residualsn each
groupin suchaway thatthe groupmeanswith pairwisedifferenceof approximately2¢ or lessbhecomenearlyequal.
Theparameter is aused-debnetblerancelevel. Thetransformingfunctionis debnedy

1_e—r/f 2
Z(r):r(l_'_er/e) L 0>0

CoreGRIDTR-0047 6



% indicator " &(")

.
Yo
e
-------
.

——

Figure2: Roleof the parameterin optimizingthe averageperformance

andhasbeenderived from thelogistic function1/(1 + e~"). As easilyveribed this function Osquashesiae valuesof
theargumentsn [/, ¢] to nearly0, while mappingr to approximately- + ¢ for |r| > ¢. For{ = 0 wesetZ(r) = r as
theabove function corvergesto theidentity when? — 0. After thetransformatioronly residualswith absolutevalue
¢ or above aresignibcantlycontributing to the hypothesigesting.

Summarizinganautomatedestof the modelappropriatenessonsistof thefollowing steps:

1. For eachexperiment; andthe y-average(denotechereasy; 1), computetherelative residuals-; (z) of thedata
versusthesmoothingspline S by r;(z) = (y;(x) — S(z;))/y:(x) fori = 1,...,t + 1 andeachrecordedwork
metricvaluezx.

2. For agivenvalueof thetolerancdevel ¢ > 0 transformtheresidualsuy thefunction Z.

3. For agivensignibcancédevel p conductthe ANOVA-testfor the equalityof meansonthet + 1 datagroups.

The above procedureor the modelcreationandtestingis exempliPedvia a studyon ApacheAxis 1.3 describedn
Section6.1.

4 Optimal Rejuvenation Schedules

The modelsof software aging presentedn the previous sectionare importantinstrumentsfor proactve software
rejuvenation[28]. They canhelpto bnd automaticallyrejuvenationscheduleswhich optimize someuserspecibed
utility functionsor performancepolicies. An examplefor thelatteris a conditionthatanagingindicatormight never
drop below a certainlevel L while a rejuvenationshould performedas infrequently as possible. This simple yet
commonpolicy occurstypically asa partof ServiceLevel Agreemen{SLA) scenariog25]. If adeterministiomodel
of agingis (essentiallyynonotonethe solutionto this problemis justtrivial: the optimalrejuvenationpoint shouldbe
scheduledor thework metricvalueof z* — D, wherex™* is solutionto theequationZ = S(z*) andD is theamount
of OvorkQ(in termsof thework metric)droppedby the sener duringthe rejuvenationphase.

A more challengingproblemis the optimizationof an avelage of the agingindicator over mary rejuvenation
cycles. Typically for this casetheagingindicatorwill represensomeperformancenetricof thesener. The problem
hereis thusto optimize the averageperformancewhile payinglessattentionto outagetime of a sener. While the
latteris not desirablein the caseof a singlesener, suchscenariomakessensen a sener pool. Hereeven frequent
rejuvenation(a possibleside-efect of optimizedaverageperformancejs tolerableaspeersenerscanhandlerequests
of anunavailablesener. In this sectionwe treatthis problemin context of our deterministicnodels.

4.1 Optimizing the averageperformanceover arejuvenation cycle

To simplify the treatmentwe focuson the casethat the agingindicatoris the maximumnumberof requestavhich
can be sened by the application(the treatmentalso appliesto other metrics). We denotethis numberby P and
will call it (instantaneousperformance We alsoassumehatthis performancedependsn the numberw of sened
requestssince last rejuvenation,i.e. P = P(w). Consequentlyw = z will be assumedo be the work metric
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z in the modelling context. While it is importantin SLA scenariogo keepthe performanceabove a certainlevel,

we areinterestedn averagingthis numberover a largeramountof work z, typically including mary rejuvenation
cycles. This average performanceP,..(z.) is dePnedasthe expressionl /z.. [, P(z)dx if P(x) is constant
over [z,x + 1], or asl/z., >.;° P(i) otherwise. Maximizing averageperformancedoesnot necessarilyjmply a

lower boundon theinstantaneouperformance” (whentheapplicationis active, i.e. outsidetherejuvenationphase).
However, suchalower boundis interestingfor SLA guaranteesTherefore we additionallyconsiderin thefollowing

the optimizationof P,,. underthe constraintof sucha lower bound. Furtherdiscussiorin this sectionis devotedto

maximizing P, (2~ ) underdifferentperformancepolicies.

Recallthatin ouragingmodelsP(z) is approximatedy a function S(z) concatenateffom basicfunctionsover
consecutie agumentintervals (e.g. splinesegments).Within eachsegmentsS is describeddy a differentpolynomial
(or somebasicfunction). Theideaof our approachs to iterateover the consecutie sggments,computethe optimal
work metricvaluez* over eachone,andoutputthe overall bestsolution. To simplify the notation,we identify P(x)
andS(x) in thefollowing.

Sincewe areinterestedn averagingperformancever very large numberof requests ., we canassumehatz .
is a multiple of the numberof requestgperrejuvenationcycle. Moreover, if the sener behaesidentically aftereach
rejuvenation(andit betterdoes)we might setzx, to theamountof work performedin onerejuvenationcycle. Thus,
we canlimit our consideration$o onecycle.

For a givenintenval I = [u, v] of thework metric value (i.e. segmentof a model),the cumulative performance
P, = fou P(z)dx in the previous sggmentsmight inBuencethe solution. However, this P, is a constaniover I and
canbe easily computedfrom the information on previous segments(their boundariesand modelfunctions)by the
debnitionof P,,.. Also the startu of theintenal I inBuenceshe valueof P,,.(z) for z € [u,v]. Thus,while
searchindor the optimal rejuvenationpoint underthe function describingP(x) over I we musttake P, andu into
account.Figure? illustratesthe notation.

This leadsto the following generalapproach.We obtainthe maximumaverageperformanceP,,.(x) by rejuve-
natingoncethework metrichasincreasedy x*, with z* determinedasfollows:

S1. For eachsggment! = [u, v] of themodel,assumehat ! containsc*. ComputeP, andbndthe optimalvaluefor
x*(I) € I asdescribedn thenext section.

S2. Compareamongall segmentsthe averageperformanceP,,.(z,) achieved by the respectre optimal solution,
andoutputthebestonexz* = z*(I) for somesegment/.

4.2 Optimal rejuvenation point in a singlesegment

Let D betheamountof work (in termsof thework metricz) droppedby thesener duringtherejuvenationphase The
latterhasusuallya constantime, andso D is inBuencedy thistime andthe requestatedistribution. This potentially
introducesdependencen the requestrate - somethingwhich we try to avoid. However, we might assumehat the
rejuvenationtime is shortcomparedo the lengthof the full cycle, andsotherequestateduringrejuvenationcanbe
assumedhs constant. Therefore,D canbe estimatedasa productof the rejuvenationtime andthe averagerequest
rate. While this is systemspecibcwe canassumet asa constantandso escapehe dependengon therequestate
distribution.

For agivensegment! = [u, v], theaverageperformance?, from z = 0 to z = u, andagivenfunction P(z) over
I, we Pndthe optimal rejuvenationpoint z* = z* — u (i.e. the OofsetCof z* from the startof the segment)in the
following way:

o Determineananalyticalexpressiorfor theintegral F(z) = [’ P(x)dxz. Here P(z) is understoodasthe basic
functionover I only (transformedsothatsegmentstartsat 0).

e Find z* which maximizes P+ F ()
0+ z

Poe e L
(2) u+z+D

for z € [0,v — u].

Thelatterequatiorfollows from thedepPnitionof P, ,.(z~): thenumeratosumsup thecumulative performancérom
0tou+ z, z € [0, v — u]. Thedenominatosumsup the numberof requestover previoussegments(u), requestover
the sggmentstartuntil offset(z), andthe numberof droppedrequestsiuringrejuvenation(D), seeFigure?2.
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For abasicfunctionover I, theprststepis to computethe brstderivative of P,,.(x), solve P! _(z) = 0 andverify
thatit is amaximum.If sucha candidatevaluefor z* is within the boundarie®f the currentsgment,we have found
the optimal value and are Pnished. In other casesve mustsearchfor z* numerically(e.g. via a binary searchfor
unimodalfunctions)by maximizingthe expressiorfor P,,.(z) over the currentsggment.In thefollowing we discuss

how to obtainz* for thecaseghat P(x) is linear, polynomial,or exponentiaffunctionover I.

4.2.1 Linear function

For P(z) = ax + b obviously F(z) = a/2x? + bx. With constants:, b, u, v and P,, we maximize P,,.(z) =
(P, + a/22% +bx)/(u+ = + D). By solving P., .(x) = 0 andchoosingthe concare downwardinRectionpoint, we
Pndthatthe potentialsolutionis

e _a(D+u)+ Va2P, + (D +u)(a(D +u) — 2()))'

4.2.2 Polynomial function

ko ai it i ’
i—0 7472 Thebrstdervateof P,

For a polynomialof orderk P(x) = ZLO a;x' , wehave F(z) = 5
then

() is

k i k i il
P, (z) = Yicowirt  Put o5

ave u+xz+D  (u+z+ D)2
In generaltheequationP,, . (x) = 0 hasaclosedform for eachk, but they aresocomple for k£ > 1 thatwe suggest

usinga symboliccomputatiorpackagd24] for Pndingthem.
4.2.3 Exponential function

For anexponentiaffunction P(z) = e**** we have F(z) = 1e****. As apotentialsolutionwe get

—aD —au+ W (aPue’bJraD*a“*l) +1
a

*

y:

whereW (z2) is the Lambertfunction,a solutiont to the equationz = te! which hasno closedanalyticalform.

4.3 Optimizing the averageperformanceunder SLA constraint

In single-sererernvironmentst is frequentlydesirablehattheinstantaneouperformanceP(z) of aserner mustnever
dropunderacertainthresholdL (disregardingtherejuvenationphase).Sucha conditionmightbeimposedby anSLA
or other policies, and basicallyguaranteeshat the sener is never OundeperformingO.To solve this problem,we
proposean approachsimilar to the onein Section4.1, rulesS1andS2. We iterateover all sgments,computethe
potentialsolutionin eachcase(if it exists), and selectthe bestoneamongall cases.However, stepS2 needsto be
changed.In the new scenariowe musttake into accountan additionalconstraintP(z) > L for ax € [0,z*] for a
givensegment.

In generalthisis anon-lineamathematicaprogrammingproblem(optimizationwith constraints)n onevariable.
Someinstancesof this problemmight have specializedsolvers. However, to reducethe solution compleity and
sincewe areapproximatinghe Otrue@gingprocessanyway, it is moreadvisableto searchor anoptimalandfeasible
solutionin thefollowing way. For eachsegmentseg consideredn S1andits optimalsolutionz?}, we Pndtheminimum
valueof P over[0, =%, . If thisvalueis smallerthanL, thesolutionfor I is excludedfrom considerationHeretolerate

the error that anotheri € I, z # z3,, might be optimal within I underthe SLA constraintandso the segment/
mightcontaintheoptimalsolution.However, if thesggmentsarePneenough(asin caseof thespline-basedhodeling),
takinga neighboringsegmentin this caseprovidesa sufbcientapproximation.

To bndtheminimumvalueof P over [0, x;eg], we iterateover all sggmentscoveringthis range andfor eachseg-
mentdeterminethe minimum of its basicfunction by computingthe extremepoints(via 1stderivative) andchecking
the segmentends.For thelastsegment(containingz;, ) we applythe sameprocessaftersettingits endto ;.. .

In general Pndingthe optimalsolutionsunderthe SLA constraintsncur somecomputationatosts but this needs
to be doneonly oncefor a given deterministicmodel. The latterwill not changefrequentlyif the sener parameters

(hardware,softwaresettingsyemainthe same.
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1 2 3 4 5 6
20 20 20 25 25 25
11 12 13 14 15 16
50 50 50 100 100 100

GroupA run#

max. connections
GroupB run#

max. connections

Tablel: GroupsA andB andtheir parameters

5 Experimental Setupand Data Collection

We have conducteda study of dependabilitybenchmarkingwith ApacheAxis 1.3. The resultswere presentedn
[25]. In thatstudy we have usedatool of workloadandstress-testingcalled QUAKE) andwe have useda synthetic
SQAP-basedveb-servicghatresembleshe behaiour of a bankingapplication.

Thetestinginfrastructurevascomposedy aclusterwith 12 machinesFromthosel2 machinespnewasrunning
the SOAP application,otherwasdedicatedo the BenchmarkManagemensystem;the remainingl0 machinesvere
runninginstancesof the clientsthat werein practicethe workload generators.Eachclient nodeof the clusteris a
machinewith the following hardware characteristicsintel celeronlGHz with 512Mb of memory Every noderuns
Linux v2.4.20andthe client modulesof the QUAKE tool wereimplementedn Java 1.5. The SUT web-servicevas
runningon acentralnode(dual-processonf thecluster This centralnodehadthefollowing hardwarecharacteristics:
dual-processoAMD Opteron64 bits 246,2GHz,a memoryof 4x1Gb(4Gb) DDR 400anda disk SATA2 of 160Gb
In factwe have two similar centralnodeswith the exact samecharacteristicsonewith Linux v2.6 thatwasusedfor
someof the experimentsandanequalnodewith Windows 2003Sener, for someotherexperiments.The connection
of theclientnodesto the centralnodeis donethroughan Ethernetswitchof 100mbit/s.

The experimentsweretakenin a clusterwith 10 machinesnjectingworkload (doing simultaneousequests)n a
centralsener. Eachclienthadm threadswvhich worked concurrentlydoing requestgo the sener. So,in the overall
the maximumnumberof total connectiorwasequalto 10m.

We have recordedn the experimentghefollowing systemmetrics:

e freememory:availablememoryin the JVM of the SOAP sener,
e cpu_user% of CPUtime usedby theuserapplications,

e cpu_system% of CPUtime usedby the operatingsystem,

e cpu_idle:% of time wherethe CPUis idle,

e request_per_secthe throughputof the SOAP sener, measuredn termsof numberof requestghanbeenexe-
cutedpersecond,

e min_lat: minimumobsenredvaluefor therequestatengy,
e maxlat: maximumobsenredvaluefor therequestateng, and

e avg lat: averagevalueof therequestateny .

We performedl2 experimentgor modelingof agingin thefollowing way. We sentservicerequest$o ApacheAxis 1.3
with a constantateexceedingthe capacityof this sener. All experimentsvereperformedwith the sameparameters,
exceptfor the maximumnumberof total connection We partitionedtheseexperimentsnto two groupsdependingn
theseparametersWe summarizeherunsandtheir parameterin Table1l.

It is importantto notethatthe successoto ApacheAxis 1.3 (Axis 2.0) doesnot suffer suchsevere problemsof
memoryleaks.However, usingAxis 1.3for astudyis still valid asit representsf whatwe believe is acommonaging
behaiour.

6 Empirical evaluation

The ApacheAxis sener cansene only a certainamountof requestper second.We have introducedthis metricin
Sectiond.1astheserviceratecapacityP or performancef asener. As this metricsis animportantcharacteristicef
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Runs1 23456 Runs 11 12 13 14 15 16

data 1
data 2
data 3
data 4
data 5
data 6
+ - average

data 11

data 12
data 13
data 14
data 15
data 16
+ - average

250

(a) groupA (b) groupB

Figure3: Sener performanceersusnumberof senedrequestsoriginal (gridded)dataandthe y-averages

thesener, we selectedt astheagingindicator Thecaseof asenertypeapplicationoffersavery naturalwork metric:
the numberof requestsened w sincelastrejuvenation. We have testedall the recordedmetrics(exceptnumberof
requestpersecondpaspotentialwork metrics,but the numberof requestsenedturnedoutto bethe bestchoice.We
assumehechoicesr = w andy = P in thefollowing.

6.1 Modeling sewicerate capacity of ApacheAxis 1.3

In this sectionwe demonstratéhe modelingapproacho theagingprocesof the ApacheAxis 1.3 sener. For eachof
thegroupswe have brstperformedhe gridding of the datato obtainequalvaluesof thework metricsin eachrun. To
this aim, we have subdvidedtherecordedange|0 . . . 10°] of w into 100 equally-sizedbins,andtook the bin startas
thegriddedw value.Thegridded P valuehasbeenobtainedby averagingthe P valuesof the sampledalling into the
bin.

Accordingto the modelingprocedurgrom Section3.1, we computedthe y-averageby taking the meanof all 6
P valuesbelongingto the samegriddedw value. The smoothingsplineswere bttedover this y-averageusing the
default smoothingparametep = 1/(1 + h?/6) = 6 x 10712 (with h = 10*). Figure3 shaws the griddeddataalong
with the y-averageswhile Figure4 presentshe btsof the smoothingsplinesalongwith the absoluteresidualsof the
y-averageaginstthe bttedsplines.We alsoincludetheplotstherelative residualof the original griddeddataagainst
the splinesin Figure5 (the vertical axis hasbeencappedto intenal [—10%, 10%] which excludedsomeoutliers).
Theseplotsreveal somesystematicrrors:in groupA, runs2 and6 have largestof them,while in groupB thelargest
systemati@rroroccursfor run15. However, almostall of therelative errorsremainin theinterval [—10%, 10%] which
is seeminglytheinBuencerangeof secondarynot modeledfactorsandtransientphenomena.

Figure6 shavs the box andwhisker plots of the Z-transformedelative residualdor tolerancdevel ¢ = 5% (few
outliersoutside[—10%, 10%] arenot shovn). The boxeshave lines at the lower quartile,median,andupperquartile
values. The whiskers extendto the mostextremedatavaluewithin 1.5 timesthe interquartilerangeof the sample.
Oblviously the relative residualsor groupB have lessdifferencesdetweernthe meangandmedians)thanthosefrom
groupA. The applicationof the Z-transformatiorhasmoved the residualsclosertogether(andto 0) asin the non-
transformeddataasintended(cf. Figure5). Theresultsof the ANOVA-analysisfor differenttoleranceevels ¢ are
shavn in Table2. We have highlightedthe p-valuesat tolerancelevels for which the modelcanbe acceptedat the
signibcancéevel p = 0.05. A deterministianodelfor groupA canbeacceptedttolerance/ = 6% (or higher),while
for groupB thisis alreadythe casefor ¢ = 1%. However, in thelattercaseincreasedolerancdevel upto ¢ < 10% do
not translateto higherassurancéhata modelis correct. We attribute this to the factthat mostof the betweengroup
variance(or equivalently, MSB) comesfrom the outliersoutsidethe testedtolerancdevels, which arenot affectedby
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Figure4: Splinebtsandthe absoluteresidualsof y-averages

Relative residuals of run 1 (in %) (mean = 2.13, std. dev. = 7.90) Relative residuals of run 11 (in %) (mean = 0.31, std. dev. =7.19)
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—10 I I I I I I I I _10 I I I I I I I 1
0 1 2 3 4 5 6 7 8 9 [ 1 2 3 4 5 6 7 8 9
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Relative residuals of run 2 (in %) (mean = -4.45, std. dev. = 7.15) Relative residuals of run 12 (in %) (mean = -0.31, std. dev. = 4.55)
10 T T T T T T T T 10 T T T T T T T T
3 : : Sk ‘ ‘ ‘ ‘ ‘ ‘ ‘
0 1 2 3 4 5 6 7 8 9 [ 1 2 3 4 5 6 7 8 9
x10° x10°
Relative residuals of run 3 (in %) (mean = 0.48, std. dev. = 6.91) Relative residuals of run 13 (in %) (mean = 2.98, std. dev. = 13.48)
10 T T T T T T T T 10 T T T T T T T T
e A ———
0 1 2 3 4 5 6 7 8 9 [ 1 2 3 4 5 6 7 8 9
x10° x10°
Relative residuals of run 4 (in %) (mean = 2.08, std. dev. = 3.26) Relative residuals of run 14 (in %) (mean = -0.43, std. dev. = 9.06)
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_1§ ] _1§ n N f I I I I I
0 1 2 3 4 5 6 7 8 9 [ 1 2 3 4 5 6 7 8
x10° x10°
Relative residuals of run 5 (in %) (mean = 2.21, std. dev. = 10.76) Relative residuals of run 15 (in %) (mean = -3.06, std. dev. = 23.68)
10 T T 10 T T T T T T T T
3 ‘ ‘ ‘ : ‘ ‘ ‘ ‘ SE ‘ ‘ ‘ ‘ ‘ :
0 1 2 3 4 5 6 7 8 9 [ 1 2 3 4 5 6 7 8 9
x10° x10°
Relative residuals of run 6 (in %) (mean = -5.50, std. dev. = 9.53) Relative residuals of run 16 (in %) (mean = 1.22, std. dev. = 7.58)
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_10 I 1 I I ! ~10 I I I I I ! I I
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Figure5: Relative residualsof the original (gridded)dataagainstthe spline bt (outliersoutside[—10%, 10%)] arenot
shawn)
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Figure 6: Bar plots of the relative residualsof the original (gridded)dataagainstthe spline bt for £ = 5 (outliers
outside[—10%, 10%)] arenot shavn)

4 0 1 2

4

6

7 8

9 10 15

20

A Fstat

p-value 0 0 0

18.86 16.84 10.49 3.73
0.001 0.053 0.103 0.152 0.197 0.236 0.375 0.463

2.09

1.77

1.57

144 134 1.08

0.94

B Fstat
p-value

2.40
0.027 0.051 0.077 0.078 0.067 0.063 0.062 0.061 0.062 0.078 0.108

210 191

1.90

1.98

2.00

2.02

202 201 190

Table2: Resultsof the ANOVA-testsfor differentlevelsof thetolerance’

1.75

the transformationZ. Summarizingwe concludethatfor both groupsthe splinefunctionsof the numberof sened
requestsv canbeacceptedsdeterministiomodelsfor theagingprocesswith reasonabléolerancdevel £ = 6%.

6.2 Optimizing rejuvenationtimes

Group D 0 500 1500 3000 4500
A x* 43812 45925 49700 55091 60156
Poye(xz*) | 405.87 401.39 393.25 382.59 373.35

Group D 0 500 1500 3000 4500
B x* 51862 55014 60146 66312 71760
Pye(z®) | 411.10 407.30 400.41 391.34 383.36

Table3: Optimalrejuvenationpointsz* andthe correspondingverageperformanceP,, . (x*)

We usedthe splinemodelsobtainedn theprevioussectionto determinetherejuvenationschedulesptimizingthe
averageperformancel,,.. We appliedin the optimizationprocessfrom Section4.1 the formulasstatedin Section
4.2.2asthey applyto polynomialsof degree3 provided by the splinemodels. The optimizationshave beencarried
out for differentvaluesof D (numberof requestddroppedduring the rejuvenation)anddifferentSLA levels L. As
the maximumrejuvenationtime of the ApacheAxis 1.3 senerwas10 secondsaindits peakperformancevasbelow
450 requestper secondthe maximumnumberof requestsiuring the rejuvenationis 4500. To incorporatedifferent
(constantyequestatesof 0, 150, 300 and450 we studiedD valuesof 0, 1500, 3000 and4500. The parameter. has
beenstudiedfrom 0 (no SLA condition)up to 300, which wasapproximatelythe initial performanceof the Axis 1.3

sener.
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Figure 7: AverageperformanceP,,. plots for group A dependingon the rejuvenationpoint: varied numbersof
droppedrequestsiuringrejuvenationD (left, for L = 0) andvariedSLA levels L (right, for D = 4500)

Group| L 50 100 200 250 300
A ap | 797980 404040 181820 141410 O
Pae(ar) | 149.11 22212 31416 337.98 0
Group| L 50 100 200 250 300
B ap | 818180 434340 202020 15152 121210
Paelar) | 155  226.63 321.21 350.31 367.55

Table 4: Maximum rejuvenation points before SLA violation «; and the correspondingaverage performance
Pave(aL)

Figure7 shawvstheplotsof theaverageperformance?,,. dependingntherejuvenationpointfor groupA (group
B producedsimilarresults). Thepeaksof thesecurvesdetermingheoptimalrejuvenationpoints. In theleft bgurewe
variedD. With increasedaluesthe optimalrejuvenationpointscamelater(afterlargernumberof senedrequestsand
themaximumaverageperformancelecreasedsexpected.Table3 shavs the exactvaluesof the optimalrejuvenation
pointsandthe correspondingverageperformancdor bothgroupsA andB. The optimalrejuvenationpointsarequite
early in the whole cycle. Interestingare the relatively sharppeaksof the curvesin Figure7. This underlinesthe
importanceof the optimizing the rejuvenationtimesto attaina high level of averageperformancesinceeven small
deviationsfrom the peakresultin largedropsof P, ..

In theright Pgurewe Pxed D to 4500 andregardeddifferentSLA levels L. Thedropor cut-of oy, of eachcurve
to 0 (not plotted) occursat a x-value for which the SLA cannotbe fulblled ary more. In otherwords, only if the
rejuvenationpointis in intenal [0, ay,), the performanceP of the sener never dropsbelow L. The valuesof cut-off
pointsarevalid alsoin a scenariovhenwe only wantto obsene the SLA condition,without maximizingthe average
performance.Table 4 shavs the cut-off pointsand correspondingr/aluesof the averageperformancedor different
valuesof L. In the caseof the Axis 1.3 models,the optimal rejuvenationpointsarealwaysbeforethe cut-off points,
andsothesameaswithoutthe SLA condition.

6.3 Modeling error sensitvity analysis

The introductionof the tolerancelevel ¢ raisesthe questionaboutthe sensitvity of the optimal rejuvenationpoints
to the errorsin the datausedfor modelingof the aging process.To investigate this relation, we have distortedthe
y-averagedataby multiplying eachvaluewith arandomerror £ = 1+ r, wherer wasarandomnumberdravn from a
normaldistribution with mean0 andstandardeviation of d/100. We call d asthedistortionfactor. Thus,eachpoint
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Figure8: Averageperformancel,,. plotsfor distorteddata(left); relative absoluteerrorsof the maximizedaverage
performancdor differentdistortionfactors(right) (D = 4500, L = 0)

of the original datahasa high probability to be distortedby d percentof its value,andlower probability for higher
deviations. Thevalueof the distortionfactorrelatesto the valueof thetolerancdevel ¢: datawhich deviatesfrom the
y-averageby adistortionfactorof d < ¢ will notcausehe modelrejectionfor a givenvalueof £.

The plots of the averageperformancers. the rejuvenationpointsfor differentdistortionfactorvaluesareshavn
in the left Pgureof Figure8 (groupA, D = 4500 andL = 0). In theright Pgureof Figure 8 we shaw the relative
absoluteerrorsof the averageperformancer,,. for the optimal rejuvenationpointscomputedor the distorteddata.
In otherwords, after computingthe maximizedaverageperformancen; = P,,.(z*) for the original data(i.e. the
y-average) we have computedhe analogousiumbery, for distorteddata,andcalculatedherelative absoluteerrors
abgv; — v2)/v1. We repeatedhis procedures0 timesfor eachof the distortionfactors. The meaningof thebox and
whisker linesis the sameasin Section6.1. Obviously the relative errorsof the maximizedaverageperformancere
sub-lineaiin thedistortionfactord, which shovs somerobustnes®f P, ,.(z*), i.e. smallsensitvity to errors.

7 Conclusion

Self-managemens atopic of interestnot only for the academigbut alsofor the IT Industrythathasnow in hands
a problemof unprecedentedompleity in the software-basedystemsthatis increasinghe total costof ownership
andtheimpactof dealingwith failures.In this paper we have presented contrikution in the domainof self-healing,
proposinganautomatedapproactor deploying adaptve softwarerejuvenation.

Our methodis basedn bndingdeterministicrequestateindependenimodelsof agingprocesseanda statistical
testfor verifying their correctnessOn top of thesemodelswe proposedanapproactor Pndingoptimalrejuvenation
pointsundercertainutility functionsrelatedto averagesener performance.Thesesoftwarerejuvenationtechniques
canbe generalizedo ary software applicationthat may presentsomedeterministicpatternof softwareaging. The
experimentakvaluationof ourtechniqueusingthe ApacheAxis v1.3hasillustratedthataccurateagingmodelscanbe
achieved by the proposednethodsandshovedtheimportanceof optimizingthe rejuvenationpointsfor maximizing
theaveragesener performance.

Futurework in this domainwill focuson two topics: improvementof modeladaptvity andthe generalizatiorof
the optimizationtechniqueto sener pools. For the formertopic, we planto incorporateinto the modelthe running
valuesof applicationmetrics(e.g. agingindicators)to achieve higheradaptvity via on-line correctionsof the model.
Concerninghe sener pools,we wantto Pndoptimalrejuvenationscheduledor poolsof senerswith heterogeneous
agingbehaiour.
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